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SUMMARY  Conventional authentication methods, proposed mainly
for gray-scale and color images, are not appropriate for palette images,
which usually contain simple contents with a limited number of colors. In
this paper, a new approach is proposed to verify the integrity of palette
images and to locate tampered regions without re-quantization and re-
indexing processes. The proposed approach is based on a combined use of
both the fragile watermarking and the digital signature approaches, taking
the advantages of both approaches and avoiding their drawbacks. To pro-
tect a block of an image, authentication signals are first generated according
to a secret key. Based on an embeddability property defined in the study,
the pixels of each block are classified as embeddable or non-embeddable.
Only the former ones are used to embed the authentication signals. A corre-
sponding digital signature is generated as well to compensate the possibly
limited embedding capacity of the embeddable pixels that are insufficient
in number. To authenticate a block, the recovered authentication signals,
yielded from the extracted watermark and the received digital signature,
are compared with the one generated according to the correct secret key,
to prove the block’s legitimacy. The effectiveness and the security of the
proposed method are analyzed and tested with a variety of palette images.
The results indicate that the proposed method can offer high authentication
accuracy as well as maintain a good tradeoff between the authentication
signal portability and the resulting image quality.

key words: palette image, image authentication, fragile watermarking,
digital signature, random palette mapping, embeddability

1. Introduction

Palette images are ubiquitous in modern computer systems.
Almost every web page contains palette images to depict
icons, logos, maps, etc. Because palette images are digi-
tal in nature, they can be seamlessly manipulated by image
processing tools. However, in medical, atmospheric, geo-
graphic, or military applications, it is required to keep the
contents of palette images intact. Ease of seamless modifi-
cations of palette images becomes a security problem. The
objective of this research is to devise a novel method to pro-
tect and verify the integrity of palette images.

The studies of image authentication can be categorized
into two approaches: use of digital signatures and fragile
watermarking. Digital signatures of image data are anal-
ogous to those of general data studied in traditional cryp-
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tography [1]. To protect an image, features are extracted
from the image and encoded to form compact signatures.
Changes in the original image will result in certain corre-
sponding changes in the extracted features. Authentication
of an image is accomplished by comparing two feature sets,
one including those extracted from the image and the other
from the corresponding digital signature. Certain features,
such as color [4], color histogram [5], edge [6], [7], and mo-
ment invariant [7], have been proposed to generate digital
signatures. Also, some features in the discrete cosine trans-
form [8] and the discrete wavelet transform (DWT) domains
[9] have been proposed. These features are based on the re-
sults of comparing randomly selected coeflicient pairs.

On the other hand, the idea of the fragile watermark-
ing approach is to imperceptibly embed certain coded in-
formation into an input image, called a cover image. The
coded information hidden behind the cover image is called
a watermark. Fragile watermarks are named to differentiate
from robust ones for their low robustness against image ma-
nipulations. By examining the existence of the designated
fragile watermark in a given image, the authenticity of the
image can be proved. Many fragile watermarking methods
have also been proposed [10]-[12]. An extensive survey of
fragile watermarking techniques can be found in [2], [3].

Comparing the two authentication approaches, we see
that fragile watermarking has better portability, because no
extra data are generated. However, as the embedding ca-
pacity of an image is usually limited, it might be difficult to
embed a watermark without introducing noticeable distor-
tion. This is especially true for images with limited num-
bers of colors and smooth regions, like palette images. On
the contrary, the digital signature approach leaves an image
intact, so the image quality is preserved, although extra stor-
age space is required to keep the signature. A combined use
of both of the two approaches might result in a good solu-
tion for authenticating palette images, as is studied in this
work.

More specifically, the embeddability of a pixel is
first defined to classify pixels into embeddable and non-
embeddable ones based on the characteristics of the human
visual system. Since the values of embeddable pixels can
be revised without causing noticeable distortion, they are
used to embed and extract watermarks. Also, the use of
a new type of digital signature is proposed to compensate
the weakness of the limited embedding capacity of palette
images. By gathering sufficient authentication information
from both watermarks and digital signatures, it is proved
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that the proposed method has good ability to locate tam-
pered regions.

The remainder of this paper is organized as follows. In
Sect. 2, a brief introduction to palette images is first given,
followed by a description of the definition of pixel embed-
dability proposed in this study. The proposed scheme is pre-
sented in Sect. 3. The performance of the proposed method
is discussed in Sect. 4. Section 5 shows some experimental
results. At last, Sect. 6 includes the conclusion of this study.

2. Pixel Embeddability of Palette Images
2.1 Principle of Proposed Approach

A palette image, denoted as /, is composed of a color palette
P, and a set D; of image data. Generated with a color reduc-
tion method, the palette P; is a list of no more than 256 RGB
colors, representative of those in D;. A pixel X with color C
is assigned an index c to the palette entry P;(c) whose RGB
color value is closest to C. As the number of colors in P; is
limited and the colors are visually quite dissimilar, it is gen-
erally difficult to alter pixel colors in a given palette image
without affecting the resulting image quality. This makes the
design of watermark embedding methods for palette images
a challenge.

We define a property of pixels in palette images, called,
embeddability, based on certain human visual characteris-
tics. The definition of this property will be given later in this
paper. Accordingly, pixels are classified as embeddable or
non-embeddable: embeddable pixels can be modified mod-
erately to embed watermark data, but non-embeddable pix-
els must be left intact to preserve image quality. Then, given
a pixel X with an index c of an image I, a binary watermark
bit b, and a binary mapping function M of palette index val-
ues, the proposed watermark embedding process can be de-
scribed briefly by the following steps:

1. Check the embeddability of X.

2. If X is non-embeddable, leave X intact; otherwise, per-
form the next step to embed b into X.

3. Check if M(c) = b. If so, regard b to be already existing
at X; otherwise, replace ¢ with an index ¢, in P; where
M((‘k) = b.

Correspondingly, the proposed watermark extraction pro-
cess can be described sketchily by the following steps:

1. Check the embeddability of X.

2. If X is non-embeddable, regard no watermark being
embedded in X; otherwise, regard the bit value embed-
ded in X as M(c).

The concept of the above sketchy watermark embed-
ding and extraction processes is to embed b into an embed-
dable pixel X with an index ¢ by setting M(c) = b. As
a result, the embedded watermark can be extracted easily
by investigating the value M(c¢) of an embeddable pixel X.
Specifically, the value of an embeddable pixel X is changed
only when M(c) # b. In this situation, a new palette index,
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whose mapping function value is equal to b, is selected to
substitute the original one. In the following, we define some
terms in advance. Based on these terms, the proposed em-
beddability of a pixel and the palette mapping function will
be defined formally.

2.2 Color Distance and Precedent Neighbors of a Pixel

Let ¢ be the index of a pixel p and let the corresponding
triplet of the RGB color P,(c) be (r,g,b). Because the nu-
merical distance in the L*a*b* color space is intuitively pro-
portional to the perceived color difference, we define the
color distance between two pixels in this study in terms of
the L*a*b* color values. The transformation from an RGB
color (r,g,b) to an L*a*b* one (I*,a", b*) can be found in
[13].

Definition 1 (Color distance between two pixel indices.)
Let X, and X, be two image pixels with palette indices c|
and ¢;, and L*a"b" colors (I}, aj, b}) and (I3, a3, b3), re-
spectively. The color distance between X, and X, is defined
as:

diX, X =d(cr, = |05 =192+ (a; - ay>+ (b ~by ).

Definition 2 (Precedent neighbors of a pixel.) Given a
pixel X in a 3 x 3 image block B, the precedent neighbors
of X are those four pixels of the eight neighbors of X in B,
which are visited first in a line-by-line raster scanning se-
quence. That is, if X is located at coordinates (h,k) in I,
then its precedent neighbors are located at (h — 1,k — 1),
(h=1,k),(h—1,k+ 1), and (h,k — 1). We denote the set of
the precedent neighbors of X by Prec(X).

Definition 3 (Maximum color difference between a pixel
and its precedent neighbors, and that between a color and
these neighbors.) The maximum color difference between
a pixel X with color index ¢ and its precedent neighbors in
Prec(X) is defined as:

dpa(X, Prec(X)) = max (d(X, X;)),
)

Xi€Prec(X
and that between a given color ¢; and Prec(X) is defined as:

Aax(cr, Prec(X)) = max (d(c, Xi)),
Prec(X)

Xi€Prec

where c; is the color index of a pixel X; in Prec(X).

2.3 Embeddability of Pixels

Definition 4 (Palette mapping function.) A palette mapping
function M takes a color palette P; as its domain, and the
output M(c) of the function for each input palette index c in
P, is a binary value, O or 1.



1614

Base on the characteristics of the human visual sys-
tem, a visually seamless modification of a pixel X is pos-
sible when X is located in a color-abundant region where
no sharp line or edge exists. Two constraints on X are de-
vised in this study to determine whether X satisfies the cri-
terion for seamless modification stated above: (1) The num-
ber « of distinct colors of pixels in Prec(X) is larger than a
pre-defined threshold 7. This states the restriction that the
change of a pixel’s color is allowed only in a color-abundant
region. (2) The maximum color distance d,u.(X, Prec(X))
between X and its precedent neighbors is smaller than with
a pre-defined threshold 7,. This states the restriction that
modifications of colors are allowed only in regions with no
sharp line or edge.

Despite of the seamless modification constraints, some
other aspects need be taken into account before giving the
definition of the embeddability of a pixel. From the above
sketchy watermark embedding and extraction processes, it
can be noted that only embeddable pixels are used to em-
bed and extract watermark data. So, it is important to en-
sure that the embeddability of a pixel is consistent during
both the embedding and the extraction processes. Next, the
embeddability of a pixel will be changed only when a re-
placement of the original pixel index is conducted to embed
a watermark bit during the embedding process. Therefore, if
the pixel is assigned a new index value which fails to satisfy
the embeddability constraints, the pixel will undesirably be
regarded as non-embeddable.

Definition 5 (Set of feasible replacement indices of a pixel.)
Given a pixel X with color index ¢, and a palette mapping
function M, the set Cy of feasible replacement indices of X
includes all of those palette indices satisfying the following
properties: (1) M(c) # M(cy); and (2) dppa(ck, Prec(X)) <
T,, where T, is a pre-defined threshold.

Note that, when a replacement is needed, only indices
with their palette mapping function values opposite to that
of X’s original index ¢ can be considered as candidates to
substitute ¢. This depicts the first property in the above defi-
nition. The second property guarantees that X, with the new
index ¢, will not result in the creation of a sharp line or
edge. That is, the second property satisfies the second con-
straint for seamless modification of pixel colors mentioned
previously.

Definition 6 (Embeddability of a pixel.) Given a pixel X
with color index ¢, let @ be the number of distinct colors of
the pixels in Prec(X), and M be a palette mapping function.
Then, X is said to be embeddable if the following three con-
straints are satisfied: (1) @ > T.; (2) d,yar(X, Prec(X))< Ty;
and (3) Cy is a non-empty set, where 7. and T, are two
pre-defined thresholds.

With the above definition, the embeddability of a pixel
can be proved to be consistent during the embedding and the
extraction processes, as done in the following.
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Property 1 (Preserving of a pixel’s embeddability.) Let X
be a pixel with palette index ¢, and ¢, € Cy. If X is em-
beddable, then it is still embeddable after replacing ¢ with
Ck.

Proof . To prove that X is still embeddable, we prove that it
satisfies the three constraints mentioned in Definition 6.

1. (Constraint 1) Because Prec(X) is not changed after ¢
is replaced with ¢y, it is trivial to see that the constraint
« > T, is maintained.

2. (Constraint 2) Based on Definition 5, we have d,,, (¢,
Prec(X) < T,. This means that the second constraint is
satisfied.

3. (Constraint 3) Because X is embeddable, we have
M(c) # M(cy) and d,,(c, Prec(X))< T,. Hence, Cy
is a non-empty set. So the third constraint is satisfied.
This completes the proof.

o

3. Proposed Image Protection and Authentication Pro-
cess

An overview of the proposed method is illustrated in Fig. I.
As shown in Fig. 1(a), watermark embedding and digital sig-
nature generation are integrated into a single process, called
a protection process. The inputs include a palette image and
a generic secret key. The outputs include a protected image
whose integrity can be verified, and a digital signature gen-
erated from the input palette image. Note that, in Fig. 1(a),
the background of the digital signature output is darkened to
emphasize that possibly no digital signature will be gener-
ated for a certain image by the protection process. This case
arises when the embedding capacity of an image is large
enough to convey sufficient authentication signals as a wa-
termark.

Correspondingly, as illustrated in Fig. 1(b), watermark
extraction and digital signature verification works are inte-
grated into a single process, called an authentication pro-

Secret __| Generation of random
key palette mapping function
(]
3 -
rotection process Protected
Pal Watermark image
: ri:“: embedding
9 Digital signature | [, Digital
generation signature
(a) Protection process.
Secret Generation of random
key palette mapping function
[}
Test Authentication process | Authentication

; —* Watermarl result
s Wit
embedding ™ highlighted

siD:lga':z:'e — Digital signature tampered
9 generation regions

(b) Authentication process.

Fig.1  Overview of the proposed method.
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cess. The inputs include a palette image in question, a secret
key, and the corresponding digital signature of the palette
image. The output is the verification result of the image. If
the image is verified as tampered, tampered regions will be
located.

More specifically, before the protection or the authenti-
cation process starts, an input image / is divided into a set of
non-overlapping blocks B;’s of the size m X n. Each block B;
is processed individually subsequently. For simplicity, as-
sume that the size of / is a multiple of m X n. Furthermore,
a palette mapping function M, as defined in Definition 4, is
generated according to K for use in processing each B;. The
generation of M is described in the following.

3.1 Generation of Random Palette Mapping Function M

M can be taken as a vector of the size equal to that of the
palette of the input image, and each entry of M contains a
binary mapping value. Because palette colors can be per-
muted in different ways without affecting the image con-
tent, a color may be referenced by different indices under
different permutations. For example, let the palette mapping
function value of a color j in block B; be M(1). It will be-
come M(2) if a permutation switches the order of the first
two colors in the palette. This will result in the generation
of different M values from an identical palette. To ensure
the uniqueness of M it is necessary to maintain a unique set
of palette color indices. For this, we define a static color
order for a palette in this study as follows.

Definition 7 (Static color order of a palette index.) Let
fu) = 2" x r + 28 x g + b be a function with RGB col-
ors u = (r,g,b) as inputs where 0< r,g,b < 255 and let ¢
be an index of an image / with color palette P;. If f(P;(c))
is the z-th largest value of all 22 possible outputs of f, then
the static color order, denoted as H(c), of ¢ is defined to be
tie,H(c) =1t

Note that, no matter what the index value of a specific
color in a palette is, the static color order of a palette index is
unique according to Definition 7. Now, M can be generated
as follows, assuming that P; is composed of ¢ distinct colors
so that M is also a vector of size ¢:

|. generate a random bit stream z,z; ...z, with n = 2% =
16777216 by a random number generator with K as the
seed; and

for each palette index c¢; where j = 1 through ¢, set
M(c;) = Zhc))-

o

3.2 The Detailed Protection Process

As illustrated in Fig. 2, let the number of pixels in a block
B; of an input image / be m X n. The first step of the process
is to generate a secret bit stream V of the length m X n as
the authentication signals for B;. To maintain a good trade-
off between image quality and embedding capacity without
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Image block B,
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Generate
palette mapping
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v
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Digital signature (g)
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Fig.2  The detail of the proposed protection process.

affecting the authentication performance, those bit values of
V, which cannot be embedded, are manipulated with certain
pixel values of B; to generate certain features which are then
taken to form a digital signature. Consequently, a watermark
w; is hidden in the embeddable pixels of B;, and the digital
signature is proposed in this study to be stored in the header
of the input palette image / for future references.

The idea to embed a bit into an embeddable pixel X in
B; is to enforce the value M;(X) of X equal to the bit to be
embedded. If a modification of the color of X is needed,
its index is replaced with an index c,,, called the optimal
replacement index for X, selected from Cy.

Algorithm 1. The embedding process.

Input: An embeddable pixel X of B; with color index ¢ in
an image I, a secret bit V(j) to be embedded, and a
random palette mapping function M.

Output: A pixel X’ with a new index ¢’ implying the secret
bit V().

Steps:

1. Check if M(X) is equal to V(j). If so, regard V(j) to
be already existing at X, set ¢’ as ¢ and stop; otherwise,
perform the next step.

2. Find the optimal replacement index c,, in Cy.

3. Set ¢’ as ¢, and stop.

The first step of the above algorithm checks whether X has
“contained” the value V() to be embedded. And the second
step aims to select ¢,,, which specifies the “most similar”
color to that of X. Hence, the least distortion coming from
pixel color changes is ensured. It is also ensured that ¢,
always exists, and that the replacement will not affect the
embeddability of X. Based on the above algorithm, we are
now ready to describe the details of the proposed protection
process in the following.

Algorithm 2. The detailed protection process.

Input: A block B; of a palette image /, and a secret key K.
Output: A block B] with authentication signals embedded
as a watermark w; and/or stored as a digital signature

gi-
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Steps:

1. Let g; = 0 (the empty set).

2. Use K to generate a palette mapping function M.

3. Generate a secret bit stream V = V()V(2)V(Q3)...
V(mn) as the authentication signals using a random
number generator with K as the seed.

4. Set j=0.

S. Perform a raster scanning of B;, take a non-visited pixel
X of B;, and execute the following steps, either to em-
bed a bit of V as a watermark signal of w; or to generate
a bit of the digital signature g;, until all the pixels of B;
are visited.

6. Check the embeddability of X. If it is embeddable, then
embed V(j) into X by Algorithm 1, and go to Step 5;
otherwise, compute a bit e = V(j) ® M(X) where @ is
the exclusive-OR operation of two bits; and append e
to the end of g;.

7. Set j = j+ 1, and go to Step 5 to continue the process
to visit the next pixel in B;, until V is processed to its
end.

Note that V is first generated in the above algorithm
based on K. Then, for each visited pixel in B;, a bit of V is
embedded if the pixel is embeddable. 1f not, a binary value
is yielded as a new signature bit by “exclusive-ORing” the
current processed bit of V and the palette mapping function
value of the pixel. Also note that, to produce the entire digi-
tal signature of the input image /, the digital signatures of all
image blocks need be concatenated. Because the length of
a digital signature of a block is variable, we place [log, mn]
bits before each g; to indicate its length. Hence, the cor-
responding digital signature of a block can be correctly re-
covered from the digital signature of / in the authentication
process described next.

3.3 The Detailed Authentication Process

The proposed authentication process, illustrated in Fig. 3, is

Image block B,
digital signature g, and secret

key K
Generate Generate
palette mapping function (M) presumed

authentication signals
V)

IPerform a raster scanning ofB|

Embeddable?
Yes No
Y

Y
Recover authentication
signals from the pixel ang
digital signature

Extract authentication
signals from the pixel

] v
Recovered authentication Original authentication
signals V' signals V
Yes [———_ Identical? _——)
Authentic Tampered

Fig.3  The detail of the proposed authentication process.
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based on sequential processing of blocks. A block B! of a
test image /’, the corresponding digital signature g; of B,
and the secret key K are inputs to the process. Only per-
sons, who have the secret key K identical to the one used
in the protection process, can correctly verify the integrity
of I’. The idea of the process is to recover the correspond-
ing authentication signals V' from B! and compare it with
the original authentication signals V. If no image pixel is
tampered, the recovered V’ will be identical to V, and this
proves the authenticity of B;.

More specifically, to recover V' a raster scanning of
B! is performed. For each pixel, its embeddability is evalu-
ated. If it is embeddable, a bit of the embedded watermark
is extracted; otherwise, a bit of the V’ is generated from the
digital signature. After all image pixels are visited, the orig-
inal authentication signals in V are generated based on K.
At last, V' and V are compared to verify the authenticity of
B. In the following, we describe the details of the proposed
authentication process as an algorithm.

Algorithm 3. The detailed authentication process.

Input: A block B of a test image /', the corresponding dig-
ital signature g; of B, and the secret key K.

Output: The authentication result of B!.

Steps:

1. Setv=0.

2. Use K to generate a random palette mapping function
M.

3. Perform a raster scanning of B and process each pixel
X in B! until all pixels of B; are visited.

4. Check the embeddability of X and perform the follow-
ing steps, assuming that X is the j-th pixel visited dur-
ing the raster scanning process:

4.1 If X is embeddable, set V'(j) = M(X).

4.2 If X is non-embeddable, then set V'(j) =
gi(v) P M(X)andv =0+ 1.

4.3 Go to Step 3 to process the next pixel in B;.

5. Use K to generate a secret bit stream V = V(1)V(2)V(3)

... V(mn).
6. If vV =V, then regard B] as authentic; otherwise, tam-
pered.

Note that, in Step 4, the embeddability of X is first
checked. Then, corresponding actions are taken to recover
a bit V’(j) of V’. In Step 4.1, if X is embeddable, then a
bit of the original authentication signals, denoted as V(),
is supposed to be embedded in it during the protection pro-
cess. Hence, to extract V() from X, M(X) is evaluated and
assigned to V’(j). Similarly, in Step 4.2, recall that in the
protection process a bit e of g; was generated by computing
e = V(j) P M(X). Consequently, during the authentication
process, the original V(j), denoted as V’(}), is obtained by
evaluating g;(v) P M(X).
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4. Performance and Security Analysis
4.1 Performance Analysis

Two types of errors might occur in an authentication sys-
tem: miss and false alarm. In this study, a miss refers to the
situation that a block is tampered but is identified as authen-
tic, while a false alarm refers to the situation that a block is
authentic but is identified as tampered. We will analyze the
probabilities of the occurrences of a miss and a false alarm
in the following.

Because the proposed method ensures that the embed-
dability of each pixel of a block is preserved after applying
the protection process as long as the block is not tampered,
the hidden watermark and the digital signature of the block
can be correctly extracted and verified by the authentication
process. Hence, false alarm errors will not occur in the pro-
posed system.

On the other hand, a miss error will occur when a re-
ceived image is tampered but V and V’ are checked to be
identical. Therefore, the probability of the occurrence of a
miss error equals to the probability of the generation of two
identical random bit streams. Because the lengths of V and
V' are both mn, the probability can be figured to be 27",
For example, when B; is of the size 8 X 8, which requires
the generation of a bit stream of 64 bits, the probability of
the occurrence of a miss will be 5.4 x 1072 which is small
enough for security protection in practical applications.

4.2 Security Analysis

An effective attack is to tamper a protected image without
triggering authentic alarms. If certain information must be
presented during the authentication process to prove the au-
thenticity of an image, they must also be required in con-
ducting a successful attack. Four types of information are
required in the authentication process: (1) the palette map-
ping function M; (2) the authentication signals V; (3) the
secret key K which determines M and V; and (4) the em-
beddability of the pixels determined by the two threshold
values 7. and T, involved in Definition 6.

To find out the valid knowledge of the first two types
of information mentioned above without the secret key K,
the only way is to enumerate all possible combinations of
V and M. Assume that the size of an image block is m X
n. The number of all possible V’s is 2. In addition, let
r be the number of distinct colors in a palette. Then, the
number of all possible M’s is 2. Hence, the number of all
possible combinations of V and M is 22", This value can
be increased to make it even difficult to discover V and M.
For instance, M can be randomly generated to be distinct for
each pixel of a block. Then, the number becomes 22"
If n = m = 8 and r = 16, then the number will become
21088 which is large enough to prevent a brute-force attack.

In addition, because the embeddability of a pixel can-
not be known in advance without T.. and T,, whether a pixel
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is used to embed a bit of a watermark or to generate a bit of
a digital signature is not clear, leading to a certain degree of
difficulty in guessing the contents of the watermark w; and
the digital signature g; for each block. By randomizing 7.
and T, using K and a random number generator, it is harder
to guess the possible values of T, and T,. For example, for
each pixel, arandom combination of (T, T,) is generated by
two random number generating functions f,, and f,,» with
the initial seeds of both functions set to K. In this study, we
set T. = fryi(K)and Ty = f,,0(K), where 1 < f,,1(K) < 3
and 5 < f;»(K) < 50. In this way, it will become harder to
predict the values of T, and T, because these values are not
globally set. In addition, a random number generator will
always yield the same number sequence, as long as the in-
put seed key is identical. Thus, the thresholds 7. and T,; will
be identical in the protection and authentication processes.

In summary, the above discussions show that the pro-
posed method has high immunity to security attacks.

5. Experimental Results

We have evaluated the performance of the proposed method
using a large collection of palette images. These images
were selected to simulate the use of palette images in real
world applications. Some results are reported in this section.

In our experiments, a 8 x 8 image block is moderate
for detection of localized manipulations. In addition, 7, and
T, are set as 2 and 15, respectively. Also, we compute the
degrees of average distortion in the embeddable pixels of a
block (ADEPB) based on Definition | using the following
equation:

N
ADEPB = 1/N )" d(c;,c)),

i=1

where N is the number of embeddable pixels in a block, and
c¢; and ¢} are the indices of the original color and the new
one of the i-th embeddable pixel, respectively. Note that,
conventional measures like the peak signal to noise ratio
(PSNR) were not employed. A reason is that many pixels
in a palette image are non-embeddable, and so changes in
the pixel values would be very limited. This will yield very
good output values of these conventional measures, indicat-
ing erroneously extremely high output image quality.
Figure 4(a) shows a 560 x 504 test image, which is
composed of photographs and descriptive texts, and with
256 colors in its palette. The resulting image is shown in
Fig. 4(b), with the length of the resulting digital signature
being 7938 bytes, which may be said to have high porta-
bility. And the largest ADEPB value of the image is 8.25.
People cannot notice color difference with such an ADEPB
value according to our experimental experience. A tampered
version of Fig. 4(b) is shown in Fig. 4(c) where the content
was altered by switching the two scenic photographs in the
image. The authentication output is given in Fig. 4(d), in
which, as expected, only the regions of the switched pho-
tographs are considered as tampered. Another example is
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(d) Authentication result.

(¢) Tampered image.
Fig.4  The authentication result of a test image composed of text regions
and photographs of the size 560 x 504 with 256 palette colors using the
proposed method.
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(¢) Tampered image.

(d) Authentication result.

Fig.5  The authentication result of a test image of the size 488 x672 with
only 64 palette colors using the proposed method.
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Fig.6  Enlarged sub-images of the original image and the protected
images.

Table 1  Comparison of the proposed method with conventional fragile
watermarking and digital signature approaches.
Proposed Fragile Digital
method | watermarking signature
Operation in
palette index Yes No No
domain
Need for re-
quantization and No Yes No
re-indexing
Modification of
image content Depends Yes No
Need for extra
storage space Depends No Yes
Deal with smooth
regions and Yes Unknown Yes
limited colors

shown in Fig. 5 in which Fig. 5(a) is a 488 X 672 web image
with 64 colors used to show geological data. Figure 5(b)
shows the image protected by the proposed method. The
largest ADEPB is 9.76, and the length of the digital signa-
ture is 11907 bytes. The results again indicate a good trade-
off between embedding capacity and image quality. Then,
the image was tampered by cropping the circle and its cap-
tion “1920” at the right part of the image and replacing the
color of the center caption “1999” with red as shown in
Fig.5(c). At last, the image is authenticated by the pro-
posed method and the tampered regions are marked. As
expected, only the tampered regions are pointed out by the
proposed method. This shows the effectiveness of the pro-
posed method.

Furthermore, Fig. 6(a) shows an enlarged sub-image of
Fig. 4(a) which contains the text regions. Figure 6(b) is the
corresponding enlarged sub-image of Fig.4(b) where 280
pixels are replaced and their positions are shown in Fig. 6(c).
It can be seen that the details of the characters in the origi-
nal image are not affected. In this case, most authentication
information is conveyed in the digital signature and the in-
tegrity of the regions still can be verified. At last, we com-
pare the differences of three characteristics of the proposed
method with those of conventional fragile watermarking and
digital signature approaches in Table 1.
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6. Conclusions

A novel method for integrity protection and verification of
palette images has been proposed in this study. The pro-
posed method is based on combining both the fragile water-
marking and digital signature approaches to maintain good
balance between output image quality and authentication
data portability. We first defined the embeddability of a pixel
based on certain human visual characteristics to classify
pixels into embeddable and non-embeddable ones. Then
watermark signals are embedded into embeddable pixels
and a digital signature is generated from manipulating non-
embeddable ones, so that sufficient authentication informa-
tion can be acquired to achieve high accuracy of authentica-
tion results. All the processes are conducted in the palette
index domain, and so no re-quantization and re-indexing
is needed. Furthermore, we have shown that the proposed
method is with low probabilities of yielding authentication
errors, and with high security against intentional attacks.
Good experimental results have been produced from exten-
sive tests of the proposed method using a large collection
of images. Both of the facts have proved the feasibility of
the proposed method to real world application environments
like WWW and digital libraries. Finally, applying the pro-
posed method to pictures of graphic types like animation
images, which are also palette-based, can be taken as a topic
for future studies.
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