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A New Approach to Authentication of Binary Images
for Multimedia Communication With Distortion

Reduction and Security Enhancement
Chih-Hsuan Tzeng and Wen-Hsiang Tsai, Senior Member, IEEE

Abstract—A new approach to binary image authentication
in multimedia communication with distortion reduction and
security enhancement is proposed. Special codes are embedded
into the blocks of given images and verified to accomplish the
authentication purpose. Enhancement of security in detecting
tampered images is achieved by randomly generating the codes
and embedding them into randomly selected locations in the
image blocks. The reduction of image distortion coming from pixel
value replacement in code embedding is carried out by allowing
multiple locations for embedding the codes. Security analysis and
experimental results are also included to show the effectiveness of
the proposed approach.

Index Terms—Authentication codes, binary images, code embed-
ding and verification, distortion reduction, image authentication,
security protection.

I. INTRODUCTION

I MAGE transmission is a major activity in today’s com-
munication. With the advance of digital technologies, it is

now easy to modify digital images without causing noticeable
changes, resulting possibly in illicit tampering of transmitted
images. It is so desirable to design effective algorithms for
image authentication, aiming at checking the fidelity and
integrity of received images.

This authentication problem is difficult for binary images be-
cause of their simple binary nature. Embedding of authentica-
tion signals into binary images will cause destruction of image
contents, and so arouses possible suspect from invaders. There-
fore, a good solution should take into consideration not only the
security issue of reducing the possibility of being tampered with
imperception but also the effectiveness of reducing image dis-
tortion resulting from authentication signal embedding. In this
study, we propose an authentication method for binary images
with a good balance between the mutually conflicting goals of
distortion reduction and security enhancement.

So far, there are very few researches about binary image au-
thentication, though some works on hiding data in binary im-
ages have been reported. Tsenget al.[1] mapped block contents
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into the data to be hidden. Wuet al. [2] embedded bits in image
blocks by pattern matching. The method can be used for image
authentication. In [3] and [4], secret data were embedded into
binary images by manipulating dithering patterns. In [5], [6],
spaces in textural document images were used for embedding
copyright-protecting watermarks.

The method proposed in this letter for binary image authen-
tication is based on the idea of embedding randomly-gener-
ated codes, calledauthentication codes, into the blocks of a
givencover image, resulting in astego-image. Authentication is
achieved by verifying the codes in the blocks of a given stego-
image. Tampering of a stego-image block will destroy the code
in the block and cause an erroneous verification result. To reduce
image distortion resulting from embedding codes in a cover
image, a new technique of allowing more than one pixel group,
called acode holder, for embedding a code is proposed, and
theoptimal code holderwhose pixel values are minimally dif-
ferent from those of the authentication code is chosen to embed
the code. Detailed analysis of the probability for a tampered
image to be verified to be authentic is also conducted. The result
may be utilized to decide strategies for choosing proper authen-
tication code lengths as well as appropriate numbers of code
holders.

In the remainder of this letter, we first describe the proposed
authentication code embedding and verification processes in
Section II, followed by the security analysis in Section III. Some
experimental results are given in Section IV, followed by a con-
clusion in Section V.

II. PROPOSEDAUTHENTICATION METHOD

The input to the proposed authentication code embedding
process includes a cover imagewith blocks, two keys
and , and two random number generatorsand . The
output is a stego-image in which authentication codes are em-
bedded. The steps of the algorithm are as follows.

1) Use with as the seed to generate a sequence of
random numbers , , , , each with bits, as the
authentication codes.

2) Embed each into a corresponding block in in the
following way to yield .

2.1) Use with as the seed to select randomly
in a certain number, say, of code holders,
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each including a certain number, say, of or-
deredpixels.

2.2) Compare with each code holder by matching
respectively the corresponding bits in and

, and find theoptimalcode holder with the
minimum number of different bit values.

2.3) Replace, if necessary, the value of each bit in
with the corresponding one in to complete the
code embedding work.

As an example, let the pixels in a given 33 image block
in a raster scanning order be denoted asthrough whose
contents, when concatenated, are 011 110 010. A 2-bit authenti-
cation code generated by is to be embedded in . As-
sume that three code holders, , and are allowed, which
are decided by to be the pixel pairs ( , ), ( , ), and
( , ), respectively. Note that the two pairs
and aredistinct as the pixels in each pair are
regarded to beordered. Accordingly, since the contents of the
three code holders in sequence are (0, 1), (1, 0), and (1, 0), the
optimal code holder is just because the bits of
match those in exactly. And so no bit replacement is neces-
sary when is embedded into .

On the other hand, the proposed authentication code verifica-
tion process is as follows. The input includes a stego-image
with blocks, as well as the two keys and and the two
random number generatorsand used in the authentication
code embedding process. The output is an authentication report
for .

1) Re-generate the -bit authentication codes , , ,
using and .

2) Verify each in a corresponding block in in the
following way:

2.1) Use and to reselect in the -pixel
code holders.

2.2) Compare with each code holder by matching
the corresponding bits in and , and label

astamperedif there exists no code holder with
content identical to ; or asauthentic, otherwise.

3) If there exists any block being labeled tampered, report
negative fidelity and output all tampered blocks; other-
wise, regard the entire image ofuntampered.

III. SECURITY ANALYSIS

First, we want to analyze the probability that a tampered
image block is erroneously verified to be authentic. Recall
that we embed in each block an authentication codewith
bits into one of allowed code holders. If is found in any of
the holders, we decide the authentication to be successful.
The probability for a tampered bit (0 or 1) in found in a
code holder to be authentic, i.e., to be with a value identical
to the corresponding bit in the stego-image, is obviously 1/2,
and so the probability for all the tampered bits in to be
authentic is (1/2) . This means that the reverse probability
for a code holder to besafeis .
There are code holders in , therefore the probability for all

the code holders to be safe is . Inversely,
the probability for the tampered block to be verified to be
authentic is accordingly .

Now, we can compute the probability for a tampered image
with blocks to be verified to be authentic, which is just

(denoted as in the sequel). This proba-
bility, callederroneous authentication probabilityand abbrevi-
ated as EAP subsequently, has nothing to do with the size of the
image block. But it is noted that the above analysis is valid under
the case that the involved code holders have no pixel in common.
In other cases, the EAP can be figured out to be smaller than,
so may be regarded as the EAP value forthe worst case.

For example, if we choose 6 bits as the authentication code
length and allow eight code holders for a tampered image with

blocks, then the EAP is
which is negligibly small. That

is, the safety of the proposed scheme is no problem in this case.
The tradeoff between distortion reduction and se-

curity enhancement can be checked from the formula
for computing the EAP. To reduce

image distortion, we have to allow more code holders (i.e., to
allow large values), use less bits in the authentication code
(i.e., to decrease the value of), and partition the image into
less blocks to restrain code embedding (i.e., to make the value
of smaller). These activities all result in an increase of the
EAP as can be seen from the formula .
On the other extreme, we may taketo be as large as possible
[so that approaches 1] and allow just a single
code holder ( ). Then the EAP will approaches 0, meaning
that an invader has almost no chance to pass authentication
with a tampered image. But the price we pay is that the content
of each image block has almost been destructed. A compromise
obviously must be considered, and the optimal choice is of
course problem-dependent.

In case it is desired to protect the image to the block detail
from partial image tampering, we have to consider the EAP
value for a single block, which is . Then,
selections of and become critical. For , ,
and the EAP is . If this is
unsatisfactory to applications with higher security requirements,
selections of a smaller, say 6, and a larger , say 10, may be
considered, if the block size is larger enough to hold the code.
This will result in an EAP value of

which is reasonably small and safe, but at the sacrifice
of increasing image distortion due to less code holder choices
and more bit replacements.

IV. EXPERIMENTAL RESULTS

An example of experimental results of the proposed method
is shown in Fig. 1. Fig. 1(a) shows a cover image of size 512

512. Fig. 1(b) and (c) show two stego-images resulting from
embedding authentication codes into Fig. 1(a) with ,

and with and , respectively. The block size was
selected to be 64 64. It can be seen that the image in Fig. 1(c)
includes less distortion than Fig. 1(b) because of the use of more
code holders. Fig. 1(d) shows an image resulting from tampering
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Fig. 1. An experimental result: (a) a cover image; (b) a stego-image resulting
from embedding authentication codes into (a) withm = 8 andn = 2; (c)
another stego-image resulting from embedding authentication codes into (a)
withm = 8 andn = 5; (d) a tampered version of (c); (e) authentication result
of (d) with tampered blocks marked in gray.

Fig. 1(c), and Fig. 1(e) shows the result of authentication in
which tampered blocks are marked in gray.

V. CONCLUSION

A new approach to binary image authentication for distor-
tion reduction and security enhancement has been proposed.
It may be employed to design application-dependent schemes
for embedding, from the viewpoint of enhance the security of
the image, proper amounts of authentication codes into image
blocks and then verifying them for fidelity and integrity checks
without introducing unacceptable distortion. The security anal-
ysis and the experimental results show the feasibility of the
proposed approach. Extensions of the approach to other image
types may be tried in the future.
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