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Abstract

A lossless visible watermarking method is proposed
for copyright protection of H.263 videos which are
transmitted over mobile phones. The method can be
employed to embed a given watermark image into an
H.263 video, resulting in a watermarked video with a
visible watermark in the video frames. Relevant
watermarking information is also embedded in the video
so that the original video can be recovered losslessly
without the use of the original watermark in the
recovery process. To prevent illegal removal of the
visible watermark, a user-specified key is adopted for
randomizing the content of the embedded watermark.
Good experimental results show the feasibility of the
proposed method.
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1. INTRODUCTION

Nowadays, many techniques of data hiding in
videos have been proposed [1-4]. The purpose is to
achieve the functions of copyright protection, covert
communication, information authentication, etc. Chen
and Tsai [1] proposed a method to hide data in the
median frequencies of the DCT domain in the I-frame
and proper motion vectors in the P-frame and the B-
frame of MEPG videos. A method of embedding
information in H.263 videos was proposed by Song and
Liu [3] in which information is embedded by changing
the half-pixel motion estimation in every macroblock
coded in the INTER mode.

With the advance of mobile computing, more and
more mobile phones are provided with the capability of
video recording. People use this function to record
interesting scenes in their daily life. When users
produce videos, they often want to share them with
others on the Internet. Because of the limit of the
storage of mobile phones, a user may copy a video clip
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into a personal computer and does not keep it in his/her
mobile device.

When users share their videos on the Internet, they
do not want to see them suffering from copyright-
infringing downloads by illegal users. In order to protect
the copyright of videos, a lossless visible watermarking
method is proposed in this study. The method embeds a
given watermark image into an H.263 video, resulting in
a watermarked video with a visible watermark in the
video frames. Because relevant watermarking
information is also embedded in the video, the original
video can be recovered losslessly without using the
original watermark in the recovery process. In addition,
a user-specified key is adopted for randomizing the
content of the embedded watermark to prevent illegal
removal of the visible watermark. Good experimental
results show the feasibility of the proposed method.

In the remainder of this paper, we first review the
standard of the H.263 video in Section 2. Then, we
describe the proposed lossless visible watermarking
method in Section 3. Then, in Section 4 we describe
how to remove the visible watermark to recover the
original video. Some experimental results are shown in
Section 5, followed by conclusions in Section 6.

2. REVIEW OF H.263 VIDEO FORMAT

The most popular multimedia container format for
mobile devices is the 3GP defined by the 3rd Generation
Partnership Project (3GPP) for use on mobile phones of
the third-generation technology (3G) [5]. The file
extension of 3GP is .3gp or .3gp2. One of the video
compression techniques adopted in the 3GP format is
ITU-T Recommendation H.263 [6]. In this study, we
adopt the 3GP file with the H.263 video compression
technique as our video file.

An H.263 video consists of a hierarchical structure
with four layers. From top to bottom the layers are:
Picture, Group of Blocks (GOB), Macroblock, and
Blocks. There are five standardized picture formats: CIF,
4CIF, 16 CIF, Sub-QCIF and QCIF.

The data of each picture consists of a picture header
which indicates the frame type of this picture. There are
various types of frames in the H.263 format, including
intra-coded frame (l), predictive-coded frame (P), bi-
directionally predictive-coded frame (B), and PB frame
which consist of two pictures coded as one unit: one P-
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frame and one B-frame. The structure of an H.263 video
is described in Figure 1.

H.263 pictures are divided into regions of
macroblocks which are in order from the left border of
the picture to the right border of the picture in the same
row, each of which is called a Group of Blocks (GOB).
Figure 2 shows the arrangement of GOBs in a CIF,
4CIF, 16 CIF, Sub-QCIF, and QCIF picture format.

‘ Video File ‘

Table 1 Relationships between frames & macroblocks.

Intra- Forward- Backward- Bidirectionally-
coded MB coded MB coded MB interpolated MB
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P frame . [
B frame . [ ° [
PB frame . [ ° °

GOB ‘ GOB ‘ ............ ‘ GOB

GOB Layer

Macroblock T ‘ MB ‘ ............ ‘ MB

Block Layer 16

Block

8

Figure 1. Structure of H.263 video stream.

In the H.263 standard, not only the transform
coding method similar to the JPEG is applied to reduce
the spatial redundancy, but also a motion-compensation
algorithm is adopted to reduce the temporal redundancy
between frames. A macroblock (MB) is adopted as a
motion-compensation unit. There are different types of
macroblocks in each type of frames. Table 1 shows the

relationships between frames and macroblocks.
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Figure 2 Arrangement of GOBs in H.263 format.
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3. PROPOSED LOSSLESS VISIBLE
WATERMARKING METHOD

A watermark to be embedded is assumed to be a
binary image (a black and white logo, for instance).
Each pixel in the watermark is referred to in the sequel
as a black watermark pixel or a white one according to
its binary value 1 or 0, respectively. The idea of the
proposed embedding process for I-frames is to use each
macroblock to embed a watermark pixel.

The embedded watermark pixels can be losslessly
removed by checking the embedded watermarking
information in the recovery process. The method of
embedding a watermark depends on the random signals
generated by a user-specified key. Without getting the
correct key, the video cannot be recovered losslessly
and correctly.

Because the P, B and P-B frames are coded by
referencing to the forward or backward I-frames, the
watermarked I-frames will influence the appearance of
what they display. The change of the I-frames will cause
damages to the video content.

The proposed method of embedding watermarking
information is to insert a token which fits in with the
H.263 encoding but will not be shown in a normal
encoding procedure into the corresponding macroblock
of the first I-frame. More details are described in the
following sections.

3.1 Watermark Image Embedding Process

In the process of embedding a watermark image,
the macroblock of each I-frame are taken as a unit. Each
macroblock includes six blocks of 8x8 pixels, four
luminance blocks, and two chrominance blocks. In
order to show black watermark pixels in a macroblock,
we modify the DC coefficient of every block in the
macroblock. If the embedded watermark pixel is a white
pixel, no change will be made in the DC coefficient in
the macroblock. The details are described as an
algorithm in the following.

Algorithm 1: Visible watermark embedding.
Input: An I-frame F except the first one in the video, a
user-specified key K, and a binary watermark W.
Output: A watermarked I-frame F’ with a visible
watermark.
Steps:
1. Use the input key K as a seed for a random number
generator to produce two random sequence S and S’
where S is a sequence of mxn elements with its

821




value being in the range of 0 through 255 and S' is a
sequence of mxn elements which are either 0 or 1,
where m is the number of GOBs in every frame and
n is the number of macroblocks in every GOB.
2. Denote S and S”as follows:
S={Sjli=1,2,...,mandj=1,2,...,n}
S/ ={S5|i=1,2,...mandj=1,2,...,n}.
3. For each macroblock in the input I-frame F, modify

the DC coefficient Cy of every block in this
macroblock as follows:

et Cyec = Cyc @ S'ij if Wij =1 and Sij =1;

Set Cye = Cyc ® S'ij if Wij =1 and Sij =0;

keep Cq4 unchanged, otherwise,
where @ and ® mean exclusive-OR and the
exclusive-NOR operations, respectively, on bit
sequences.

3.2 Watermarking Information Embedding Process

In the proposed method, we use the first I-frame of
a video to record the watermarking information for
lossless recovery. Hence, the watermarked video can be
recovered without the use of the original watermark
image. We use a recording token, which fits in with the
H.263 format but is not be used in normal encoding, to
record a black watermark pixel.

In H.263 coding, some codes of LEVEL in FLC are
not used, such as (00000000), and (10000000),.
Therefore, we use the token which is a combination of
the ESCAPE code, the LAST with its code being (1),,
the RUN with its code being (000000),, and the LEVEL
with its code being (00000000),. The structure of the
recording token is shown in Figure 3 and a detailed
algorithm is described as follows.

Algorithm 2: Watermarking information embedding.
Input: The first I-frame F of a video, the watermark
image W, and the recording token T.
Output: A recorded I-frame F'.
Steps:
1. For every macroblock in F, take the first luminance
block as the recording block.
2. Find the last coefficient code C in the block and
modify the block data as follows:

if Wj; = 1, then change C into the non-last code
and insert the recording token T;
otherwise, make no change to C.

ESCAPE LAST RUN LEVEL

Binary

format 000000

0000011 1 00000000

Figure 3. Structure of the recording token.

4. RECOVERY OF WATERMARKED VIDEO BY
REMOVING VISIBLE WATERMARK

In the recovery process, the watermarking
information can be extracted from the first I-frame and

then the video content can be recovered with a correct
input key. A detailed algorithm of the recovery is
described as follows.

Algorithm 3: Recovery of watermarked video.

Input: A user-specified key K and a watermarked video
V.

Output: A recovered video V'.

Steps:

1. Use the input key K as a seed for a random number
generator to produce two random sequence S and S'
where S is a sequence of mxn elements with its
value being in the range of 0 through 255 and S" is a
sequence of mxn elements which are either 0 or 1,
where m is the number of GOBs in every frame and
n is the number of macroblocks in every GOB.

2. Denote S and S”as follows:
S={Sjli=1,2,...,mandj=1,2,...,n}
S/={S5|i=1,2,...mandj=1,2,...,n}.

3. For the first I-frame in T,, search and remove the
recording token and record the watermarking
information in W which is an mxn matrix. If there is
a recording token in the corresponding macroblocks,
set Wj; as 1; else, as 0.

4. For every macroblock M;; of the following I-frames
in Ty, modify the DC coefficient Cy. of the blocks
as follows:

Set Cge = Cyc @ S'ij if Wij =1 and Sij =1;
Set Cye = Cyc ® S'ij if Wij =1 and Sij =0;
keep Cq4 unchanged, otherwise.

5. After every I-frame is processed, the recovered
video V' is the desired result.

5. EXPERIMENTAL RESULTS

In our experiments, a watermarked video is
produced using Algorithm 1 and Algorithm 2 with the
input video being an H.263 video downloaded from the
Internet and the key used is “123456.” Six frames
extracted from the watermarked video are shown in
Figure 4. Figure 4(a) is the first I-frame after the
watermarking information embedding process as stated
in Algorithm 2. Frames extracted from the recovered
video using the correct key and an incorrect one are
shown in Figure 5 and Figure 6, respectively, with the
recovered videos produced using Algorithm 3 with the
input being the watermarked video.

In Figure 5, the recovered video is compared pixel
by pixel to the original video, and it is verified that the
pixel values of the recovered video are identically to
that of the original video. In Figure 6, we observe that
there is noise in the watermarked region after the
recovery process with an incorrect key. The “watermark
image” is clearly visible and influences the observability
of the video frames after such a watermark removal
attempt.
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6. CONCLUSIONS

In this paper, a lossless watermarking technique for
videos has been proposed. Users can share their videos
on the Internet with more security using the proposed
method. Even when the web server is cracked by
hackers, the watermarked videos are still defended by
the proposed watermark technique for copyright
protection. Furthermore, the watermarked videos can be
shared among people who know the protected key of the
videos. Without the correct key, the watermarked videos
cannot be recovered losslessly. There are two main
advantages of the proposed technique. First, the
watermarking information has been embedded into
watermarked videos. Hence, the watermark image is not
necessary for recovery process. Second, the complexity
of recovery of the watermarked videos without the
correct key is up to (256)", where n is the number of
macroblocks whose DC values are changed by the
watermark embedding process. It is more difficult to
recover the watermarked videos illegally than the
traditional watermarking technique for videos.
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Figure 4 Some frames extracted from the watermarked videos. (a) The first I-frame with the watermark
information embedded. (b) (c) (d) (e) (f) Some frames after watermarking with user input key.
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(d) (e)
Figure 5. lllustration of the recovered video with the correct key. (a) (b) (c) (d) (e) (f) Some frames
extracted from the recovered video with the correct key.

(d) (e) ®
Figure 6. Illustration of the recovered video with an incorrect key. (a) (b) (c) (d) (e) (f) Some frames
extracted from the recovered video with the incorrect key.
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