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Abstract—A new authentication method utilizing the secret
sharing technique to resist attacks with a data recovery
capability for binary document images in PNG format is
proposed. An authentication signal is generated for each block of
a cover image, which together with the block content is
transformed into several shares using the Shamir secret sharing
scheme. The shares then are embedded into the alpha channel
plane of the input PNG image in a carefully designed manner. In
the process of image authentication, an image block is marked as
tampered if the authentication signal computed from the current
block content does not match that extracted from the shares
embedded in the alpha channel plane. Data recovery is conducted
for each tampered block by a reverse Shamir scheme after
collecting enough shares from unmarked blocks. Experimental
results prove the effectiveness of the proposed method for real
applications.

Keywords — image authentication, binary document image,
secret sharing, data hiding, PNG image.

I. INTRODUCTION

For the purpose of preserving important documents,
transforming them into digital form, such as digital images,
is a way to satisfy the requirement. As a result of the nature of
digitized data, it is not difficult to tamper with the content of a
digital image imperceptibly. Therefore, designing effective
methods for document image authentication [1]—[3] to ensure
the integrity and authenticity of digital document images is
desirable. It is also hoped that if a critical image part is
authenticated to have been altered illicitly, its original content
can be recovered. Such image content verification and
self-recovery capabilities are useful for authentication of many
kinds of digital documents, such as signed forms, secret
documents, scanned checks, important certificates, circuit
diagrams, art drawings, design drafts, last will and testament
documents, and so on.
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In particular, the content authentication problem is difficult
for the binary document image because of its simple binary
nature. Nevertheless, several image authentication methods for
binary images have been proposed in the past. Tzeng and Tsai
[4] proposed a binary image authentication method by
embedding randomly-generated authentication codes into
image blocks and designed a code holder to reduce the image
distortion resulting from data embedding. Wu et al. [5]
manipulated the so-called flippable pixels, which yield less
noticeable results when they are flipped in a block pattern, to
enforce specific relationships to embed data for authentication
and annotation of binary images. Yang et al. [6] proposed a
pattern-based data hiding method for binary image
authentication, which assesses the flippability of a pixel more
efficiently by a connectivity-preserving criterion to generate a
watermarked image with low distortion.

In this study, a method for binary PNG image authentication
with an additional self-recovery capability for repairing
possibly attacked image data is proposed. The method is based
on the so-called (k, n)-threshold scheme proposed by Shamir [7]
for secret sharing in which a secret message is transformed into
n shares which are then kept by n participants; and when k of
the shares, not necessarily all of them, are collected, the secret
message can be recovered.

The proposed method uses the secret sharing scheme to
“carry” authentication signals and image content data via the
use of the shares to enhance the robustness of the proposed
method in handling possible attacks to the embedded data. And
the alpha channel of a binary PNG image is utilized to
accommodate these shares. After that, the resulting
stego-image with perceptible white noise caused by these
shares is further removed by mapping the computed share
values into suitable ranges.

For image content recovery, it is always desirable to recover
a tampered block losslessly if the block is authenticated to have
been attacked. The proposed approach here is to distribute
randomly a multiple of the original image data in the form of
shares into the alpha channel. Such randomness will allow the
data to survive attacks without being totally destroyed, thus
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promoting the security of the embedded data. Two schemes for
such content self-recovery are developed for dealing with
image alterations made by painting and superimposion
operations, respectively, which are available in most image
processing software packages.

The remainder of this paper is organized as follows. In
Section 2, the Shamir method for secret sharing is reviewed
first. In Section 3, the details of the proposed method are
described. Some experimental results are shown in Section 4.
Finally, conclusions are made in Section 5.

II. REVIEW OF SHAMIR’S METHOD FOR SECRET SHARING

In the (k, n)-threshold secret sharing method proposed by
Shamir [7], a secret d in the form of an integer is transformed
into shares which are kept by n participants, and as long as k of
the n shares are collected, the original secret can be recovered
accordingly, where k < n. The detail of the method is reviewed
in the following.

Algorithm 1: (k, n)-threshold secret sharing.

Input: a secret d in the form of an integer, the number n of
participants, and a threshold & not larger than n.
Output: n shares in the form of integers for the n participants to

keep.
1. Choose randomly a prime number p which is larger than d.
2. Select k — 1 integer values cy, ¢, ..
of 0 through p — 1.
3. Select n distinct real values x;, x,, ...

., Cx1 within the range

> Xne
4. Use the following (k — 1)-degree polynomial to compute n
function values F(x;):

Fx)=(d+cix; + oxi + ... + Ck—l-xikil)modm (1)
wherei=1,2, ..., n.
5. Deliver the 2-tuple (x;, F(x;)) as a share to the ith
participant, wherei=1, 2, ..., n.

Since there are k coefficients, including d and ¢, through ¢;_1,
in (1) above, it is necessary to collect at least k shares from the
n participants to form k equations of the form of (1) to solve
these k coefficients. This explains the term, threshold, for k and
the name, (k, n)-threshold, for the Shamir method [7]. Below is
a description of the mentioned equation solving for secret
recovery.

Algorithm 2: secret recovery.

Input: m shares in the form of (x;, F(x;)) collected from the n
participants where 1< j < n, k <m < n, and k is the
threshold mentioned in Algorithm 1.

Output: the secret d hidden in the shares and the coefficients c;
used in the equations described by (1) in Algorithm 1,
wherei=1,2,...,k—1.

Steps:

1. Collect any k of the m shares, say, (x;,, F(x;)), (%,

F(x,)), ..., (xi,, F(x;)) and use them to set up the following
equations:

2 k1
F(xi,-) =(d+ C1Xi, + CoXi + . Cp1 X dmodpr (2)

wherej=1,2,..,kand 1 <i;<n.
2. Solve the k equations above by Lagrange’s interpolation to
obtain the desired secret value d [8] as follows:

XXy, X XX,

K

d=(D""F(x) : F(x,)

(=308, =), =5 O, =508, e, )

X, %,

et F) )]md,,-

(o, = x)0x, =X, (X, =X,
3. Compute the values ¢, through ¢, ; by expanding the
following equality and compare the result with (2) in Step
1:
(x—x )= x).(x—x,)
(¥, — %)%, — %, )olx, — %)
(e x ) —x ) (x—x, )

()CfA 7xi‘ )()CfA 7xiz)"'(xi‘ - fo)

(x— X; )x— X, )er(x— X, )

()C;2 X )(xfz - xf‘, )"'(xiz X )

F(x,

)

F(x) =[F(x,)

+ot F(x[‘) ]mndp'

Step 3 in the above algorithm is included additionally for the
reason that we want to compute the values of ¢; in the proposed
method. In other applications, if only the secret need be
recovered, this step may be omitted.

III. AUTHENTICATION AND TAMPERED DATA RECOVERY

In the proposed method, given an input cover image of the
binary PNG format, it first divided into nonoverlapping blocks
of size 2x3, and an authentication signal is generated from each
of them. Next, the generated authentication signal and the
block content for possible later recovery are gathered to form a
secret message. The message is then transformed into n shares
by the Shamir’s (k, n)-threshold secret sharing method
described by Algorithm 1. Finally, the shares are embedded
into the alpha-channel plane of the cover image to form a
stego-image. Later, if some, but not more than k, of the shares
are destroyed in an attack, then k of the remaining untouched
shares can be retrieved to recover the original image data. In
this way, the chance of data survival against attacks will be
raised.

A detailed algorithm for describing the above mentioned is
presented in the following

Algorithm 3: authentication signal generation and

embedding of shares.

Input: a binary PNG cover image / and a key K.

Output: a stego-image I' with the message data (including the
authentication signals and the image data for recovery)
embedded.

Steps.

Step 1. (Beginning of looping) In a raster-scan order, take from
I a 2x3 block B with pixels p; through ps.

Step 2. (Creation of authentication signals) Generate a 2-bit
authentication signal s = a;a, with a; = p;®p,®p; and
a, = ps®ps®ps where @ denotes the exclusive-OR
operation.

Step 3. (Creation of secret and coefficient values for secret
sharing using Algorithm I) Create two binary values
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M= a\axp1p2; My = P3papsps, and transform them into
decimal numbers m;" and m,', respectively.

Step 4. (Partial share generation) Set p, c¢;, and x; in Eq. (1) of
Algorithm 1 to be the following values:

(a) p = 17 (the smallest prime number larger than 15);
d)yd=m', cy=m);
©xi=1,x=2,...,x=06;

and perform Algorithm 1 as a (2, 6)-threshold secret
sharing scheme to generate six partial shares g; through
¢ using the following equations:

q1 = F(x;) = (d + ¢1X)mod p»
@ = F(x3) = (d + ¢1X2)mod ps

s

g6 = F(x6) = (d + ¢1X6)moa p- 3

Step 5. (Mapping of partial share values) Add 239 to each of ¢,
through gs, resulting in the new values of g," through g¢',
respectively, which fall in the nearly total transparency
range of 239 through 255.

Step 6. (Embedding of two partial shares at the current block)
Take the block B’ in the alpha-channel plane L which in
position corresponds to B in I, select in the raster-scan
order the first two pixels in B’, and set their values to be
¢' and ¢, respectively.

Step 7. (Embedding the remaining partial shares at random
positions) Use the input key K to select randomly four
pixels in L outside B' and unselected yet in this step,
and set their values respectively to be the four mapped
partial shares g;' through ¢¢' of B generated in Step 5
above.

Step 8. (End of looping) If there exists any unprocessed block
in 7, then go to Step 1; otherwise, take the final / as the
desired stego-image I'.

The possible values of g; through g5 yielded by the formulas
in (3) above and inserted in the alpha channel plane of I are
between 0 and 16 because the value of p used in (3) is 17. And
after performing Step 5 of the above algorithm, the values of ¢,
through g¢ become ¢;’ through ¢¢', respectively, which fall in a
small range of integers from 239 to 255, resulting in a nearly
uniformly  transparent binary PNG image with a
steganographic effect.

Now, the processes of verification of a stego-image and
self-recovery of the original image content are described in the
following.

Algorithm 4: secret data extraction from a stego-image.

Input: a stego-image I' generated by Algorithm 3 and the key K
used there.

Output: an image I, with tampered blocks being marked and
their data being recovered losslessly.

Steps.

Step 1.(Beginning of looping) Take in a raster-scan order from

I' a block B with pixels p; through ps and let their
alpha-channel values be denoted as ¢;" through ¢/,
respectively.

Step 2. (Extraction of hidden authentication signals) Perform
the following steps to extract the embedded
authentication signals in the alpha channel plane L.
(1) Take the block B’ in L, which in position

corresponds to B.

(2) Take in a raster-scan order the first two pixels in B,
and let their values be denoted as ¢,' and ¢,
respectively.

(3) Subtract 239 from ¢, and ¢’ to obtain ¢; and ¢,
respectively.

(4) Take q, and g, as two partial shares of B'; and with
them as input, perform Algorithm 2 to extract the
two values d and ¢, (the secret and the first
coefficient value) from ¢; and ¢, as output.

(5) Transform d and ¢, into 4-bit numbers, concatenate
them in order to form an 8-bit string S, and take the
first two bits of S as a; and a,.

Step 3. (Computation of authentication signals) For each block
B in I' with pixel values p; through pg, compute for it
two authentication signals a," and a,’ as follows:

ai'= p1®p2®p;; ax'= ps®psDpe.

Step 4. (Matching of hidden and computed authentication
signals and marking tampered blocks) Match
respectively the authentication signals a; and a just
extracted with the signals a,'and a," computed
previously, and if any mismatch occurs, mark B and all
the mapped partial shares embedded in B’ as tampered.

Step 5. (End of looping) If there exists any unprocessed block
in I', then go to Step 1; otherwise, continue.

Step 6. (Extraction of the remaining partial shares) For each
block B’ in the alpha-channel plane L, perform the
following steps to extract the remaining four partial
shares of B’ from the alpha channel values of the other
blocks.

(1) Use K to collect the four same pixels which were
randomly selected for B' in Step 7 of Algorithm 3,
and take out the data g3, g4, ¢s', and g’ embedded
in them.

(2) Subtract 239 from each of ¢;' through g,
respectively, to obtain four partial shares g; through
ge-

Step 7. (Repair the tampered regions) For each block B’
marked as tampered, perform the following steps to
recover its original content.

(1) From the six previously computed or collected
shares ¢, through g4 of B’, choose, if possible, two
shares, denoted as r;’ and r,’, which are not marked
as tampered.

(2) Subtract 239 from r,' and r,' to obtain r; and r,
respectively.
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(3) Take | and r, as two partial shares of B'; and with
them as input, perform Algorithm 2 to extract the
values of d and ¢, (the secret and the first coefficient
value) from r; and r, as output.

(4) Transform d and c¢; into 4-bit numbers and
concatenate them in order to form an 8-bit string S'.

(5) Take the last six bits from §' to replace the pixel
values of the block B of the intensity channel
corresponding to B' as the result of data recovery.

Step 8. Take the final I' as the desired self-recovered image I,.

Common image superimposing operations used by
application packages like Photoshop will change the alpha
channel values of a PNG binary image. This leads to the loss of
the authentication signals and the embedded data for recovery.
Therefore, partial shares embedded in the alpha-channel values
of a block which is attacked by such operations will become
useless and should not be used further for tampered block
recovery, as performed by Algorithm 4 above (see Step 7(1)).

IV. EXPERIMENTAL RESULTS

To test the proposed method, some experiments have been
conducted. We used a signed paper in the experiments and
scanned it to generate a digital file in the form of a binary PNG
image as shown in Fig. 1(a). The result of applying the
proposed method using Algorithm 3 to embed authentication
signals into Fig. 1(a) is shown in Fig. 1(b). We then used the
painting operation to smear white color on the signature
“Simon” and write a fake one “Mac” to replace it, yielding an

image as shown in Fig. 1(c). Fig. 1(d) shows the authentication
result with Fig. 1(c) as input, in which we use gray blocks to
indicate altered image parts where mismatching authentication
signals were detected. Note that the smeared parts (the
signature Simon) and the added parts (the signature Mac) are
both revealed. And it is can be seen that some black parts exist
within the gray region, meaning that these parts, though
tampered with, are not detected by the method. These misses
result from a chance of matching when a computed
authentication signal from the altered parts is identical in value
to the corresponding signal extracted from the partial shares
embedded in the alpha channel. At last, the result of data
recovery is shown in Fig. 1(e).

For the case of tampered images resulting from an attack of
collage, Fig. 1(f) shows the result of superimposing a white
rectangular shape to replace the signature “Simon” in the
stego-image of Fig. 1(b). Fig. 1(g) shows the authentication
result, also with gray blocks indicating detected altered image
parts. As can be seen, the collaged rectangular part is
successfully detected by the proposed method. This comes from
the fact that the alpha channel values of a tampered block
resulting from image superimposing will change, leading to
destruction of the embedded shares in the alpha channel plane.
Nevertheless, for each of such tampered blocks, only when two
untampered shares of it are collected can its original content be
recovered as shown in Fig. 1(h).
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Fig. 1. Authentication result of a binary document image in PNG format tampered with by painting and
superimposing. (a) Original cover image. (b) A stego-image. (c) A tampered image yielded by
painting a false signature on (b). (d) Result with tampered blocks detected and marked as gray. (f) A
tampered image yielded by superimposing a white rectangular shape on (b). (g) Result of
authentication with tampered blocks detected and marked as gray. (h) Result of data recovery with

some unrepaired tampered blocks also shown.

V. CONCLUSIONS

A new image authentication method with a data recovery
capability for binary PNG images based on secret sharing has
been proposed. Both the generated authentication signal and
the original content of a block are transformed into shares by
the Shamir method, which are then distributed in a
carefully-designed manner into the alpha-channel plane. In
the process of image authentication, a block is regarded as
tampered if there exists a mismatch between the computed
authentication signal and that extracted from corresponding
shares. For self-recovery of the content of a tampered block,
the reverse Shamir’s scheme is used to compute the original
content of the block from two shares collected from
untampered blocks. Experimental results showed the

effectiveness of the proposed method.
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