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Abstract—A new steganographic method via PNG images
based on the information sharing technique is propsed. The
coefficients of the polynomial functions of the Shair's (k,
n)-threshold secret sharing method are utilized asagriers of a
given secret data string to be hidden to generatéhares. The
shares then are embedded into the alpha-channel pila of a
cover PNG image. The resulting stego-image with peeptible
white noise is further removed by mapping computedshare
values into suitable ranges. Appropriate measures of
enhancing the security of the proposed method arelso
described. Experimental results show the effect ofthe
proposed method.

Keywords — steganography, data hiding, informatisharing,
PNG image.

l. INTRODUCTION

Seganography is a kind of data hiding technique and
can be applied to applications like covert commainir,
secret keeping, etc. People hide a secret messageai
cover file, resulting in astego-file; and a receiver can extract
the hidden message from the stego-file to comple&e
communication or the retrieval of the secret messag

On the other hand, theformation sharing method is
developed to protect the security of concerned agesdata.
In the method, a secret message is processed bracin
severalshares which are then distributed to a number of
participants to keep. Conventionally, data hidingd a
information sharing are two irrelevant issues ia ¢tomain
of information security research. In this studynew data
hiding method with steganographic effects basedttmn
concept of information sharing is proposed for ingdsecret
data into PNG (portable network graphics) images.

Many data hiding methods based on the spatial domai
[1-3] and frequency domain [4-6] have been propoBeaim
another viewpoint, many types of images have besed as
cover media, like BMP, JPEG, and GIF images [71-8F et
al. [7] proposed a data hiding method based onttpale
modification for BMP images. Wong et al. [8] embedd
data into JPEG images using the randomized padtufe
in selected DCT coefficients of the cover imageeng,
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Yang, and Tsai [9] hid secret data into GIF imapelp by
color ordering and mapping.

In the proposed information-sharing-based datanbidi
method, a PNG image is given as the cover imagehioh
the alpha-channel value of each pixel is set to2b68
initially. That is, the cover image is a totallyatisparent
color one at theO beginning of the proposed datindi
process. A data string to be hidden is transformed into
shares by the Shamir's secret sharing method, waieh
then embedded into the alpha-channel plane of twverc
PNG image. Coefficient parameters involved in therSir
method are used as carriers of the message da¢shidden
in the proposed method. A prime number used imtbthod,
which is found to dominate the resulting visual lgyand
data hiding capacity of the stego-image, is seteskdIfully.
Also, a mapping function is designed for adjustiting
alpha-channel values to creataiform transparency in the
alpha-channel plane, resulting in a higher stegeapitc
effect in the stego-image. The R, G, and B chanaets
untouched so that the original image appearan@ated by
the color information of these three channels igtké# is
noted that this method is not an information slarin
technigque, but a method of steganography via deiach

The remainder of this paper is organized as folldws
Section Il, the Shamir method on which the propodath
hiding method is based is reviewed first. In Secfid, the
details of the proposed method, including the data
embedding and extraction processes,
Experimental results are shown in Section 1V. Hinaome
conclusions are made in Section V.

Il.  REVIEW OF SHAMIR METHOD FOR SECRETSHARING

The proposed method for data hiding is based on the
so-called K, n)-threshold secret sharing method proposed by
Shamir [10], where a secrétin the form of an integer is to
be sharedn is the number of participants in the secret
sharing activity, andk is a threshold specifying the
minimum number of shares which should be colle¢ted
recover the secret The detail of the method is reviewed as
an algorithm in the following.

Algorithm 1: (k, n)-threshold secret sharing

Input: a secred in the form of an integer, the numbeof
participants, and a threshdtahot larger tham.

Output: n shares in the form of integers for the
participants to keep.

Steps:

1.Choose a prime numbprandomly.

are described.



2.Selectk — 1 integer values, C,, ...
of 0 throughp — 1.
3.Selectn distinct real valuesy, X, ..., X.

, Cx-1 Within the range

4.Use the following K — 1)-degree polynomial to generate

n equations to computefunction values=(x):

F(x)=d+cx + CZXi2 + ... +Ck—1xik_l)modpv (1)

wherei =1, 2, ...,n
5.Deliver the 2-tuple X, F(x)) as a share to théh
participant wheré=1, 2, ...,n

Since there ark coefficients, includingl andc, through
C1, In EQs. (1), it is necessary to collect at ldashares

from then participants to fornk equations of the form of (1)
to solve thesek coefficients. This explains the term,

threshold, for k and the name,k( n)-threshold, for the
Shamir method [10]. Below is a description of sachay of
equation solving for secret recovery in the form af
algorithm.

Algorithm 2: secret recovery.

Input: m shares in the form ok F(x)) collected from the
n participants where<lj < n, k< m<n, andk is the
threshold mentioned in Algorithm 1.

Output: the secred hidden in the shares.

Steps:

1.Collect anyk of the m shares, say,x{, F(xi)), (X,

F(x,), -
foIIowing equatlons
F(x) = d +cux, + szij2 +

T Ck—lxij k_l)modpy (2)

wherej =1, 2, ..kand 1<i; <n.

2.Solve thek equations above by Lagrange’s interpolation

to obtain the desired secret vatlifl 1] as follows:

~ X X ..
d=(-1)*[F(x =3

(-1 [()ﬂl)()gl_)gz)()gl—)ga)...(xl_)ﬁk)
F (% %),
) G 0, ), %)
+.+F(x) =

)]modp'

O X6 7 X)), — X
3.Compute the values; throughc.; by expanding the
following equation and compare the result with ()
Step 1:
(X=%,) (X=X )..(x— X )
(6, =%,)(%, =%,).-. (5, =%, )
(X=X )(X=%)...(x=% )
HR(x) e
(%, =% )%, =%).-.(%, =%, )
(X=%)(X=X,)...(x=X%_ )
(%, =%)06, =%,)- (% =%_,)
Step 3 in the above algorithm is included additilyrfar
the reason that we want to compute the values of the

F() =[F(x)

F(x,)

]modp "
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proposed method. In other applications, if only Heeret
need be recovered, this step may be eliminated.

I1l.  PROPOSEDMETHOD FORDATA HIDING VIA PNG
IMAGES

Based on the Shamir method [10] described prewousl

the basic idea of the proposed method for hidingjvan
data stringSin a cover PNG imagkto yield a stego-image
I" is described as follows.

(1) TransformSinto a sequence of decimal numbers.

(2) Take sequentially a number of the resulting decimal

numbers as the valuesafndc; in Egs. (1) to compute
partial shares F(x).
(3) Embed F(x) into | by replacing the alpha-channel
values ofl with those ofF(x;).

(4) Repeat (2) untii no more decimal number is left,

resulting in a stego-imade

3.1 Proposed Algorithm for Data Embedding

The details of the ways we embed and extract theesh
are described as algorithms in the following.

Algorithm 3: data embedding by secret sharing usiag
PNG image.
Input: a cover PNG imagkand a secret messalykein the
form of a binary data string.
Output: a stego-imag¥ in the PNG format.

, (i, F(x)) and use them to set up the Steps:

1.(Initialization) Divide M into t-bit segments with= 3 and
transform each segment into a decimal numissulting
in a decimal-number sequenig® = d;d,ds... where (< d;
<7.
2.(Beginning of Looping) Take the first four elements from
M’ asmy, m,, ms, andmy, starting from the beginning of
M.
3.(Partial share creation) Setp, ¢, andx in Egs. (1) of
Algorithm 1 to be the following values:
(a)p = 11 (the smallest prime number larger than 7);
(b)d =my, ¢; =M, ¢, = mg, andcs = Mmy;
©)x =1,%=2,%=3, and, = 4,

resulting in the following equations:

01 = F(X2) = (my+ mpxy + msxl + M) modps
02 = F(x) = (my +mpx; + mst *+ MWXo Jmodpy
O = F(Xg) = (My + mpxg + msxa +MeXg )modp,
G = F(Xa) = (M + MpXs + MeXa” + MeXa®)modp- 4)

and compute the partial shares qf through g,

accordingly.

4.(Mapping of partial share values) Add 245 to each aodj
throughq, to formay’, ', s, andqy’, respectively.

5.(Data embedding) Embed q," through g, into the
alpha-channel plane bin the following way.

5.1 Take in a raster-scan order four unprocessespofl
and set their alpha-channel values tapé¢hroughay’,
respectively.

5.2 Removam throughm, s from M’



6.(End of looping) If M’ is not empty, then go to Step 2 to
process the next four decimal numberdMih otherwise,
take the final as the desired stego-image

The above algorithm can be regarded as a (4, d3ttbid
secret sharing method. The possible valueg; dfiroughq,
yielded by Egs. (4) in Step 3 of the above algaritAnd
inserted in the alpha channels lofre between 0 and 10
because the prime valyeused in Egs. (4) is 11. And after
performing Step 4 of the algorithm, the valuesjothrough
g4 form a small range of integers from 245 to 255chtare
then embedded into the alpha channels of the é¢maggel.
The distribution of the alpha-channel values withirch a
small range of large values means that very simiddines
appear everywhere in the alpha channels, resulting
nearlyuniformly transparent PNG image, as desired.

Also, it can be seen from the algorithm that eviexy
3-bit segments of the secret data string are endaeddo
the alpha-channel values of four pixels of the coveagel
to yield the stego-imagé. This means that if the size of the
cover image isS then the data hiding capacity B =
(4x3)x(94) = Sbits. This is for the case oE 3 wheret is
as mentioned in Step 1. More generally, if evenyr fisbit
segments are transformed and embedded similady, iths
easy to figure out thd& = (4xt)x(S4) =tSbits, which means
that the data hiding capacity is proportional te tthosen
value oft. SinceSis the dimension of the cover image, this
capacity oftSislargein general.

However, it should be noted that the larger theeaift
is chosen to be, the lower the visual quality ot th
stego-image will become. The reason is that a targleie of
t, according to Step 2 of Algorithm 1, implies tlatarger
value ofp is chosen, and so the possible values; dfirough
O« according to Step 3 of Algorithm 3, will be spileia a
larger range of values from 0 through- 1 due to the use of
the modp operation. This will cause a wider range of
alpha-channel values even after the value mapgisjep 4
of Algorithm 3 is conducted. This wider alpha-charwvalue
range in turn leads to a more obvious non-uniform
transparency effect appearing on the stego-imagehws
undesired in steganographic applications like dover

communication. This also explains the reason why we

segment, in Step 1 of Algorithm 3, the messayento
segments oft=3 bits for use in Egs. (4), which is a
compromise between the resulting data hiding capacid
stego-image quality according to our experimental
experience. Of course, if a higher image quality thoé
stego-image is required, we may use a smaliee t = 2.

In addition, it is noted that Algorithm 3 takes gvéour
decimal numbers of the stringl’ each time and embeds
them into the alpha channels faur pixels of the cover
image. It is not difficult to figure out that thégarithm can
be generalized to take decimal numbers each time and
embeds them inta pixels. For this, just modify part of Step
3to be

(b)yd=my, ¢, =my, ¢ =Ny, ..., Ch =My,
C) X1 =1, %=2,%=3, ... % =n,

resulting in the following equations:
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01 = F(X1) = (Mt Xy + Mexe” + ... +MXyimodps
U2 = F(X2) = (My + MpXe + MeXo” + .. +MX2 ) modps
s = F(Xs) = (M + MpXg + MeXe” + ... +MXaimodps

O = F(X0) = (M0 + MpX, + MaXe” + .. +MXmodp- 4)

This generalized algorithm yields, as can be figurat
again, a data hiding capacity Bf = (nxt)x(Sn) = tS bits
which is identical to the original algorithm.

3.2 Proposed Algorithm for Data Extraction

Now, the process of hidden secret extraction i ritesd
in the following.

Algorithm 4: secret data extraction from a stego-image

Input: a stego-imagéd' created by Algorithm 3 in the PNG
format.

Output: the binary data strinyl hidden inl'.

Steps.

1.(Initialization) Create an empty strirlg.

2.(Beginning of looping) Take in a raster-scan order four
alpha-channel valueg', q,', gs', andg,’ from1'.

3.Subtract 245 from each af,’ throughq, to obtaing;
through q,, respectively. Perform the secret recovery
process described by Algorithm 2 to extract theiesin,
throughmy of the decimal format hidden @ througha,.

4.Transform the extracted values of throughm, into
binary bits and append in order each of them tcetiteof
M.

5.(End of looping) If all shares embedded ihare processed,
then take the findll as output; otherwise, go to Step 2.

Similarly to generalization of Algorithm 3 as memted
previously, Algorithm 4 above may also be geneealizo
take care of data extraction from images yieldedthmsy
generalized version of Algorithm 3. The details aimple
and so omitted.

IV. SECURITY CONSIDERATIONS

To enhance the security of the embedded data in the
stego-image, the following measures may be adopted.

(1) Use of a random key --- A key may be used to
randomize the pixel positions for embedding theiglar
sharesq; throughg, in Step 5 of Algorithm 3. In this
way, the probability of correctly guessing the pixe
positions is 1/[(xn)!] wherenxn is the size of the cover
image, which is very large for common image sifles |
nxn = 512512 = 6K.

(2) Randomization of constants used in the proposed
algorithms --- The values ok, throughx, used in Step 3
of the generalized version of Algorithm 3 are desijto
be constants. However, they actually may be chtsen
be random, as long as their magnitudes are witién t
allowed range of integer values @ x < 2'® for
single-precision integers). The probability of emtty
guessing all the values &f throughx, is approximately
1/(2"9", which is again very large even for a snme 4.



(3) Encryption of data to be embedded --- The data to be cover PNG image is utilized to embed the partiares,
embedded may be randomized using a key and a knowgielding a stego-image with undesirable white noiske
encryption technique such as Sha-1, DES, etc. white noise is then eliminated by choosing a srpaltine

number, dividing the input data string into 3-bi#gments,

and mapping computed share values into a range of

alpha-channel values near their maximum value d. 25

Generalization of the method to allow compromisevieen

the resulting data hiding capacity and stego-imaqgality

(4) Combinations of the above techniques --- The above
three techniques may be combined and used as la sing
security enhancement measure which is sufficient fo

most applications.
V. has also been carried out. And four measures foarering
. the security of the proposed method have been oretj
A lot of experiments have been conducted to test th namely, the use of a random key, randomizatiorongtants
proposed algorithms. Some results using two tesiges,  seq in the proposed algorithms, encryption of datbe
named Lena and Jet, as shown in Figs. 1(a) and 1(Ckmpedded, and a combination of the three formesures.
respectively, are presented here. The resultspijiag the  Good experimental results proving the effectiverafsthe

EXPERIMENTAL RESULTS

proposed method using Algorithm 3 to embed a longproposed methods in the aspects of data hidingcitgpa
sequence of binary message data into the two images  gteganographic effect, and stego-image quality ralse

shown in Figs. 1(b) and 1(d), respectively. As banseen
from the figures, the steganographic effect is obsil the
stego-images are visually almost identical to tlowec
images, respectively, although the alpha-channateots of

the stego-images include embedded the message Biata. .
the way, it is noted that in Algorithm 3, the valfd, which

is the number of bits taken as a segment and tnanefl [2]
into a decimal number for use in the secret shapilngess 3]

performed by Algorithm 3, was taken to be 3.

Furthermore, we show in more detail the data hiding
capacities and the corresponding stego-image msalibr
all possible values df=1, 2, ..., 7 for the images Lena and [4]
Jet as cover images. Specifically, in Table 1 wewshin
addition to the data hiding capacities, the queditof the

5
alpha-channel planes of the two corresponding stegges Bl
in terms of the PSNR measure; and in Figure 2,hogvghe
stego-images of Lena correspondingte 1, 2, ..., 7. The  [6]

PSNR values of the alpha-channel planes of the
stego-images were computed with the original algitemnel
values in the cover images being taken to be &l 25 can 7
be seen, wheh = 3, although the PSNR is at the level of
32.69 which is not high enough, yet the correspupdi
stego-image quality shown by Fig. 2(c) is stilluadly good.

In addition, the corresponding data hiding capaisify = tS

= 3x512x512 = 7K = 786432 bits, which is good enough
for general applications.

In fact, it can be seen from Fig. 2(d) that everemtis
taken to be 4, the stego-image quality is stilleptable with
the data hiding capacity increased to 100K bits. tOm
contrary, if image quality is the most serious @rng thert
may be reduced to 2 or even 1 at the sacrificchefdata
hiding capacity. Note that the data hiding capaisitselated
to thet value only; it is independent of the cover image
content. Note also that different from other methothe
channels of R, G, and B of the cover image is motgssed
by the proposed method, yieldingl@ssess result in the
color channels.

(8]

9]

[10]

[11]

VI. CONCLUSIONS

A new type of data hiding via PNG images based on
information sharing has been proposed. The Shasecset
sharing method is used first in a novel way to gatee
partial shares from a given data string by using th
coefficients of some polynomial functions as dagariers
for computing the shares. The alpha-channel plaha o
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been presented.
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Figure 1. Results of applying Algorithm 3 to embed a longwsatge of
binary message data into two images. (a) Coverénhaga. (b)
Stego-image of Lena. (c) Cover image Jet. (d) Stegme of Jet.

TABLE |. DATA HIDING CAPACITIES AND STEGOIMAGE QUALITIES FOR T=1
THROUGH 7 (DHC=DATA HIDING CAPACITY ; PSNR=PEAK OF SIGNAL TO
NOISE RATIO).

Lena Jet
t value PSNR of PSNR of
valu . alpha . alpha
DHC (bits) channel DHC (bits) channel
(dB) (dB)
t=1 262,144 45.44 262,144 45.44)
t=2 524,288 40.34 524,288 40.34
t=3 786,432 32.69 786,432 32.69
t=4 1,048,576 28.68 1,048,576 28.64 e
@
t=5 1,310,720 21.72 1,310,720 21.72 Figure 2. Stego-images yielded by Algorithm 3 fior 1 through 7. (a)
through (g) correspond te= 1, 2, ..., 7, respectively.
t=6 1,572,864 16.74 1,572,864 16.74
t=7 1,835,008 10.61 1,835,008 10.61
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