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ABSTRACT skipped macroblocks of an H.264 video to embed
A method for authentication of H.264 authentication data. Chien and Tsai [4] proposed a
surveillance videos by a new information hiding method for authentication of MPEG-4 surveillance

technique is proposed. The method can verify bothyideos _by utilizing the motion vector information
temporal and spatial tampering of H.264 videos by IN the video frames.

using macroblock decomposition information of These above-mentioned methods usually use
motion regions in H.264 codes as authentication@dditional  authentication information  to
signals. The tree structured macroblock authenticate videos. How to authenticate videos

decomposition information is generated during the Without external information is an interesting
video encoding process and is different for research topic and is investigated in this work.

different video contents; if a protected video has | Nne main task of a video authentication system
been tampered with, the authentication signalsiS t© verify whether a video has been tampered
constructed from such information will be With or not. Tampering operations can be

destroyed as well. Therefore, how and where theC@t€gorized into two types: spatial and temporal.
protected video is tampered with can be inspectedatial tampering means video modifications
accordingly to carry out the authentication work. Which are manipulated on video framentents,

Experimental results show the feasibility of the and temporal tampering means modifications
proposed method. which are manipulated on video frarseguences.

Temporal tampering can be categorized further
1 INTRODUCTION into three types:replacement, cropping, and
o ] ] ] insertion. Replacement means substituting fake
The crime rate rises along with society yideo frames for some of the original video frames,
development and the public space needs to bgegpectively. Cropping means deleting some video
monitored, so the design of environment frames from the original video sequence. Insertion
surveillance systems becomes more and MOreneans placing some fake video frames between
important. The need of video authentication is fames of the original video sequence.
especially ~essential in video surveillance In this study, a method for authentication of
applications because surveillance videos ofteny 564 surveillance videos by an information
contain suspicious or unlawful acts and malicious pjging technique using tree-structured macroblock
users might want to acquire them in illegal ways gecomposition information as authentication
and tamper with them for misrepresentation. How signals is proposed. In the method, a video
to authenticate the integrity and fidelity of sequence is divided into severfime groups,
the research field of video surveillance. and one | frame. In order to detect spatial and
Many different methods have been proposed t0temporal tempering, authentication signals are
solve the_problem of yldeo authentication [1-4]. generated for each frame groGpand hidden into
Mobasseri and Raikar [1] proposed an the DCT coefficients of each macroblock within
authentication method for H.264 streams by directine | frame inG. The authentication signals &f
watermarking of the CAVLC (context adaptive 4re composed of two types of features. The first is

variable length code) blocks. Zhang and Ho [2] ihe tree structured macroblock decomposition
introduced a video authentication method which jrformation of a P frame irG, which can be used

makes an accurate usage of the tree structureq, getect spatial tempering. The second is the

motion compensation, motion estimation, and jndex of G, which can be used to detect temporal
Lagrange optimization of the H.264 standard. tampering.

Profrock et al. [3] proposed a method using | the remainder of this paper, the proposed
data hiding technique used in this paper is

" This work was supported by the NSC project No. introduced first. A scheme for embedding of
96-2422-H-009-001. authentication signals is described in Section 3,




and the proposed authentication process is stated i 2.5 Inversely transfornF and add the result to

Section 4. In Section 5, several experimental M, to vyield a reconstructed 4x4
results of applying the proposed method will be sub-macrobloch..
shown. Finally, some discussions and a summary 2.6 Use M. to replace the 4x4 sub-macroblock
will be made in the last section. M,.
3. Repeat Step 2 until all 4x4 sub-macroblocks in
2. DATAHIDING IN H.264VIDEOS Mygare processed, or until the dataOnto be

hidden are all exhausted.

4. Take the resulting macroblod¥;s as input to
the normal encoding process.

In this section, the proposed technique for data
hiding in H.264 videos will be described. A video
in which authentication signals are to be embedded

is calleq a cover _video in this _study, and the 2.2 Extracting Data from a Stego-video

embedding result is calledseego-video. The secret key mentioned previously may be

2.1 Embedding Data in a Cover Video utilized to re-generate the intra prediction modes
While an H.264 encoded stego-video is used in the data hiding process described by

re-encoded, the resulting intra prediction modes”lgorithm 1, so that the hidden data can be

may be distinct from the original ones. Hence, the eXtracted correctly based on the re-generated

data hidden in the frequency domain in the video M0des, as described in the following.

may be lost because the resulting frequencyAlgorithm 2. Extracting data from a macroblock.
coefficients could be different. A solution propdse Input: A 16x16 stego-macroblockl,s, a secret

in this study is to use a user-selected key to keyR, and a random number generdtor
generate intra prediction modes for use in the dataQutput: a sequence of 16-bit daf hidden in
hiding process in order to prevent the hidden data M.

from being lost. The modes generated in the datageps.

hiding process will not affect the normal encoding 1. Use the keyR as a seed fof to generate a
procedure. The details are described as an sequence of random numbers.

algorithm in the following, where some data are 2. Perform the following stepsafter Mg is
embedded in a 16x16 macroblock in an H.264 decoded.

video frame composed of | slices only. 2.1 For each 4x4 sub-macroblodd,; of Mg,
Algorithm 1. Hiding data in a macroblock. select an intra prediction mogeaccording

Input: A secret keyR, a sequence of 16-bit daba to the generated random number sequence.

to be hidden, a 16x16 cover macroblock 2-2 USepto produce a prediction blodk,.
Mys, and a random number generator 2.3 SubtractM, from M, to produce a residual

block M,.
Output: a stego- blodd ;. r .
Stlépgu a S1ego-macrobiots 2.4 Transform M, into a set of frequency

1. Use the keyR as a seed fof to generate a coefficients in the form of a4 blockF.
sequence of random numbers. 2.5 Extract the hidden data bt in M, from F

2. Perform the following stepsbefore Mg is according to the following rule:

encoded. ifC,>Cy,setb=0;€else, setbh=1.

2.1 For a 4x4 sub-macroblodd, in M4, select where C; and C, are the values of the
randomly according to the random number coefficient paird=,(0, 3) and~,(3, 0) inF.
sequence one of the available intra prediction 3. Repeat Step 2 until all the 16 4x4 sub-
modes oiM,, denoted agp. macroblocks oM ¢ are processed.

2.2 Usep to produce a prediction blod{, and 4. Concatenate all the extracted 16 bits in order to
subtract it fromM, to generate aesidual form the desired sequence of hidden datas
block M. output.

2.3 TransformM; into the frequency domain to
get the corresponding frequency coefficients 3 EMBEDDING OEAUTHENTICATION
of M, in the form of a 4x4 block. SIGNALSIN SURVEILLANCE VIDEOS
2.4 Embed the first un-hidden W of D in F by In this section, the method for embedding

modifying the valuesC; and C, of the o . . .
coeflicient pairsF;(0, 3) andFy(3, 0) inF in authentication signals will be described.

the following way: 3.1 Embedding of Authentication Signals
(1) ifB=0,then Since surveillance videos usually contain some
_ifC,> G, then swap C, and C;; suspicious activities in motion regions, we use the
(2)ifB=1,then information of the motion regions to generate the
ifC,=Cy, thenset C, =Co + T, authentication signals. A frame group is treated as
if C; > Cy, then swap C; and C,, aunit for authentication in this study. Accordingly,
whereT is a pre-defined threshold. each frame groufs of an input video has its own



authentication signals which are composed of motion vector threshold,,, and a variance

region signals. Each region signal is generated by thresholdT,,.
the use of a motion region @, and is composed Output: position information about the motion
of the index| of G and the tree structured regions inF.

macroblock decomposition informatioh of the Seps.

region.l is used to detect temporal tamperifgs 1. For each sub-macroblod¥s in F, if the length

used to detect spatial tampering. of the motion vector oMy is larger thanT,,
Also, a scheme is designed in this study to  then decidévig as a motion block.

extract the authentication signals more precisely2. Perform region growing to group the motion

based on avoting technique. For this, the blocks inF to form several candidate motion
authentication signals are duplicated for several regions, and circumscribe each candidate with a
copies and then embedded into the | fram@ fior rectangle.

authentication use. More details are described in3. Reduce the range of each candidate motion
the following. region R by shrinking each edg& of the

. A : rectangle oR according to the following steps.

3.2 Generation of Authentication Signals 3.1 Defi?1e a ses for E,gwhich includesgmotiF())n
Besides the index of a frame groGp we also sub-macroblocks of 336 macroblocks in

use the tree structured macroblock decomposition contact WithE.

information of a P frame withirG to generate 3.2 For each motion block, in S, compare the

authentication signals. This information is lengthL, of its motion vector with the mean

generated in a way which we describe now. First, L., of the lengths of the motion vectors of all

we perform a motion detection algorithm proposed the motion blocks it If L is larger tharL,

in this study to every P frame @& and randomly and the partiton mode OB, is a small
select one of the P framés,, in G. Then, we find partition size mode, jump back to Step 3.1 to
out the motion regions iR, as a seR. Each region skip shrinking edgeE and to continue

R of Ris used to generateregion signal. For each processing the next s8t

16x16 macroblocM of R, denote its macroblock 5 3 afier checking all the motion blocks @ in

partition mode asn. If P is of the mode of Step 3.2, count the number of motion blocks
16x16, 16x8, or 8x16, we use the bit 1 to represent of large partition sizes (16x16, 16x8, and

M. If P, is the 8x8 macroblock partition and each 8x16) of S. If the number is over a half of
sub-macroblock partition mode d¥l is of the the total number of motion blocks
mode 8x4, 4x8, or 4x4, we use the bit 0 to shrink the edgé for 16 pixels.

representM. If Py is of the 8x8 macroblock 34 Gg to Step 3.1 to process the next edge until
partition mode and all the sub-macroblock all edges oR have been processed.
partition modes oM are the 8x8 sub-macroblock 4 ~giculate thepartition variance V of each
partition modes, then the bit for representivigs reduced regionR of R according to the
decided according to the arrangement condition of following steps.

the neighboring macroblocks. The index@fthe 4.1 Assign each motion blockBz in R a
tree  structured macroblock decomposition quantification value according to the
information of R, and the coordinate information partition mode numbeN, o defined in the
of R comprise the region signal Bf. More details encoder and the position informati®os of

will be described later. B in the following way.
The motion detection method proposed in this (1) If the block size is smaller or equal to

study is utilized to detect motion regions used for 8x8:
authentication. Two features of motion regions are
used in the method. The firstasall partition size,

and the second igriable partition mode. Because
motion regions usually contain some moving

setquantification value = Nyge + POS;

(2) otherwise:
setquantification value = Nide,

objects, video contents of the regions change a lot whereNmoe is @ mode number defined in
both in time and in space. Therefore, tree the video encoder, and?os is the
structured macroblock decomposition information coordinate information of a motion block.
of the motion regions is oftervariable and 4.2 Use the quantification values of all the
composed ofmall blocks. The first feature is used motion blocks to calculate the varian¢eof

to filter noise around motion regions. And the them forR.

second feature is utilized to drapstable motion 5. If Vis larger tharT,, putR’ into a candidate list
regions caused by background disturbance. The L; otherwise, find a bloclB in the regionR
details of the methods are described as an which has the largest motion vector length. If
algorithm below. the location oB is inside the motion regions of
the previous frame, pWR into the listL, too;

Algorithm 3. Detection of motion regions. otherwise, drofR.

Input: a frameF composed of P slices only, a



6. Perform a merge process to the remaining

regions inL according to the following rules.

6.1 If there are regions which belong to the same
motion region in the previous frame, merge

these regions.

6.2 If there are overlapping regions, merge them,

too.
7. Output the position information of the motion
regions remaining i after the above merge
process.

We are now ready to describe the propose
authentication signal generation process.

Algorithm 4. Generation of authentication signals.

Input: A frame groupG in a video, a secret ke,
and a random number generator

Output: a set of authentication signals,, to be
embedded.

Seps.

1. Use the keyK as a seed fof to generate a

sequence of random numbers, denote@.as

Perform motion detection using Algorithm 3 to

every P frame irG.

Select randomly a P frantg, in G according to

Q, and obtain a set of the motion regidRsn

Fp.

Fgr each regionR within R, perform the

following steps.
4.1 For each 16x16 macroblodk in R, perform
the following steps.

4.1.1 Denote the macroblock partition mode
of M as P,, and the sub-macroblock
partition mode aPs.

If Ppis 16x16, 16x8, or 8x16, mamk
as alarge partition macroblock.

If P, is 8x8 and eacPs of M is 8x4,
4x8, or 4x4, markM as a small
partition macroblock.

For the case that both, and Ps are
8x8, decideM as a large or small
partition macroblock by the following
rules.

(A) Evaluate thepartition score of M

in the following way.

(@) Name the eight neighboring
macroblocks a#\ throughH,
as depicted in Figure 1, and
each of the corresponding
macroblock partition modes as
Pi.

Define themacroblock gain G;
for each ofA throughH in the
following way.
(1) For A, B, C, andD, if P; is
the 8x8 mode, set the value

of G; to 1; otherwise, to 0.

(2) For D, E, F, andH, if P, is
the 8x8 mode, set the value

of G; to 0.5; otherwise, to 0.
(c) Calculate the partition score

2.

3.

4.

4.1.2

4.1.3

41.4

(b)

4

as:

H
partition score= > G; -

1=
(B)If the partition score is smaller
than a pre-defined threshold,
mark M as a large partition
macroblock; else, as small.

415 If M is a large partition macroblock,
set the representing bB(M) to 1;
otherwise, to 0.

d 4.2 For eachR, select_t 16x16 macroblocks,
through M_, each denoted asvi, and
combine allB(M;) to form a binary string,
wherely is a pre-defined length of signals.
If the total number of macroblocks R is
smaller thanLy, allow repetition of using
macroblocks irR,.

4.3 Transform the coordinate information Bf
into the binary form, and combine it wit
to form a new binary strin§.

5. Combine the string of every regiorR within

R to form the desired set of authentication
signalss,..

The meaning of the rules mentioned in Step
4.1.4 is explained here. The 8x8 partition mode is
treated as a special case where the macrotibck
can be either a large partition macroblock or a
small partition macroblock, depending on the eight
neighboring macroblocks.

G

Figure 1. eight neighboring macroblocks\of

3.3 Embedding of Authentication Signals

The proposed process for embedding the
generated authentication signals is described as an
algorithm below.

Algorithm 5. Embedding authentication signals.

Input: a set of authentication signa® which
each of is in length, an | frameF, a secret
keyK, and a random number generétor

Output: a protected | framg'.
eps.

1. Duplicate§, k times and concatenate them in a
sequential order to form a new binary striig
wherek is thelargest integer such thatxk is
just smaller than the data hiding capacity of an |
frame.

2. Take an unprocessed 16x16 macroblddk
from F and perform the following stegsfore



M is encoded.

2.1 Take out the first consecutive 16 bits Sf,
which have not been hidden, and denote them
asSys -

2.2Take K, S, M, andf as input to perform
the data hiding process described by
Algorithm 1.

3. Repeat Step 2 until all macroblocks are
processed.

4. AUTHENTICATION OF H.264 VIDEOS

In this section, the proposed method for
authentication of H.264 surveillance videos will be
described.

4.1. Extraction of Authentication Signals

The voting technique is applied in the process
of extracting duplicated authentication signals to
obtain correct authentication signals, as mentioned
previously. The details are described in the
following algorithm.

Algorithm 6. Extraction of authentication signals.
Input: a protected | fram€, a secret ke, and a
random number generatbr

Output: a set of authentication signa$,

Seps.

1. For each macroblock; of F, takeM;, K, andf
as the input to the data extraction process
described by Algorithm 2 to get the hidden data
DiOfMp

2. Combine allD; to form a binary strindgs with
lengthL.

where Is m< .

(e) Denote the binary form of as § =
$15:S...5. Construct§ by comparing the
two scores of each bit & according to
the following rule:

if Vo[m] > V[ ni, then set s,,=0;

it Vi[m] >V nj, thenset s,
where I m<|.

(f) Calculate thedistribution rate p,,, of each
bit s, of § by the following rule:

it8y=0, prr= o
T (Volm + vy

ifs.=1 p :&
P v+ v )

where Ism<|.
(9) Calculate theverage distribution rate P

of § by the following rule:

I

3

P. = &prﬂ
J |

wherel is the length 0§, and 1<j < T.

3.3(Selection by voting) Select one candidate

from each ofS; throughS;, which has the
highest average distribution rate, and collect
them as the desired output set of
authentication signals,.

4.2. Authentication of Spatial Tampering

. Perform the following steps d&to get the set

Because usually most frames of a surveillance
video are still background without moving objects,
a malicious user may try to cover suspicious
activities by the background image. They may cut
some regionRR from the background image, and
replace the regions containing suspicious actwitie
in other frames witlR. Because the area which is
tampered with is usually smaller than the area
which is not tampered with, we can extract the
correct  authentication signals by the
previously-mentioned voting technique, and use
the signals to detect and verify the area which is
tampered with within the corresponding | frame.
The details are described as an algorithm below.

of authentication signals,.
3.1Divide the length. of Sinto segments of an
equal lengthLg, and denote the number of

segments a3, wherelLy is the length of a

region signal.

3.2GenerateT candidate authentication signals
according to the following steps and denote
them asS; throughS.

(a) Denote the currently-processed candidate
authentication signal &S, where ¥ j <
T.

(b) Divide Sinto several segments of signals,
with each of them being of the length
Lij.

(c) Transform each segme8t of S into the
binary form asS = b;b,bs...by, wherel is
the length ofS.

(d) Associate each bit 8 with two vote
scoresVg[m] andV4[m], where 1< m<|.
Calculate the score of each bit of the
candidate authentication signgl to be
constructed in the next step according to
the following rule, where ¥ < T:

if by, = O, then set Vg[m] =Vy[m] +1;
if by = 1, thenset Vi [m] =V, [m] +1,

Algorithm 7. Authentication for spatial tampering

detection in an | frame.

Input: a protected | frameF, authentication
signalsS extracted fronf, a secret ke,
and a random number generator

Output: an authenticated | frani€.

Seps.

1. For each 16x16 macroblodk in F, takeM, K,
and f as input to the data extraction process
described by Algorithm 2 to get the hidden data
DinM.

2. Denote the sixteen 4x4 sub-macroblockdMin
as M; throughMi¢, and for each of theni;,



denote the corresponding hidden bitvbfasD;. Input: a frame groufs and authentication signals

3. Denote the number of suspected 4x4 Sof G.
sub-macroblocks iM asNsx4s and set its initial ~ Output: authenticated P frames with information
value to be zero. of missing moving objects.
4. CompareD; with the corresponding b§ in Sto Seps.
determine whethe¥; is suspicious or not. b 1. Divided S into several region signals with
is not equal te, regardVi; assuspected. length Lg, wherelg is the length of a region
5. If M; is a suspected sub-macroblock, Ngt,= signal. Denote these region signals 8s
Naxat1. throughS,, and the corresponding regionsRas
6. After processing eachM;, name the eight through Ry, whereN is the number of region
neighboring macroblocks d&fl asA throughH, signals.
and verify each macroblodWd according to the 2. For each P framé& in G, and for each region
following rules. signal S, where 1< i < N, perform the
(1) If Ngxq is larger than 5, regaryl to be following steps.
content-unauthentic. 2.1Transform the binary form of the coordinate
(2) If Nsxs is larger than 3 and one of the information in§ back to decimal numbers.
neighboring macroblocksi through D, is Denote the decimal form of coordinate
content unauthentic, regardM to be information asR,..
neighbor-unauthentic. 2.2Extract the tree structured macroblock
(3) If N4x4 is larger than 0 and one of the decomposition information fromS, and
neighboring macroblocksi throughH, is denote it afy.
content unauthentic, regarcM to be 2.3Use R, to locate the corresponding motion
neighbor-unauthentic. regionR in F, where 1< i < N. Denote the
7. Mark all the content-unauthentic and corresponding rectangle Rsc.
neighbor-unauthentic macroblocks as suspected 2.4DenoteRy as Ry = rirors...r;,, wherel is a
regions. pre-defined length of the tree structured

, i macroblock decomposition information part
In the above proposed algorithiN,., is the in a region signal.

number of suspected 4x4 sub-macroblocks in a 2.5For each bitr, of Ry, if r; = 0, mark the
macroblock M. Therefore, if the Ny, of a ! B ’
macroblock M is larger than a pre-defined partition macroblock. Otherwise, maht as
threshold, it means that most video contents within a large partition macroblock, wheres] < 1.

M are attacked_, and s 1S regarded to be 2.6Regard the partition information of
content-unauthentic. If M is not content- macroblocks of R and the coordinate
unauthentic, but one of the eight neighboring information of R as the information of
macroblocks oM is content-unauthentic, then we missing moving objects of R.

decideM to beneighbor-unauthentic according to 3. Output the authenticated P frames Gnwith
Rules (2) and (3) in Step 6 of the above algorithm. respective information of missing moving

4.3. Authentication of Spatial Tampering objects.

During the process for generation of
authentication signals of a frame gro@ the
authentication signals are composed of region
signals in G. These region signals are formed
according to the tree structured macroblock
decomposition information of the corresponding
motion regions irG. Therefore, the region signals

corresponding macroblod in R as a small

Based on the information of missing objects, I,
we can get more information about the missing
objects that may be covered by a malicious user
using replacement tampering. The coordinate
information part of | can be used to locate those
areas in these P frames of the frame group which
. \ ) 7> may contain suspicious activities. Moreover, the
contain - some information  about the moving partition information can be used to describe the
objects. moving objects appearing in the area in more

If a frame groupG' is marked as a suspected yeails such as the moving direction, the shape of
frame group,G' is decided to be tampered with, 5 moving object, etc.

and there might be some moving objects missing o .

in G'. Hence, we can extract the tree structured-4Authentication of Temporal Tampering
macroblock decomposition information of the We utilize the extracted indel' of a frame
motion regions from the authentication signals to group G, obtained from the corresponding
get more information about the missing objects. authentication signals to verify the correctnesa of
More details of spatial tampering authentication video sequence. We compdrewith the index of

are described in the following algorithm. G which is denoted a§ to detect the temporal
Algorithm 8: Detection of spatial tampering of P t@8mMpering.
framesin a frame group. Algorithm 9: temporal tampering detection of a



video sequence.

Input: a video sequenc¥ with N frame groups,
and authentication signa of each frame
group ofV.

Output: a reportR of the detection result.

Seps.

1. For each frame grous; in V with index I;,

extract the index;' hidden in the corresponding

authentication signals, where<i < N.

Create a flag biB to indicate the occurrence of

tampering, and initializ& to 0.

Create a flag biF to indicate the occurrence of

replacement, and initialize to O.

Subtractl; from 1}, and denote the result Bs

If D; # 0, perform the following steps.

5.11f B equals 0, seB to 1, and record the index

ns of the | frame irG;.

5.21f B equals 1 an®; does not equd),.,, setF

to 1.
6. If D; =0, perform the following steps.
6.11f B equals 1, record the index of the |

frame inG;, and perform the following steps.

(a) If F equals 1, decide the tampering type
as replacement

(b) If F equals 0, decide the tampering type
as cropping and insertion.

(c) Save the tampering type,andny, into R.

(d) SetB, n,, andn; to 0.

2.

3.

4.
5.

In Figure 5, the green areas in the | frames are
the suspicious areas which are attacked. The black
rectangles in the representative P frames are the
results of authentication on P frames. These
rectangles reveal the content information and
motion information of the original video in the
attacked areas. Based on the concepts of tree
structured motion compensation, the areas with
small rectangles may contain some moving objects.
The areas with small rectangles are distributed
around the table. If we compare the areas with the
background image, we may guess that the book on
the table is moved by someone.

6. CONCLUSIONS

In this paper, we have proposed an
authentication method that can detect and verify
tamperings in a suspicious video. The proposed
method uses the tree structured macroblock
decomposition information in H.264 codes as
authentication signals and embeds the signals into
the | frames of the input video. In order to extrac
the authentication signals more precisely, we use
the voting technique to make sure we can still
extract the correct signal while most regions of a
suspicious frame are not tampered with. The
correct signals can detect both temporal tampering
and spatial tampering and verify the suspicious

7. Repeat Steps 5 through 6 for each frame groupregions and frames. Therefore, the proposed

until reaching the end &f.
8. If B equals 1, perform the following steps.
8.1If F equals 1, recognize the tampering type
as replacement.
8.21If F equals 0, perform the following steps.
(a) If Dy > 0, decide the tampering type as
cropping.
(b) If Dy < 0, decide the tampering type as
insertion.
(c) Save the tampering type, and the index
of the last | frame oY into R.

5.EXPERIMENTAL RESULTS

In our experiments, the size of each video
frame is 352x288. The input video is a surveillance
video of the Computer Vision Lab at National
Chiao Tung University. In this video, a malicious
user tries to cover a person who wants to take

in all frames of the input video. Two consecutive
frame groups of an original video are shown in
Figure 2. Two consecutive frame groups of the
protected video yielded by the proposed method
are shown in Figure 3. The malicious user crops

the area containing the person in each frame and

replaces it with the background image. Two

consecutive frame groups of an attacked version of

the video are shown in Figure 4. The two
corresponding consecutive frame groups of the
authenticated video are shown in Figure 5.

3]
book on the table and crops the part of the person

authentication system not only checks if a
protected video has been tampered with, but also
shows further where and how the tampering occurs.
Experimental results show the feasibility of the
proposed method.
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Figure 2 Two consecutive frame groups of the oabwideo. (a) A representative P frame®f (b)

The | frame ofG;. (c) A representative P frame @§. (d) The | frame of..
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Figure 3 Two consecutive frame groups of the ptetteideo. (a) A representative P frameGaf (b)

The | frame ofG;. (c) A representative P frame @§. (d) The | frame of..
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Figure 4 Two consecutive frame groups of the taegh@ideo. (a) A representative P frameGaf (b)

The | frame ofG;. (c) Arepresentative P frame @§. (d) The | frame 06,.
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Figure 5 Three consecutive frame groups of theemtitated video. The green areas in the figures are
suspicious areas of the | frame. The black recéangi the figures are the tree structured
macroblock decomposition information of the suspisi areas. (a) A representative P frame

of G;. (b) The | frame 06;. (c) A representative P frame @§. (d) The | frame 06,.



