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ABSTRACT

In order to implement a concept of integrating art
image creation processes with information hiding
techniques, a method for automatic generation of a new
type of image --- digital circular-dotted image --- as
well as data hiding in it is proposed. We use the drawing
order of dots in a circular-dotted image and a dot
overlapping scheme for data hiding. We implement two
applications of the proposed data hiding method,
namely, cover communication and copyright protection.
Good experimental results show the feasibility of the
proposed method.

Keywords: Art image, circular-dotted image, data
hiding, secret message, covert communication,
watermarking, copyright protection.

1. INTRODUCTION

Many methods have been proposed in recent years
to create digital art images automatically [1]-[9]. On the
other hand, the purpose of information hiding is to
embed information imperceptibly into a given media.
Many methods for information hiding in images take
advantage of the weakness of the human visual system,
for example, by changing the least significant bits of the
pixels of a cover image to embed information [10]. Such
changes are imperceptible to human vision. The
information embedded in an image can be used to
protect the copyright of the image, verify the
authenticity of the image, convey a secret message, or
conduct secret sharing, and so on.

Researches on information hiding in images can
be classified into three approaches, namely, the spatial-
domain approach, the frequency-domain approach, and
the combination of the two [11]. No matter what types
they belong to, most of these researches are based on
pixelwise or blockwise operations. In this paper, unlike
the traditional methods of information hiding in
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common images, we hide data in a new type of art
image proposed in this study, namely, circular-dotted
image, by deciding the drawing order of the circular
dots in the digital circular-dotted image during the
image creation process.

Lin and Tsai [12, 13] proposed a method to hide
information in image mosaics (or photomosaics) by
manipulating the four borders and the histogram of a tile
image. Hung and Tsai [14] proposed two methods to
hide information in art images. One is to embed data in
tile mosaic images by modifying the orientations, sizes,
and textures of tile mosaic images. The other is to
embed data in stained glass images by creating slight
glass cracking. All of these researches have
implemented the concept of integrating the methods for
art image creation and data hiding.

In the remainder of this paper, we first introduce a
process of circular-dotted image creation in Section 2.
Then, we describe the proposed method for data hiding
in digital circular-dotted images in Section 3. In Section
4, we present our experimental results. And finally we
make some conclusions in Section 5.

2. PROPOSED CIRCULAR-DOTTED IMAGE
CREATION PROCESS

In Section 2.1, the idea of digital circular-dotted
image creation is presented. And in Section 2.2, the
creation method will be described in detail.

2.1. Idea of Circular-Dotted Image Creation

A circular-dotted image is composed of numerous
overlapping colorful circular dots with black borders.
The distance between the centers of two adjacent dots
and the thickness of the black border can be modified by
users. In principle, pixels may be drawn onto a digital
image serially, starting from the top-left pixel, and
moving horizontally in a raster scan order. However, in
order to make the digital circular-dotted image look
more appealing, we will not draw the dots on the image
in the raster scan order. Instead, we randomize the
drawing order of the dots by applying a random array
creation process first. The detailed process is described
as an algorithm below.

Algorithm 1: Random array creation process.
Input: A digital image / with the size WxH, and the
distance D between every two adjacent dots.
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Output: A random array, denoted as RA.
Steps:
Step 1 Compute the number NOD of circular dots
which should be drawn on the desired circular-
dotted image as NOD = (WxH)/(DxD).

Step2 Create an empty array, denoted as UA, with
size equal to NOD.

Set the values of the elements in UA as 0
through NOD — 1 in order.

Step4 Design a random number generator f with its
generation range from 0 to NOD — 1.

Create two additional empty arrays, /D0 and
ID1 with sizes both equal to NOD.

Set the value of the ith element of ID0 as the
(2i+1)-th value generated from f, and the value
of the ith element of ID1 as the (2i+2)-th value

Step 3

Step 5

Step 6

generated from f, where i = 0 through NOD — 1.

Denote these two values as ID0O; and ID1,,
respectively.

Swap the ID0;-th element in UA and the ID1;-th
element in UA for each i = 0 through NOD — 1.
Take the final UA as the desired random array
RA.

Step 7

Step 8

2.2 Circular-Dotted Image Creation Process

Before drawing a colorful circular dot on a digital
circular-dotted image, we draw a black circle as the dot
border first, and then paint a color in it. The size of the
circular dot and the thickness of the dot border may be
decided by users. We vary the size of the circular dots
and the thickness of the circle borders to achieve
different art effects. The details are described as an
algorithm below.

Algorithm 2: Digital circular-dotted image creation.

Input: An image [ with size WxH; a distance D
between the centers of every two adjacent
circular dots; and the thickness T of the black
border circle.

Output: A digital circular-dotted image Ic.

Steps:

Step 1 Compute the diameters BlackD and ColorD of

the black border circle and the circular dot,

respectively, from the size WxH of image / and

the parameters D and T in the following way:

if D is odd, then set BlackD = D + (D+1)/2;
if D is even, then set BlackD = D + D/2,;
set ColorD = BlackD —Tx2.

Step 2 Use the values of D and BlackD to compute the
image coordinates of the center of each circular
dot, and so obtain an array of colors of the
input image [/ at these coordinates, which we
call as the center color array and denote as
CCA.

Step3 Compute the number NOD of circular dots
which will be drawn in the output circular-
dotted image I by the input parameters W, H,
and D as NOD = (WxH)/(DxD).

Step4 Apply Algorithm 1 to create a random array RA

with size equal to NOD.

StepS5 Draw circular dots according to RA in the
following way.

5.1 Take out elements in RA sequentially until
done. Let the ith element value be v;.

5.2 Draw the ith border circle at the v;-th
location in /¢, and then paint in it a circular
area of color C; with the diameter of
ColorD, where C; is decided by the color
specified by the ith element CCA; of CCA.

2.3 Experimental Result

An experimental result of the above-described
circular-dotted image creation process using a self-
portrait image of Vincent van Gogh as the input is
shown in Figure 1.

3. PROPOSED DATA HIDING IN CIRCULAR-
DOTTED IMAGES BY A DOT OVERLAPPING
SCHEME

In Section 3.1, the idea of data hiding in digital
circular-dotted images by a dot overlapping scheme is
introduced. In Sections 3.2 and 3.3, the proposed data
hiding and extraction processes are described.

3.1. Idea of Data Hiding

Data hiding in digital circular-dotted images is
based on the concept of dot overlapping following a
certain dot drawing order. The data we hide in a
circular-dotted image include a watermark image as
well as certain secret data if necessary. Before
performing dot overlapping in image creation, we
combine the bits of the secret information and those of
the watermark. Besides, the secret information is
supposed to be extracted only by a person with a secret
key. So we use the key to disorder the combined bit
sequence before embedding it. The details of these
works are described as an algorithm below.

(a)
Fig.1 An experimental result. (a) An original image
with size 794x960. (b) A digital circular-dotted
image created from (a) (with D=11 and 7=1). (c)
Another digital circular-dotted image -created
from (a) (with D=17 and 7=3). (d) A detail of (b).
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(e) A detail of (c).
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Fig.1 An experimental result. (a) An original image
with size 794x960. (b) A digital circular-dotted
image created from (a) (with D=11 and 7T=1). (c)
Another digital circular-dotted image created
from (a) (with D=17 and T=3). (d) A detail of (b).
(e) A detail of (c). (Continued).
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Algorithm 3: Data combination and disarrangement.
Input: A bit sequence of a secret message, denoted as
Mes; a bit sequence of a watermark, denoted as
Water; and a bit sequence of a user-specified
key, denoted as SKey.
Output: A disordered bit sequence combining Mes and
Water, denoted as DData.
Steps:
Step 1 Create an empty array, named as DData, with
its size equal to NOD as mentioned previously.
Append an ending pattern, denoted as Ep, of
sixteen successive 0Os at the end of Mes,
connect Water to the result, and append Ep
again to the end of Water to form a sequence of
Mes, Ep, Water, Ep in order. Denote the
sequence as Data.

Step 2

Step 3 Put the elements of Data into DData in order,
and randomly set the value of each remaining
element of DData as 0 or 1.

Step4 Swap the elements in DData by applying the

random array creation process described in
Algorithm 1 using the input key Skey to get a
randomized version of DData as the output.

In Step 2, by utilizing the ending pattern Ep, we
can determine where Mes and Water end in a sequence
of extracted bits after performing the proposed data
extraction process described later. Besides, we can also
find where Water starts in the extracted bit sequence.
More details will be described in Section 3.3.

After deriving the bit code sequence of DData, we
perform a dot overlapping scheme, which will be
discussed in Section 3.2, to deal with DData. Then, we
use the derived drawing order to create a digital
circular-dotted image by applying the image creation
process described in Algorithm 2.

By applying a circular-dot detection process and a
data recovering and separation process, respectively,
which will be described in Section 3.3, we can extract a
bit sequence DData from an input data-embedded
circular-dotted image, and then derive the embedded
secret message Mes and watermark Water.

3.2. Data Hiding Process

Before performing the proposed process of data
hiding in a circular-dotted image, we preprocess the
input data Mes and Water by applying the data
combination and disarrangement process described in
Algorithm 3 above to get a bit sequence DData.
Besides, we replace the color of every black pixel with
the value of (0, 0, 0) in the input image by the color
value of (2, 2, 2), and set the background color of the
output image as black. Because of this preprocessing,
there will be no black pixel except those of the borders
of the circular dots and the background of the output
image. This preprocessing is necessary in order to make
the data extraction process smooth, which will be
described in Section 3.3. The details of the data hiding



process are described as an algorithm below. An
illustration of the steps is shown in Fig. 1.

Algorithm 4: Data hiding in circular-dotted images.

Input: An input image / with size WxH, a value D of
the inter-dot distance, a value 7 of the border
circle thickness, and a bit sequence DData of
disordered data obtained by Algorithm 3.

QOutput: A 2-D array TA of bit sequences, and a
drawing order of the circular dots in the circular-
dotted image.

Steps:

Step 1 Create an empty 2-D array 7A with size WpxHr
where Wy and Hy are computed respectively as
W/D and (H/D)+1.

Step 2  Fill the array 7A in the following way.

2.1 Set the bit value of the first element of
each row of 7A as 1.

2.2 Set the bit value of the last element of
each row of TA as 0.

2.3 Put the values of the elements of DData
into the empty entries of 7A in order.

2.4 Randomly set the value of each unfilled
element of TA as O or 1.

Step 3 For each row of TA, from left to right, draw
circular dots using Algorithm 2 according to
the following drawing order:

3.1 if the values of two successive elements
are 01, then draw a circular dot;

3.2 if the values of two successive elements
are 11, then draw a circular dot;

3.3 if the values of two successive elements
are 00, then draw a circular dot;

3.4 if the values of two successive elements
are 10, then draw a circular dot.

3.3. Data Extraction Process

The main concept behind the proposed data
extraction process is to figure out whether a circular dot
in an input circular-dotted image “presses on” or “is
pressed by” a successive circular dot. If the circular dot
presses on the successive one, we know from Algorithm
4 that the secret bit embedded between the two
successive dots is 0; otherwise, the embedded bit is 1.

Because each pixel with the original color value
of (0, 0, 0) in the input image was assigned the color
value of (2, 2, 2) and the background color of the output
image was set as black, there will be no pixel with the
color value of (0, 0, 0) except those of the black border
of the circular dots and the background of the output
image.

On the other hand, after performing the circular
dot detection process in the input image, we can derive
a disordered bit sequence of the combined bit sequence
of Mes and Water, denoted as DData. Then, we apply
the data recovering and separation process described in
Algorithm 5 to recover the embedded secret data Mes
and Water.
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Fig. 1 An example of data hiding in circular-dotted
images by dot overlapping. The colors of the
circular dots are obtained from the CCA of the
original input image.
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Fig. 2 An example of data hiding in circular-dotted
images by dot overlapping. The colors of the

circular dots are obtained from the CCA of the
original input image. (Continued).

Algorithm 5: Circular dot detection.
Input: A data-embedded circular-dotted image /', and a
bit sequence of a secret key, denoted as SKey.
Output: A bit sequence of disordered data, denoted as
DData.
Steps:
Step 1 Find the coordinates of the center, denoted as
CC,, of the first circular dot.
1.1 Perform a raster scan of image I' row by
row and perform the following checks:
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

if a black pixel is detected and the
successive pixel is a non-black pixel,
then denote the position of the non-
black pixel as CCy,, and continue the
scan;

if a non-black pixel is detected, and the
successive pixel is a black pixel, then
denote the position of the non-black

pixel as CC 3.
1.2 Derive the x-coordinate x; and the y-
coordinate y; of CC in the following way:

X =CC, x+ CCIB.x;CCM.x;
N =4

Find out the x-coordinate of the center, denoted
as CC,, of the second circular dot in a similar
way.

Compute the distance D between the centers of
the two adjacent circular dots CC; and CC, by

D=CC,x-CC,.x-

Derive the centers of the other circular dots by

using CCy and D.

Compute the thickness 7 of the black border

circle by the following way.

5.1 Perform a raster scan from the pixel at
(CCy.x, 0) to the pixel at (CCy.x, CC\.y).

5.2 Derive T by calculating the number of
black pixels between these two pixels.

Compute a detection threshold, denoted as DT,

by:

D-T
2

DT =

Compute a detection value, denoted as DV, for
each circular dot in the following way:

for the ith circular dot in /', perform a raster
scan from pixel (CC.x, CC.y) to pixel
(CCiy1.x, CCyy.y) and calculate as DV; the
number of pixels on the scanning line until a
pixel with the color value of (0, 0, 0) is
detected.

Perform the following data extraction steps:
for the ith circular dot in /',
if DV; < DT, then set DData; = 1 (the ith
circular dot is pressed by the successive
dot);
otherwise, set DData; = 0 (the ith dot
presses on the successive dot).

In Step 1, the first circular dot is located at the
most-west-north position of /', and the second circular
dot is right adjacent to the first.

4. EXPERIMENTAL RESULTS



Fig. 3 shows some experimental results of secret
data hiding in a digital circular-dotted image. Fig. 3(a)
is a circular-dotted image with the Chinese secret
message “Pu[fE - A —AJEEEEARIEEEROR 0 R
TR EER!” (in English, “A message I like to tell
you is that I like you.”) and the watermark of Fig. 3(c)
embedded. Fig. 3(b) shows the secret message extracted
from Fig. 3(a) with a correct key, and the message is
identical to the one we have embedded in Fig. 3(a). Fig.
3(d) is the watermark extracted from Fig. 3(a) with a
correct key. Fig. 3(e) shows the extraction result from
Fig. 3(a) with a wrong key. We can see that the text
shown in Fig. 3(e) is disordered and meaningless. This
proves that the randomization with the key we applied
in the proposed data hiding process really works.

Fig. 4 shows some other experimental results. The
secret data embedded in Fig. 3(a) and Fig. 4(a) are the
same, but the input values of the inter-dot distances D
and the black border circle thickness values T of the
figures are different. The results prove that although the
sizes and the borders of the circular dots in Fig. 3(a) and
Fig. 4(a) are different, the data extraction process
proposed in this chapter still works.

5. CONCLUSIONS

In this paper, we have proposed methods for
circular-dotted image creation and data hiding. These
two topics are integrated into one which is then solved
by a single approach described by the proposed
methods. Therefore, users can easily and simultaneously
generate art images and embed data in them. We use the
drawing order of the circular dots onto a circular-dotted
image as the feature for data hiding. We append an
ending pattern to combine a secret message and a
watermark so that they can be embedded
simultaneously. By applying a dot overlapping scheme
to control the drawing order of circular dots, we can
achieve the purpose of covert communication, and
copyright protection [15].

There are still some interesting topics which are
worth further studies. For example, we can add visual
effects, such as burnish, texture, etc. into each circular
dot region to make the circular-dotted image look more
appealing. By burnishing each circular dot, the circular-
dotted image may look like a stained glass image. We
can use more features such as the texture of the circular
dots for embedding more data into circular-dotted
images.
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Fig. 3 Experimental results of data hiding in a circular- Fig. 4 Experimental results of data hiding in a circular-

dotted image. (with input D=11, T=1) (a) A dotted image. (with input D=17, T=3) (a) A

circular-dotted image with secret message and circular-dotted image with secret message and

watermark (c) embedded. (b) The secret message watermark (c) embedded. (b) The secret message

extracted from (a) with a correct key. (d) The extracted from (a) with a correct key. (d) The
watermark extracted from (a) with a correct key. watermark extracted from (a) with a correct key.
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