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Abstract

A new, simple, and efficient technique for
image hiding by digit number transformation is
proposed. Images of different sizes can be
embedded into a counterfeit image by using
different digit number systems. The given
counterfeit image is first partitioned into non-
overlapping fixed-size subimages, and the pixels
of a given image are then embedded into the
different subimages of the counterfeit image by
certain mapping functions called embedding
functions. In order to increase the quality of the
embedding results, an enhanced method is also
proposed. It is found the peak signal to noise ratio
(PSNR) values of the proposed method are high.
Neither counterfeit image preprocessing nor
lookup table construction is required, so the
method has the advantage of efficiency. The
theory behind the proposed method and some
experimental results are also provided.

1. Introduction

To prevent illicit access, special or
important images need protection before being
transmitted. Examples include military secrets,
medical images, copyright, banking information,
and so on. There are two types of image
protection, namely, image encryption and image
hiding, and their goals are different. Image
encryption emphasizes that the encrypted images
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must be unrecognizable and that it is difficult for
unauthorized users to guess the encryption key
correctly [1-5]. On the other hand, image hiding
focuses on embedding an image (i.e. say, the
main image) into a counterfeit image (a normal
image, e.g., a scenic or a girl’s picture) and
making the unauthorized users unable to realize
the difference between the counterfeit image and
the embedding result. Many image hiding
techniques have been proposed, such as the LSB
(Least-Significant Bit) method [6], the patchwork
technique and the texture block coding method
[7], the VQ-based method [8], the table lookup
method by Liaw and Chen [9], and so on. We
briefly survey these methods and their limitations
below.

The LSB method was proposed by Adelson
[6], and an image is embedded into the
counterfeit image by replacing the least-
significant bit, i.e. the 84 bit of each pixel of the
counterfeit image. The patchwork technique and
the texture block coding method were both
proposed by Bender, Gruhl, and Lu [7]. The
patchwork technique is based on a pseudorandom
and statistic process, and the texture block coding
method embeds data into the continuous random
texture patterns of the counterfeit image. Chen,
Chang, and Hwang [8] proposed another image
hiding method which is based on VQ technique.
In this method, both of the counterfeit image and
the main image are divided into non-overlapping
blocks, and the size of these blocks are all the
same. The blocks of the counterfeit image are
regarded as a codebook, and those of the main
image are regarded as the query vectors. The
mapping result (i.e. the index sequence) and the
counterfeit image are then transmitted to the



receiver. The work proposed by Liaw and Chen
[9] has two main phases: (1) preprocessing of the
counterfeit image and the main image to provide
enough space to the hidden data; and (2)
embedding the main image into the counterfeit
image by the use of a lookup table (LUT). In this
method, the counterfeit image has been changed
before actually doing the embedding process, and
the quality of the embedding result is therefore
degraded severely. There are several limitations
inherent in these conventional methods: (1) the
capability for image hiding is very small [6-7] or
extremely depends on the actual variance of the
histogram of the images (the main images or the
counterfeit images) [7,9]; (2) preprocessing of the
counterfeit image [9] or table lookup for
embedding [7-9] is needed; (3) the main image
cannot be losslessly retrieved [8]; and (4)
computing time is long [8]. General speaking,
these techniques also limit the size of the main
image to be a quarter of the size of the counterfeit
image.

In this paper, we propose a new, simple,
and efficient technique for image hiding, which is
based on the digit number transformation. The
proposed method needs neither counterfeit image
preprocessing nor table lookup, and the quality of
the embedding results are high. The
reconstruction result of the main image is lossless.
Some embedding functions are also presented to
increase the security of the main image.

The remainder part of this paper is organized
as follows. In Section 2, the overview of the
proposed system is presented. The proposed
techniques, including the digit number
transformation and the embedding functions, are
described in Section 3, and several experimental
results are illustrated in Section 4. Some
concluding remarks as well as a few suggestions
for future works are stated in Section 5.

2. System Overview

A general definition of image hiding is as
follows: given a gray-valued image E, called the
main image and another A, called the counterfeit
image, we want to embed E into A, with the
embedding result being named R (see Fig. 1). A
flowchart of the proposed system is shown in Fig.
2. We divide A into non-overlapping fixed-sized
subimages (the total number of the subimages
should not be smaller than that of the pixels in E),
and then embed E into A pixel by pixel using the
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proposed digit number transformation and
embedding function. Of course, the smaller the
difference between the images R and A is, the
higher the quality of the embedding result is
obtained.

3. Proposed Method

3.1 Digit number transformation
A simple property is first presented below.

Property 1. If a decimal integer 4 is to be

represented as an n-digit number with n2>2, 4
has to be converted to a base-# number with

h=[log,d].

By Property 1, we can represent the gray value,
say, (g E )IO , of a pixel in the main image E as an

n-digit number (Po Dy p,,_,),,, then we can

embed (pop,---p"_,)h into any n pixels

(whose n gray valuesare g, 8,4, ' 84,,)

of the counterfeit image A using the following
equation

gy =84tPi i=0,1, = nl, (1)

where g, is the gray value of the embedding
i

result corresponding to 84>

piE{O,l,---,h—l}. We then define the

difference value d; by

d =g\ -8yl i=0. 1, ml @
Of course, the smaller the difference value d, is,

the higher quality the embedding result has. For
example, if the main image E is a 256-level gray-
valued image and n is set as 4, then

h=[log,256]=4 and p, €{0,1,2,3}.
Therefore, d, =|g'A, -g A'l <3 and this value
is small. Similarly, if »n is set as 2, then
h=[log,256|=16, p, € {0,1,---,15}, and
d, <15. Owing to the description stated above,

another property can therefore be obtained as
follows.

Property 2. Any image whose size is not greater



than a half of the size of the counterfeit image A
can be embedded into A by Equation (1).

The difference value d,; can even be
smaller using an enhanced method presented
below. An n-digit number (Po Py Do )h can
be represented as a series of integer p;, p/,,
p._, by the following transformation:

! = if < ﬂ
<{:p, Pis e e
h-1 h-1
i=|—1-p;, if p;>|—|. 3
N e R o S
Here, I_OJ is the floor function to get a truncated

integer (eg., |_3.7J =3) and

p: €{— E]’...’ u fori:O’ l‘ TR n-1.
2 2

The difference value d; now is not greater than

[E _(h..l*:"%] (£h-1). For

2
example, if n is set as 4 (or 2), then
peft-2-101} (or {~8-7,--,7}) and
d, <2 (or 8). Obviously, the difference value

d, is smaller than that we described previously.

Note that the more data we hide (i.e. the larger the
size of the main image), the less secure we can
obtain (i.e. the peak signal to noise ratio (PSNR)
value of the embedding result is) [7]. Also it is
easy to verify that the mean square error (MSE)
values between the counterfeit image A and the
embedding result R lie in the range of 0 ~

2
h-1
([T-U and that the corresponding PSNR

-

2

values is smaller than 10log,, T (see

Equations (3) and (4)).

Property 3. The PSNR (or MSE) values between
the counterfeit image and the embedding results
depends on the main image and is independent of
the counterfeit image.
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Proof of Property 3.

Suppose that the total number of
subimages in image A is Zg, and the total
numbers of pixels in image E and image A

areZ, and Z ,, respectively, then

2
PSNR = lOlog,o(255 J

MSE
2
= lOlOglo Z 255
1 ;
Z_ ( 4, ‘gA,)z
\“4 r
/ \
2552
= 10log,q T &
2
7, 2 2%
\. 4 FT J
\
2552
= 10log,, i
2
Z_ iji
4 g3 J
2
210log, 257

i

i

Since {p;|i=0,1, -+, n-1} is converted

2 1))

4)

=10log;

from the jth gray value of the main image
E, which is independent of the counterfeit
image, this property is obtained.

By Property 3, the proposed method therefore
requires neither counterfeit image preprocessing
nor lookup table setup.

3.2 Proposed embedding function

After the stage of digit number
transformation, we then embed image E into
image A pixel by pixel. Given each pixel of

image E, (whose gray value g, has been
converted into an n-digit number



(Po P Pri )h ), we want to embed it into one

of subimages (say, S 4» Whose size is not smaller

than » pixels) in image A. We proposed here
some one-to-one mapping functions, namely,
embedding functions, which can be easily applied

to create a mapping of the pixel location of g,
tothatof S ,:
f(Llgg))=(L(S,)+ k) mod Z (%)
S(Lgg))=(k x L(S )+ k;) mod Zs (6
S0l )= ko + by LS Vo by (e otk x (005,
mod Zgs )
and so on, where L(g, ) and L(S,) denote the
locations of g, and S, respectively, fis the
so-called embedding function, Z is the total

number of the subimages, and k, are certain
embedding keys. Equations (5), (6), and (7) can
be regarded as a kind of Caesar cipher, affine
transformation, and polynomial transformation,
respectively [10].

We can even use the following approach to
increase further the security of the main image:
encrypt first the main image by some reported
encryption methods [1-3], and then perform the
embedding process described above (see Fig. 3).

In the receiver end, the main image can be
losslessly retrieved from the counterfeit image A
using Equations (1), (3), (5)-(7), the embedding
key, and the encryption key (if the embedding
function and the encryption method are used).
This retrieving process is very similar to the
embedding process and the description of its
detail is omitted here.

4. Experimental results

In our experiments, two counterfeit
images shown in Fig. 4 with sizes being
both 512x512, and four main images
shown in Fig. 5 with sizes being
256x256, 256x256, 256x256, and
256x 512, respectively, are used. The
embedding results are illustrated in Figs.
6 and 7. It is found the embedding results
are very similar to the counterfeit images,
and the PSNR values are high (see Table
1). Note that the quality of the embedding
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results is independent of the counterfeit
images (e.g., the PSNR values of
“Pepper” v.s. “Lena” and “Pepper” v.s.
“House” are both 46.64), and all of the
test images, including the counterfeit
images and the main images, are 256-
level gray-valued images.

5. Concluding Remarks and Future
Works

In this paper, a new, simple, and
efficient method for gray-valued image
hiding by digit number transformation is
proposed. Any image whose image size is
not larger than a half size of the
counterfeit image can be embedded. The
quality of the embedding results is
independent of the counterfeit image, and
it is found the PSNR values are high,
about 46 (or 34) if n is 4 (or 2). The
proposed  method needs  neither
counterfeit image preprocessing nor
lookup table setup, and some embedding
functions and encryption methods can be
easily applied further to increase the
security of the main image. In the future,
the problem of embedding an image with
size identical to that of the counterfeit
image is worth study.
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Table 1. The PSNR values of the embedding results.

Main
Sl S Pepper | Bridge | Baboon | F-16
e (256x256) | (256x256) | (256x256) | (256x512)
images
Lena 46.64 46.69 46.52 34.30
House 46.64 46.69 46.52 34.30
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B embedded into’ A UU|:> R

Main Counterfeit Embedding
image image result

Fig. 1 The embedding process.

divide A into

t the fist pixel
get the fist pixe non-overlapping subimages
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perform digit number
get next pixel transformation

f ;

hide using
embedding function

no pixel

exhausted ?

embedding result R

Fig. 2 The system overview.
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encryption ¢ | embedded into
E E A [IC)>| R

(the proposed
method)

Main Encrypted Counterfeit Embedding
image image image result

Fig. 3 The embedding process combined with the encryption method.

(a) (b)

Fig. 4 The counterfeit images. (a) “Lena” (512x512) and (b) “House” (512x512).

IIIIII! IIIIIII iiiiill
(b) )

(a) (c

Fig. 5 The main images. (a) “Pepper” (256x256); (b) “Baboon” (256x256); (c)
“Bridge” (256 x 256 ); and (d) “F-16” (256 x 512).
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(a) (b) (c) (d)

Fig. 6 The embedding results of embedding Figs. 5 (a)-(d) into Fig. 4 (a), respectively.

(a) (b) (c) (d)

Fig. 7 The embedding results of embedding Figs. 5 (a)-(d) into Fig. 4 (b), respectively.
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