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Abstract

A novel method for embedding a serial
number or a logo within an HTML document for
copyright protection of Web pages is proposed.
Pseudo-spaces that are visible in Web browsers
are utilized to encode copyright data into the
actual text of an HTML file. Then the actual text
can be protected from being directly copied by
browsers for unauthorized uses. Since the copy-
right data are encoded by spaces, they can be
destroyed easily. To solve the problem, the copy-
right data, when embedded, are duplicated as
many times as possible to fill all the
data-embeddable places in the protected HTML
document. Thus, even if one or more copies of
the copyright data are destroyed, there are still
other copies for use to prove the copyright of the
Web-page content. Experimental results show
the feasibility and practicability of the proposed
approach.

Keywords : Copyright protection, Web pages,
HTML file, Steganography.

1. Introduction

Nowadays, with the popularity of computer
networks, various kinds of digital media like
image, text, and video can be distributed speed-
ily through the public network environment.
Because they might be copied for unauthorized
uses by illicit users, many data hiding techniques
for copyright protection have been developed to
solve this problem [1-3]. Though many copy-
right protection methods have been proposed for
images and videos, there is yet no effective
method for copyright protection of text-type files,
like Web pages. This weakness comes from the
facts that the content of Web pages can be edited
easily, and that there lacks redundant informa-
tion in Web pages to hide copyright data. As a
consequence, people may search for any inter-
esting information by browsing Web pages on
the Internet, and copy it directly for misuses.

Text-type files contain less redundant in-
formation for hiding data, compared with a pic-
ture or a video. Data hiding methods for text
documents try to encode information directly in
the text itself, such as exploiting the natural re-
dundancy of languages, or in the text format, e.g.,
by adjusting the inter-word or interline space
[4-5]. But the encoded information can be de-
stroyed easily by editing the text content. Any
people thus may take part of the content of a
Web page and claim it to be his/her own. It is
thus difficult to protect the copyright of a Web
page. In this study, we propose a novel water-
marking method for proving the copyright of
Web pages.

1.1 Proposed ldeas



In this study, we assume that a protected
Web page might be misappropriated under two
situations. One is that an illicit user takes the
protected Web page directly for misuses. The
other is that an illicit user copies the actual text
of the protected Web page when it is shown by a
Web browser and uses the text copy for illegal
purposes or transforms the text copy into another
Web page. In this paper, we use the term actual
text of an HTML document to mean the text that
is displayed by a Web browser. No matter which
situation is, it is desired to verify the copyright
of the protected Web page in a certain way. Since
the tags of HTML files are used to tell browsers
how to display their actual text, we assume that
the actual text is the most important part of a
Web page and has to be protected. In this study,
we adopt the idea of using spaces to embed
copyright data into the actual text of HTML files
for copyright proving.

Because browsers will ignore extra spaces,
the hidden copyright data will not be displayed
by Web browsers if they are encoded by real
spaces. Therefore, the second situation described
above cannot be solved because the hidden
copyright data will not be replicated into the text
copy. So, special spaces that can be displayed by
browsers are introduced in this study to encode
copyright data for solving the two situations.
That is, the copyright of actual texts of protected
Web pages, or copied actual texts from displayed
Web page contents can be proved by our
method.

In our method, two techniques of embed-
ding copyright data for ownership verification of
HTML documents are proposed. The first is to
use a serial number as the copyright data, while
the second is to use a binary logo image. The
details are described in the following. Experi-
mental results showing the feasibility of the
proposed method will also be shown.

2. Encoding of Copyright Information

Since people might copy the actual text of
an HTML document directly from a Web
browser window, copyright data must be em-
bedded in such a way that it can be copied si-
multaneously, as mentioned previously. Inserting
real spaces into HTML documents directly does
not work because browsers will not show the
hidden data in the displayed Web pages. Hence,
we propose a novel method for encoding copy-
right data in this study. In addition to the copy-
right data to be embedded, we propose the use of
a specially-designed mark M and use different
techniques to encode the copyright data and the
mark into the actual text of an HTML document.

The meaning of the specially- designed mark M
will be explained in detail later.

The proposed technique for encoding
copyright data is to insert spaces between words
or sentences of the actual text. Because Web
browsers ignore extra real spaces of HTML
documents when displaying them, hidden data
that are encoded by real spaces will be invisible
in Web browser windows. Therefore, the specific
string “&nbsp;” instead of a plain real space is
used in this study to encode copyright data. The
string “&nbsp;” in an HTML file, which can be
viewed as a pseudo-space, will appear to be a
real space when it is displayed in Web browsers.
In this way, copyright data are encoded by al-
lowing either one or two spaces between words
or sentences of the actual text. More specifically,
since there is usually only one real space be-
tween two words or two sentences, a data bit “1”
is encoded by inserting additionally a
pseudo-space before the already-existing real
space, while a “0” is regarded to exist if there is
just one space between two words or sentences
(see Fig. 1 for an example). That is, two spaces,
which are composed of one pseudo-space and
one real space, between two words or sentences
are interpreted as a “1.” And a single real space
is interpreted as a “0.” Because a pseudo-space
will be a real space when displayed in browser
windows, an illicit user will get two real spaces
after copying the actual text of an encoded “1”
from a browser window. Therefore, two real
spaces in a copied text should be interpreted as a
“1” in the decoding process, and a real space as a
“ "

The second proposed technique for encod-
ing the previously-mentioned special mark M is
to place a Big5 space between two words or
sentences of the actual text (see Fig. 2 for an
example). The mark M is used as a synchroniza-
tion signal to indicate the beginning or the end of
the bit stream of a copy of embedded copyright
data. Because of this important function, it must
be displayed in browser windows, yet being im-
perceptible to readers; that is, it should be steg-
anographic when displayed. Also, it should not
conflict with the encoded copyright data when
the copyright data are destroyed. If we use two
or more pseudo-spaces to encode M, a conflict
will arise between the marks M and the copy-
right data when someone modifies the number of
pseudo-spaces. On the other hand, the use of too
many extra spaces will also arouse readers’ no-
tices when the spaces are seen in the Web page.
Therefore, a Big5 space is a good choice and so
is utilized to encode M in this study. By this idea,
we can embed as many copies of the copyright
data as possible in a Web page, using the mark
M as synchronization signals, resulting in a more



effective and robust copyright protection tech-
nique, as will be explained in more detail subse-
quently.

<p>proposed ideas.</p>  proposed ideas

(@) (©
<p>proposed&nbsp; proposed ideas
ideas.</p>

(b) (d)
Fig. 1 An example of data hidden by first proposed
technique. (a) a segment of HTML. (b) Encoded

HTML (a code of “1” is inserted). (c) The display of
(a) in browsers. (d) The display of (b) in browsers.
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Fig. 2 An example of hiding the mark M by second
proposed technique. (a) A segment of HTML. (b) En-
coded HTML (a code of M is inserted). The display of
(@) in browsers. (d) The display of (b) in browsers.

3. Serial Number Embedding and Ex-
traction

A serial number may be used as copyright
data and can be embedded into an HTML docu-
ment for copyright protection by the encoding
method described in the previous section. The
data-embedding capacity of an HTML file, when
compared with that of an image or a video, is
relatively small, so it is appropriate to use a se-
rial number, which is small in size, as copyright
information. The processes of serial number
embedding and extraction are described as fol-
lows.

3.1 Serial Number Embedding

Because the content of a Web page with
hidden copyright data is text in type, it may be
deleted or altered at any position. And because
an illegal user may copy only part of the content
of a Web page, the hidden copyright data might
be just partially copied and so destroyed. In the
proposed method, as many copies as possible of
the serial number are embedded to fill all
data-embeddable places in the HTML text in
order to verify the copyright in the aforemen-
tioned situations. In this way, when one or a few
copies of the hidden serial number are destroyed,
there hopefully will still be other copies avail-
able for use to verify the copyright. Hence, we
must know where each copy of copyright data is
started and ended to avoid the undesired case
that one destroyed copy may result in incorrect

extraction results of the other copies. In the pro-
posed embedding process, the mark M is in-
serted before the start and after the end of one
copy of the hidden serial number. With M used
as synchronization signals in this way, each copy
of the serial number, if not destroyed, can then
be extracted correctly.

On the other hand, in the proposed method
a key specified by the owner of a Web page is
used to disarrange the serial number before it is
hidden in a Web page, so that later on a person
who claims to have the copyright of the actual
text must provide a correct key to extract the
serial number correctly for ownership proving.
Furthermore, since many copies of the serial
number are embedded, the owner can prove as
well the copyright of even part of the Web-page
content. On the other hand, some of the extracted
copies might have flip-errors possibly due to
illegal content editing. To solve this problem, a
voting scheme is utilized in this study to recover
the serial number correctly. The details of the
proposed embedding algorithms are described as
follows. The input is a serial number N and a
HTML document H.

Step 1: Convert the serial number N into binary
form and select a key to disarrange the
resulting binary data by a random num-
ber generator with the key as input. De-

note the result as Ez{el,ez,...,en}
with » bits in length.

Step 2: Attach M to E by inserting M before and
after E to produce a copy of complete

copyrightdata C ={M,e,,e,,....e,,M}.

Step 3: Encode C into the input HTML docu-
ment H by inserting spaces between
words or sentences of the actual text of H
in the following ways, ignoring the
original spaces before insertion:

if C(i) =M, insert a Big5 space;
if C(i)=0, insert a real space;

if C(i) =1, insert a pseudo—space and a real space.

Step 4: Embed as many copies of C sequentially
as possible until the data-embedding ca-
pacity of H is exhausted.

It is noted that for two consecutive copies,
the start mark of the second copy can be re-
garded as the end mark of the first. A flowchart
for the above serial number embedding process
is shown in Fig. 3.
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Fig. 3 Flowchart of serial number embedding proc-
ess.

3.2 Serial Number Extraction

In the serial number extraction process, a
person who claims to be the copyright owner of
the actual text of an HTML file should provide a
key and a serial number for use in the process to
prove his/her ownership. Since each copy of the
embedded serial number has a start mark and an
end mark, we can extract it by checking these
marks. And to prevent destroyed copies from
affecting the extraction result, a voting scheme is
utilized to recover the extracted serial number
correctly, utilizing the advantage of embedding
multiple copies of the serial number. The steps to
extract and so recover the serial number are de-
scribed as an algorithm as follows. The input to
the algorithm is an HTML file or a text file in
suspicion (denoted as H), which might be a par-
tial or a complete copy of the content of a pro-
tected Web page.

Step 1: Extract the embedded data C” according
to the number of spaces between words
or sentences of the actual text of the input
HTML document H in the following
way:

M, if a Big5 space s extracted,
() 0, if one real spaceis extracted,
1) =

1, if two real spaces,or one pseudo— space

and one real space are extracted.

Step 2: Find in C” two marks of M, including a
start one and an end one, to get a com-
plete copy of the copyright data

E'={¢,é},......,e.} by extracting the

stream of data with a fixed length » be-
tween the two marks of M, where # is the

bit-length of the serial number used in
the embedding process. If the number of
extracted bits between the two M’s is not
equal to n, regard this copy to have been
destroyed and discard it.

Step 3: After k’ complete copies of E” are ex-
tracted, regard each E” as a bi-
nary-valued vector and perform voting in
the following way:

3.1 Get a result specified by

V(m) = iEj : @

where 1 < m < n and E7 is the j-th
copy of E”.

3.2 Reconstruct the copyright data £~ by
the following rule:

k!
1 ifv(im)>—,
E(m) = 2 )

0 i V(m<X,
2
where 1 <m < n.

Step 4: With E” available, recover the original
serial number N using a reverse disar-
rangement process corresponding to the
disarrangement process mentioned in
Step 1 of the serial number embedding
process using the same key and the same
random number generator.

Fig. 4 shows a flowchart for extracting the
serial number from an input HTML document.

Extracted
serial number

Watermarked HTML document

‘ o Random number

. —
Obtain the generator
actual text Key T

Voting
Find a mark M
<
' h | text
e o

hidden data )

!

Find the next
mark M

Get one copy of
serial number

Fig 4. Flowchart of serial number extraction process.

3.3 Experimental Results



An example of experimental results of
embedding a serial number as the copyright in-
formation is shown in Fig. 5. Fig. 5(a) is an input
HTML document, and Fig. 5(b) shows the em-
bedding result. When part of the content of the
encoded HTML file as shown in Fig.5(c) is cop-
ied, the hidden serial number still can be ex-
tracted correctly.

4. Logo Embedding and Extraction

In this section, the proposed method to em-
bed a binary logo image into an HTML docu-
ment as copyright data by the encoding method
described previously is described. Because the
size of an image is larger than that of a serial
number, embedding a logo image for copyright
protection can only be conducted for an HTML
document with a large data-embedding capacity.
An advantage of the scheme is that a copyright
logo is more persuasive than a serial number. If
the actual text is modified slightly, some pixels
of the embedded logo image may be destroyed,
but hopefully the remaining logo data can still be
retrieved to reconstruct the embedded logo ap-
proximately to prove the copyright of the actual
text. The processes of logo image embedding
and extraction are described as follows.

(a)

(b)

©

Fig. 5 An experimental result. (a) Input HTML
document. (b) Encoded HTML document. (c) Copied
content.

4.1 Logo Embedding Process

Embedding many copies of a complete logo
image into an HTML document is difficult due
to the limit of the small data-embedding capacity
of the HTML document. For this reason, a logo
sampling technique is employed to obtain a
smaller-sized logo for use in the proposed em-
bedding process. An nxn binary logo image W is
first divided into non-overlapping 2x2 blocks.
And the four pixels of each block are assigned
into four subclasses, say a, b, ¢, and d, respec-
tively, as shown in Fig. 6. Then we can get four
sampled copies of W, each corresponding to a
subclass and with 1/4 resolution of that of W. If
one or two sampled copies are lost or destroyed,
an approximate W can still be reconstructed by
the remaining sampled copies. Besides this logo
sampling technique, a voting process will be
preformed in the extraction process to recover
the embedded sampled copies if the
data-embedding capacity of the HTML file is
large enough to embed many copies of .

a,|b,|a,|b.
C,|d,|c,|d

[ele[el®
[ol=le[=

Fig. 6 Sampling a logo image to four subclasses.

Since the hidden data include four re-
duced-sized sampled copies of ¥, we must know
where one sampled copy is started and ended,
and which copy is being extracted. Four different
marks are utilized for the four corresponding
subclasses to achieve two goals. One goal is to
mark the start and the end points of each sub-
class. If a sampled copy corresponding to one
subclass is destroyed, it will be known and dis-
carded without affecting the other extracted
sampled copies. The other goal is to determine
which subclass of W an extracted sampled copy
belongs to, and this can be accomplished by



checking the marks of the extracted sampled
copy.

Let W be an nxn binary logo image, and
let the hidden data be denoted as a. The pro-
posed data embedding algorithm can now be
described as follows.

Step 1: Use an owner-defined key to disarrange
the binary logo image W, resulting in a
distinct one denoted by W~.

Step 2: Divide W” by the aforementioned logo

sampling technique to get four sub-
classes, a, b, ¢, and d-

a={ay, a, ..., a,},
b={by, by, ..., b},
c={cy, ¢ ..., c/}
d={d, d>, ..., d)}

where /= . 1
2 2
Step 3: Attach to each subclass, which is taken as
a bit stream, different start marks and an
identical end mark, respectively. Use the
mark M as the end mark for all sub-
classes and at most two bits to encode

the four start marks in the following way:

encode the start mark M, for subclass a
by M, M, for b by M followed by a “0,”
M, by M followed by a “1,” and M, by
M followed by the bit pair “00,” result-
ing in the following bit streams for the
four subclasses, respectively:

A={M,, ay, a5, ..., a,, M},
B={M,, by, by, ..., b,, M},
C={M., ¢, c, ..., c;,, M},
D={M, dy, d, ...,d, M}.

Step 4: Encode 4, B, C, and D between words or
sentences of the actual text of the input
HTML document H sequentially in the
following way:

if a(i) =M, insert a Big5 space;
if a(i) =0, insert a real space;

if a(i) =1, insert a pseudo — space and a real space.

Step 5: Embed as many copies of the four sub-
classes as possible to exhaust the
data-embedding capacity of H. Assume
that the final embedding result includes:
k, copies of subclass «, &, copies of b, k.
copies of ¢, and k, copies of d. For every
two consecutive subclasses, regard the
start mark of the second copy as the end
mark of the first, and ignore the end mark
of the first.

After the above algorithm is performed,
the entire hidden data will be in the following
form:,

copiof subclassa copiLof subclassh

aM, .b.b,,.....b....M x,x%,.....x,M

copyk, of subclassc

a=M,a,a,....,

where x={a,b,c,d }. A flowchart of the wa-
termark embedding process is shown in Fig. 7.

Binary logo image Cover HTML document

- !
i Disorder the For each subclass,

logo image attach its own mark

'

Sample to four
subclasses

Encode data into
HTML

he actual tex
exhausted?

Watermarked HTML document
Fig. 7 Flowchart of proposed logo embedding process.

4.2 Logo Extraction Process

In the proposed logo extraction process, a
person who claims to be the copyright owner of
a Web page should provide the correct key that
was used in the embedding process to extract a
particular logo image to prove the ownership.
Since the hidden logo is divided into four sub-
classes and each subclass has its own start mark
and end mark, the logo can be reconstructed by
checking the start and the end marks to deter-
mine which subclass has been extracted, and
whether the extracted subclass is correct. If one
or two subclasses are destroyed, the remaining
subclasses can still be used to reconstruct a noisy
version of the original logo, and people thereby
can still claim his/her ownership of the Web
page. If the data-embedding capacity of an
HTML file is large enough, more than one copy
of each subclass will be hidden. Then, a voting
scheme is utilized for each subclass in the ex-
traction process to enhance the correctness of
each extracted subclass.

Let the given logo be an nxn binary image.
And let o” be the extracted data from a given
input HTML document H. A detailed algorithm
of the proposed logo extraction process is de-
scribed as follows.

Step 1: Extract one bit or a mark of .” at a time
according to the number of spaces be-
tween two words or two sentences of the
actual text of A in the following way:



M, if a Big5 spaceis found,

0 0, if a real spaceis found,

a'(i)=
1, if two real spaces or a pseudo — space

followed by a real spaceis found.

Step 2: Find a start mark and an end mark to get
one copy of one of the subclasses by ex-
tracting the bit stream with fixed length ¢
between the two marks, where ¢ is the
bit-length of every subclass in the em-
bedding process. And determine which
subclass is extracted by the start mark. If
the number of the extracted bits is not
equal to /¢, regard this copy as having
been destroyed and discard it. Let the ex-
tracted subclasses, denoted as a”, b7, ¢”,
and d”, be as follows:

a’={a,”, a7, ....,a,” },

b ={b” by, ... b},

c’={a’ e’ e’}

a7 ={d,", dy’, ....d,"},
n n

where /= Zx ",
2 2

Step 3: Perform a voting process in the following
way where k,, k;, k., and k,; denote the
numbers of copies of subclasses a”, b7,
¢”,and d”, respectively:

3.1 compute
k,
Vo(m)=3 %) @)
j=1

where 1 < m </, xz{a,b, c,d},
and x7 is the j-th copy of x”.

3.2 Recover the four subclasses by the
following rule:

, ks .
1, lfo(m)>?, @

x(m) =

’

0, if V.(m) <

Step 4: Reconstruct a disarranged logo image
w? by the four extracted subclasses ob-
tained in the last step.

Step 5: Use the key that was selected by the
owner in the data embedding process and
applying an inverse disarrangement
process corresponding to the disarrange-
ment process mentioned in Step 1 of the
embedding process to get the original
logo image .

Fig. 8 shows a flowchart for the above al-

gorithm for extracting a logo image from an in-
put HTML document.

Watermarked HTML document

Extracted logo

&

¢ u—» Order the
Find a mark Key reconstructed
image
|
‘ Voting for each
Extract subclass
hidden data

No

Find the next
start mark or
the end mark

he actual tex
exhausted?

Yes | Get one copy of
L5
subclasses

xtracted
bits?

Fig. 8 Flowchart of logo extraction process.

4.3 Experimental Results

An experiment result of embedding a binary
logo image as the copyright information is
shown in Fig. 9. A copyright logo of size 32x32
is shown in Fig. 9(a). Fig. 9(b) is an input HTML
document, and the embedding result is shown in
Fig. 9(c). If only part of the content of the en-
coded HTML file is copied, a noisy version of
the hidden logo image can still be extracted. Fig.
9(d) shows a copy of part of the Web page, and
Fig. 9(e) is the corresponding extracted copy-
right logo.

5. Conclusions

In this paper, a data hiding method that can
be employed to embed either a serial number or
a binary logo image into an HTML document for
copyright protection has been proposed. Besides
taking an HTML file directly, an illicit user
might copy the actual text displayed in Web
browser windows for misuses. Thus, copyright
data must be visible in the browsers and
pseudo-spaces that are visible in browsers are
utilized to encode copyright data in this study.
And because many copies of the copyright data
are embedded by the proposed method, the
owner can prove his/her copyright of the HTML
document by extracting at least one copy of
his/her copyright data with a higher probability.
Experimental results show the feasibility of the
proposed approach.
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Fig. 9 An experimental result. (a) Input logo. (b)
Input HTML document. (c) Encoded HTML docu-
ment. (d) Copied content. (e) Extracted copyright
logo.



