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Abstract—The emerging technique of network function virtu-
alization (NFV) facilitates resource management by decoupling
network functions from dedicated hardware devices and moving
them to software appliances known as virtual network functions
(VNFs). Network services are carried out by service function
chains (SFCs), each with multiple VNFs. Given SFCs and phys-
ical machines (PMs), this article formulates a VNF deployment
problem that asks how to assign each SFC’s VNFs to PMs with
three objectives: maximizing the service ratio, balancing loads of
PMs, and minimizing the communication cost to run SFCs. We
then propose the cost-aware and load-balancing VNF scheduling
(CLVS) scheme by assessing the suitability of selecting a PM to
serve a VNF through a utility function. To increase the chance of
successful deployment of VNFs and distribute workloads evenly
among PMs, CLVS differentiates the deployment of the leading
VNF from others in each SFC. When a PM is overloaded, some
VNFs can be adaptively offloaded to light-load PMs. Simulation
results show that our CLVS scheme attains a high service ratio,
balances PMs’ loads, and reduces the total communication cost.

Index Terms—cost, deployment, load balance, network func-
tion virtualization, virtual network function.

1. INTRODUCTION

In large networks, many network services are provided by
middleboxes, purpose-built hardware devices. They manipu-
late and transform network traffic based on packet content.
Service orchestration relies on steering data to pass selected
middleboxes to process in order, referred to as service func-
tion chains (SFCs). This leads network functions to couple
with middleboxes tightly and thus brings challenges [1]. First,
middleboxes are expensive and require domain knowledge to
maintain. Second, integrating customized network function-
alities may be time-consuming. Third, changing middleboxes
to adjust SFCs comes at a high cost after deployment.
Resource management becomes rigid as a result.

Network function virtualization (NFV) leverages the virtu-
alization technology to replace traditional middleboxes with
software appliances called virtual network functions (VNFs).
VNFs can be easily installed and run on commodity, general-
purpose physical machines (PMs), thereby decoupling net-
work functions from underlying hardware. They are capable
of moving between PMs. Moreover, users can grow or down-
size SFCs by dynamically adding or removing VNFs. NFV
provides great scalability, simplifies resource management,
and reduces capital as well as operating expenditures. It plays
an indispensable role in beyond 5G systems [2].

The assignment of VNFs to PMs for execution, known as
the VNF deployment issue, plays a critical role in determining
the performance of NFV systems [3]. Many methods consider
maximizing the resource utilization of PMs. Doing so helps

increase the service ratio, the ratio of the number of VNFs
successfully deployed to the number of VNFs in all SFCs.
These methods tend to use fewer PMs to handle VNFs, but
they could result in uneven loads between PMs. Some PMs
handle many VNFs, keeping them busy and impairing per-
formance, while others remain idle. To achieve load balance,
a few studies shift VNFs from heavy-load PMs to light-load
PMs. They do not, however, account for communication costs
between PMs in which VNFs of an SFC are deployed. The
communication cost to complete the SFC may significantly
increase, as some of its VNFs are dispersed over far-off PMs.

In light of this, the article proposes the cost-aware and
load-balancing VNF scheduling (CLVS) scheme for the VNF
deployment problem with three goals: 1) maximizing the
service ratio, 2) balancing loads among PMs, and 3) decreas-
ing the total communication cost used to complete SFCs. A
utility function is used to measure the suitability of assigning
one VNF to a PM. Moreover, the deployment of the leading
VNF in each SFC is distinguished from that of other VNFs
to boost the service ratio and balance loads between PMs. If
a PM is overloaded, CLVS picks out some VNFs and moves
them to nearby PMs (i.e., VNF offloading). CLVS considers
reducing an SFC’s communication cost when deploying and
offloading VNFs. Using simulations, we show that the CLVS
scheme can keep a high service ratio, achieve load balance
for PMs, and reduce the total communication cost of SFCs.

The rest of this article is organized as follows: Section II
discusses related work, and Section III describes the system
model. In Section IV, we detail the CLVS scheme, followed
by performance evaluation in Section V. Finally, Section VI
draws a conclusion and presents future work.

II. RELATED WORK

Various VNF deployment issues have been discussed. The
work [4] employs network slicing for VNF deployment in a
hybrid cloud with a central cloud and multiple edge clouds.
By associating each SFC with a deadline, the study [5]
routes traffic flows along that SFC as well as places its
VNFs to meet the deadline. Given SFCs composed of VNFs
and physical network functions, the deployment problem is
formulated in [6] using mixed integer linear programming
to minimize both cost and latency. The work [7] proposes a
scaling method to adjust resources given to an SFC based on
resource demands of VNFs. Obviously, they have different
objectives from ours.

Many studies aim to raise the resource utilization of PMs.
In [8], an integer linear program is used in VNF deployment,



whose objective is to increase resource usage and provider
revenue. To reduce the complexity, only a few PMs are picked
to deploy VNFs. Based on the norm-based criteria adopted in
virtual machine placement, Pham et al. [9] select a PM with
suitable resources to meet each SFC’s demand. The study
[10] applies deep reinforcement learning to VNF deployment,
which improves the service ratio and decreases working PMs.
Both [11] and [12] consider optimizing resource consumption
of PMs while ensuring service latency when deploying VNFs.
In [13], each SFC is given a weight to reflect importance. The
first-fit, best-fit, and segment-based methods are designed to
raise the total weight of deployed SFCs. In [14], an offline
method finds the minimum number of PMs used to deploy
VNFs. Then, potential mispredictions in incoming workloads
of PMs are corrected by an online method. However, when
PMs possess more resources, these methods may still make
VNFs concentrate on some PMs to improve resource utiliza-
tion. Doing so causes imbalanced loads among PMs.

The issue of moving VNFs between PMs (known as VNF
migration) receives attention. Jahromi et al. [15] place VNFs
in a content delivery network. Some VNFs migrate to other
PMs to save the reconfiguration cost. The work [16] performs
VNF migration to satisfy service-specific demands in a 5G
network-slicing system. Abdelaal et al. [17] let VNF migrate
to keep high availability against PM failures. A few studies
leverage VNF migration to balance workloads of PMs. When
a PM is overloaded, the study [18] chooses another light-load
PM to take over some VNFs. The work [19] scores each PM
(used to deploy VNFs) based on the resource states of the
PM and its neighbors. It also conducts VNF migration when
PMs become overloaded. However, both [18] and [19] do not
consider the communication cost of SFCs.

III. SYSTEM MODEL

Let us model the system as a connected graph G = (]5, E)
The vertex set P contains PMs, and the edge set F includes
links between PMs. For each PM p, € P, I'R is its capacity
of type-R resources, where I'® € ZT and R € {C,M}. Here,
C and M are the types of computing (e.g., CPU) and memory
resources, common types of resources required by VNFs
[20]. If two PMs, p, and p,, are directly connected, there
is a link e, ,, in E. The link has a communication cost ¢, -

There is a set S of SFCs to be served. Each SFC s; € S
consists of a series of VNFs V; = {vi1,vi2," - ,Vim}. Be-
sides, ’yz - signifies the number of type-R resources required
by each VNF v; ; in V;. An indicator zj ; is used to check if
VNF v; ; is deployed on PM p, (27, = 1 if so or 27, =0
otherwise). The first VNF of each SFC s; is referred to as s;’s
leading VNF. Let <p§-’k denote the aggregate communication
cost (ACC) between two PMs on which VNFs v; ; and v; 3
(of the same SFC) are deployed. Suppose that the shortest
path between these two PMs contains a subset E’ of links in
E. We derive that Pik = 2e, ek Cay- If vij and v;y are
deployed on the same PM, we have <p§ = 0 (i.e., no ACC).

The VNF deployment problem asks how to assign PMs in
P to handle VNFs of each SFC in S with three objectives:
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TABLE I
SUMMARY OF ACRONYMS.
acronym full name
ACC/RCC  aggregate/required communication cost
AVO adaptive VNF offloading
BFSP best-fit SFC placement
CLVS cost-aware and load-balancing VNF scheduling
EVD efficient VNF deployment
GRD general resource demand
HCD/HMD  high computing/memory resource demand
LBVD load-balanced VNF deployment
LVD/SVD  leading/subsequent VNF deployment
NFV network function virtualization

PM physical machine
SFC service function chain
VNF virtual network function

maxmize (Z Ieﬁlr)2 (\P\Zmepli), 2)

Vil-1
minimize ZS s Z 05 i1 3)
subject to
Cnin S Cm,y S Cma}nvea:,y € E, (4)
zp; €{0,1}, Vv j € V;,Vs; € S,Vp, € P, 5)
Viy < min, p{T7} Voi; € Vi,Vs; € S,VR € {C,M},
(6)
D, cp g S Vuig € Vi Vsi €5, (7
Zs es Zv”ev 73%73 < T35V € PR e {c,m}.
®)

Regarding objective functions, Eq. (1) maximizes the ser-
vice ratio, the ratio of successfully deployed VNFs to total
VNFs in S. Eq. (2) uses Jain’s fairness index [21] to evaluate
the degree of load balance between PMs. In particular, [, is
the amount of load of each PM p, in P

1 1 v
e = IR| ZRE{C,M} <F§ Zsieﬁ va‘e‘z‘ Zi’j’yij> O

In Eq. (3), Elv -1 <p; j+1 gives the total communication cost
between PMs needed to be spanned to complete s;. Below, it
is called s;’s required communication cost (RCC). Evidently,
Eq. (3) is to minimize the total RCC of all SFCs.

For constraints, Eq. (4) gives lower and upper bounds on
the communication cost of each link e, . Eq. (5) points out
that 27, is an indicator whose value is either zero or one.
Eq. (6) implies that the number of resources (for computing
and memory) requested by a VNF cannot exceed the capacity
of any PM. In Eq. (7), a VNF cannot be split and deployed on
different PMs. Then, Eq. (8) means that the total number of
resources asked by these VNFs cannot be more than the PM’s
capacity. Table I lists acronyms, while Table II summarizes
notations used in this article.

IV. THE PROPOSED CLVS SCHEME

Let u® denote the number of consumed type-R resources
of p, € P, as calculated by u} = D, s Dvi eV, Zig Vi
Like [18] and [19], we adopt a warning threshold 6z on
the type-R resource consumption ratio for each PM, where
0.5 < g < 1. When u%/T% > 0g, for R = C or R = VM,



TABLE II
SUMMARY OF NOTATIONS.
notation definition
P, Pean, Peag  sets of all PMs, candidate PMs, and edge PMs
ﬁw, Mw sets of PMs whose ACCs to PM p, € P do not
exceed thresholds ogep and opiqg
S set of SFCs (V;: series of VNFs in SFC s; € S)
R capacity of type-R resources owned by pz
Cx,y communication cost of link ez,
zf, J indicator to check if VNF v; ; € \71 is served by pg
—yi j the number of type-R resources needed by v; ;
Or warning threshold on type-R resource consumption
u the number of consumed type-R resources of pg
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Fig. 1. Sets D, and M, for PM p;, where ogep = 20 and opiq = 40.

Py is considered overloaded. An overloaded PM is capable
of accommodating VNFs provided that it can still meet the
constraint in Eq. (8). However, we should avoid making PMs
overloaded.

To facilitate the selection of PMs to handle VNFs, given a
VNF v; ; to be deployed, we use a utility function &(v; j, D)
for PM p, (detailed in Section IV-A). Then, CLVS sequen-
tially deploys each VNF of an SFC s;. Except for the leading
VNF, the deployment of each VNF wv; ; will depend on its
previous VNF v; ;_1 in VZ The location of the leading VNF
affects the chance of successful deployment of the remaining
VNFs in V;. As a result, we distinguish the deployment of the
leading VNF from other VNFs. The leading VNF and other
VNFs are assigned to PMs using the leading VNF deployment
(LVD) and subsequent VNF deployment (SVD) algorithms, as
discussed in Sections IV-B and IV-C.

Afterward, we check if the selected PM is overloaded after
serving that VNF. If so, the adaptive VNF offloading (AVO)
algorithm, as detailed in Section IV-D, is employed to move
the PM’s VNF to another PM for achieving load balance.
This iteration is repeated until all VNFs in V; have been
checked.

A. Utility Function

The utility function &(v; ;, p.) helps quantify the suitability
of deploying VNF v; ; on PM p,. Let us denote by D, the
set of PMs whose ACCs to p, are no larger than a threshold
Ogep, Where D, C P\{pm} Fig. 1 gives an example, where
D, = {p7,p9, P12, P18, P19} When o4, is set to 20. Then,
the utility function is defined by

f(vm,pz): min H(pr,’l}id,R)‘i’
rRe{c,M}

Algorithm 1: LVD algorithm
Data: v; 1: SFC s;’s leading VNF
Result: p,: the target PM for deploying v; 1
1 feaq < false, fenp < false, Py — 0
2 for p, € P do
if TS —uf >~f, VRe€ {C, M} then

3

4 if u¥ =0, VR € {C, M} then

5 if p, € Py then

6 if foqs = false then

7 L feaqg ¢ true and Peay < 0;
8 pcangpcanu{pm};

9 else if f.,, = false then

10 if fonp = false then

1 | femp < true and Preag < 0;
12 | pcan — pcan U {pz}’
13 else if f.., = false and f.qq = false then
14 | Pean < Pean U {pa}:

15 if P.., = () then

16 L return null;

17 py < argmax, .p &£(0i1,P0);

18 21 1 and uf + ul +1F,, VR € {C,M};
19 return p,;

. min H Viit+1,R 10
ZpyEDz Re{Com} (pya 7,7+1> )7 ( )
where H (ps,v; j, R) is the ratio of residual type-R resources
for p, after serving v; ;:

H(pg,vi5,R) = max { (T —uf —~7;)/T5,0}. (11

The higher the value of &£(v; ;,p.), the more likely p, is to
be selected for handling v; ;. Note that in Eq. (10), if v; j41
does not exist in V;, we have H(py,vij+1,R) = 0.

Our utility function has three considerations:

o If p,’s load is light, it has more resources left after serv-
ing v; ; (i.e., with a larger H (p,,v; j,R) value). This in-
creases the possibility to select p; to serve v; ;. Eq. (10)
picks out the one with the least remaining resources in
computing or memory (i.e., mingec vy H(pz, vij, R)),
as it is p,’s bottleneck resource.

o When there is a VNF wv; ;1 after v; ; in the same SFC,
we deploy v; j4+1 onaPMin ﬁz, whose ACC to p, is no
larger than o4ep. Doing so helps balance loads between
PMs since v; ; and v; ;41 are deployed on different PMs.
Moreover, we can limit the RCC spent to run the SFC.

o If Zpyef)m minge ey H(py,viji1,R) is larger, there
are more candidates in D, to deploy v;, j+1. Hence, we
prefer deploying v; ; on p;, as the chance to successfully
deploy v; ;’s next VNF (i.e., v; j11) can also increase.

B. LVD Algorithm

In each SFC s; € 5‘, its leading VNF v; ; € VZ is deployed
using the LVD algorithm. Since the deployment of v; ; is not
affected by the locations of other VNFs in s;, we can search
PMs in P, thereby deploying v; 1 more flexibly. To raise the



service ratio and make PMs’ loads balanced (i.e., objectives
in Egs. (1) and (2)), we prefer deploying v; ; on an idle PM
that currently has no VNF to process.

On the other hand, v; ;’s location may affect the deploy-
ment of subsequent VNFs in s; due to the RCC consideration
in Eq. (3). Specifically, the leading or last VNF in an SFC is
better deployed on an edge PM, which is a PM with only one
neighbor. Doing so helps reduce the RCC of that SFC. Take
Fig. 1 as an example. Suppose that an SFC s; has three VNFs
V, = {vi1,vi2,v; 3} When v; 1, v; 2, and v; 3 are deployed
on PMs p14, p15 (i.e., an edge PM), and p;3, the order to steer
data between PMs to complete s; is p14 — p15 — D14 — P13-
Hence, s;’s RCC is 13413414 = 40. If we deploy v; 1, v; 2,
and v; 3 on p15, p14, and pi3, the order is p15 — p1a — P13,
and s;’s RCC decreases to 13 + 14 = 27. In practice, it is
difficult to decide in advance where to deploy the last VNF
of an SFC. As a result, it is naturally a better choice to deploy
the leading VNF on an edge PM.

Let Pedg be the set of edge PMs. Moreover, pcan denotes
the set of candidate PMs for deploying the current VNF. Al-
gorithm 1 gives LVD’s pseudocode, which uses two boolean
variables: 1) f.qq indicates whether there are edge PMs that
are also idle, and 2) f..p reveals whether there exist idle
PMs, but none of them are edge PMs. Note that f.qy and
femp cannot be true at the same time. Then, the for-loop in
lines 2—14 iteratively checks whether each selectable PM can
be added to Pcan. If a PM p, has enough residual resources
to meet v; 1’s demand (ie., 'y — u® > 4%, VR € {C,M},
as line 3 shows), it is a selectable PM. Depending on feag
and fenp, there are three mutually exclusive cases for finding
candidate PMs Pcan from selectable PMs (case 1 is the top
priority, followed by cases 2 and 3):

Case 1. f.qq = true and f.,, = false: There are some
edge PMs that are idle, so Pcan contains such PMs. The code
is presented in lines 4-8.

Case 2. foqq = false and fn, = true: None of the edge
PMs are idle, but some non-edge PMs are idle. These idle
PMs are included in If’can. The code is given in lines 9—-12.
Case 3. f.qy = false and fe,p, = false: No PM is idle. In
this case, pcan contains all selectable PMs that are non-idle.
The code is shown in lines 13-14.

If ]Ajcal1 = (), meaning that none of the PMs in P has
enough resources to handle v; 1, LVD returns a null value
(i.e., lines 15-16). Otherwise, among all candidate PMs in
pcan, line 17 picks PM p, with the maximum utility value.
In line 18, we set z{;, = 1 to indicate that p, will serve v;
and update the number of consumed resources of p,,.

Theorem 1. Let (p be the number of PMs in P. The LVD
algorithm has a time complexity of O(Cp(p), where (p is
the maximum number of PMs in DI Vp, € P.

Proof. According to Algorithm 1, the for-loop in lines 2—-14
checks each PM in P once, which spends O((p) time. In
line 17, it requires O(Cp + 1) time to compute &(v; 1, ps) by
using Eq. (10). Since there are | P.,,| PMs to be checked, line
17 consumes time of | Peay| x O(Cp+1). All other statements
take a constant time. The worst case occurs when Pcan =P.
Hence, the time complexity is O(Cp) + |I:’can\ xO(p+1)+
O(1) = O(¢plp). [

Algorithm 2: SVD algorithm
Data: v; ;: SFC s;’s VNF, where j > 1
Result: p,: the target PM for deploying v; ;

1 fiq1 + false, Pron < 0, Ugay < 0, py < null;
2 for p, € P do

3 if z;fj_l =1 then

4 L Dpre < P and break;

5 for p, € ﬁpre do

6 | ] —ug>97, VRE{C 1M} then
7 if uf =0, VR € {C, M} then

8 if f;41 = false then

9 L fia1 < true and P.., «— 0;
10 Pcm%pcanu{pw};

11 else if f;4; = false then

12 | Pean ¢+ Pean U {pa}:

13 if P.., = () then
14 L return null;

15 for p, € P.., do
16 | if (i j,Px) > Unax then

g(vi,j7pl')7umax

17 if (s ) < T and
i,j Pz
ACC(ppre, pz) > ACC (ppre, py) then
18 L continue;
19 Dy <~ Dx and Umax < g(vi,japw);

20 else if 7"“‘“_3(0” ) < 1 and
ACC (ppre, pz) < ACC(ppre, py) then
21 L Py < Dz and Upay < §(Ui,j’pz);

22 zg’j 1, uy + uy + 75, VR € {C,M};
23 return p,;

C. SVD Algorithm

For each VNF v; ; of SFC s;, where j > 1, we employ
the SVD algorithm to find a PM to deploy it. As mentioned
earlier, the deployment of v; ; is affected by its previous VNF
Vi j—1 in Vz To reduce the RCC taken to complete s;, we
have to limit the ACC between the two PMs, to which v; ;1
and v; ; are assigned, not exceeding threshold ogep.

Algorithm 2 presents SVD’s pseudocode. Line 1 initializes
four variables: 1) fi4; is a boolean variable to check if there
exist idle PMs; 2) Pcan is the set of candidate PMs; 3) upay
is the largest utility value; and 4) p, is the PM to deploy
v; 5. The for-loop in lines 2—4 finds out the PM where VNF
v; j—1 1s deployed, as stored in variable ppr. Then, we search
for candidate PMs from ﬁpre (i.e., the set of PMs whose
ACCs to PM pp,e are no larger than threshold og4.p). The
code is given in lines 5-12. Specifically, if a PM p, has
sufficient resources to handle VNF v; ; (i.e., I'; —ug > 77,
VR € {C,M} in line 6), it is a candidate PM. Due to the code
in lines 7-10, if there exist idle PMs in Dpre, the candidate
set Pcan contains only idle PMs. Otherwise, all PMs in ﬁpre
whose resources are enough (and they must be non-idle) will
be included in Pcan, as shown in lines 11-12. In other words,
we tend to deploy VNF v; ; on an idle PM first. However,



if no candidate PM is found, SVD returns a null value, as
shown in lines 13-14.

The residual code selects a PM from the candidate set pcan
to handle VNF v; ;. The for-loop in lines 15-21 checks each
PM in Pcan and then chooses PM p,, that has the largest utility
value (as stored in uy,y). However, instead of simply finding
the PM whose utility value is the maximum, we additionally
consider two cases:

Case 1. (lines 16-19): PM p, has a larger utility value than
Unax (i.€., py’s utility value), as shown in line 16. In general,
we can replace p, by p, and update upax to £(v; j,p) (..,
line 19). However, a special situation shall be excluded: p,’s
utility value is close tO Ugax, and p,. has a larger ACC t0 ppyre
than p, does. In this situation, compared with p,,, choosing
p; may not bring benefits to the deployment of subsequent
VNFs, but it increases SFC s;’s RCC (i.e., raising the cost).
That is why we exclude the situation by lines 17-18. Here,
Pz s utility value is said to be close to Uyay if % <
T, where 7 is a small positive value (e.g., 0 <7J' 2 0.1).
Furthermore, ACC(ppze,null) is set to infinity.

Case 2. (lines 20-21): The utility value of PM p,, is slightly
below gy, and p, has a smaller ACC to pyr. than p, does.
Compared to p,, selecting p, may not have much impact
on the deployment of subsequent VNFs. However, doing so
saves s;’s RCC. As a result, we prefer replacing p, by p,.

Afterward, line 22 marks that VNF v; ; is assigned to PM
Dy (€., zf ;<D and updates p,’s consumed resources (i.e.,
ugy < uy + 5, VR € {C,M}).

Theorem 2. Suppose that there are (p PMs in P, and for
each PM p, € P, D, has no more than (p PMs. Then, the
SVD algorithm requires O((p +(3)) time in the worst case.

Proof. In Algorithm 2, the first for-loop in lines 2—4 searches
for the PM on which VNF v; ;_ is deployed from P, which
spends O((p) time. The second for-loop in lines 5-12 checks
if each PM in ﬁpre is a candidate. This evidently takes O((p)
time. The third for-loop in lines 15-21 checks each candidate
PM in Pcan. Since T:’sz - ﬁpre, at most (p PMs are checked.
Using Eq. (10) to calculate &(v; ;, p,) will require O(¢p+1)
time. Hence, the third for-loop spends time of (p x O(¢p +
1) = O(¢%). Since the remaining code consumes O(1) time,
the total time complexity is O(Cp)+O((p)+0(¢3)+0(1) =
O(Cp+ (D). 0

D. AVO Algorithm

Once a PM p, is overloaded, its VNFs will be offloaded to
nearby, non-overloaded PMs. To do so, we define a threshold
Omig (Omig > Ogep) and denote by MO the set of PMs whose
ACC:s to p, do not overtake 0y, 4. Because opig > 0gep, the
condition of D, C M, must hold. Fig. 1 gives an example.
Then, we select a target PM from M, for offloading one of
Do’s VNFs. This is carried out by the AVO algorithm, whose
pseudocode is given in Algorithm 3.

Suppose that PM p, is overloaded due to insufficient type-
R resources (i.e., uf > dz xI'%, for R = C or M). Let us denote
by R’ the other type of resources. In line 1, we initialize the
six variables: 1) ﬁcan contains candidate PMs, 2) Ai gives the
maximum number of affordable type-R resources among PMs
in M,, 3) Az is the number of affordable type-R’ resources

Algorithm 3: AVO algorithm
Data: p,: the overloaded PM (due to type-R
resources)
Result: 1) p;: the PM chosen to share p,’s load, and
2) Unig: Po’s VNF selected to be moved to p;
Pon 0, Ax < 0, Aar < 0, Unig < null, p; < null,
Cnin € OQ;
for p, € Mo do
if 0x x T8 —uf > 0 and 6z x TE
Pcan — pcan ) {Pr},
if 0r X TE — uB > A then
Ar < 0p x TR —f,
L Arr ¢ 0 X TR — 42

-

b

B> 0 then

N OV S

7 if P.an = 0 then

8 | return null;

9 Sort(Ag, 77,5

10 for v; ; € A, do

11 L if Az > 77 and Az > ~F; then
12

L Unig ¢ V;,; and break;
13 if vyig = null then

14 L return null;

15 for p, € Pcan do
16 | if 6x x T'5 — ug > vy, and
dgr x TE" — 05" > ’y,fi'g then
17 if p; = null or ACC(po,ps) < Cnin then
18 L | Pt < Das Cnin < ACC(po, pa);

o} R R R R’ R’ R" .
19 Zmig <0, Uy S Uy — ’Ymig7 Uy Uy — erig’
t R R R R’ R’ R’ .
20 Zpie < Louy U+ Vi U S U F Vnigh

21 return p; and vpig;

owned by the PM whose number of type-R resources is Az, 4)
Unig 18 Po’s VNF to be offloaded, 5) p; is the target PM, and
6) Cuin 1S the minimum ACC between p, and another PM.
The for-loop in lines 2—6 finds non-overloaded PMs from M,
(i.e., 0 x I —u® > 0and 6z, x T —ul" >0, as line 3
shows) and adds them to Pcan. Then, the code in lines 5-6 is
used to calculate Az and \g-. However, if no candidate PM
can be found, AVO returns a null value, as shown in 7-8.

Let A, signify the set of VNFs assigned to PM p,. Line 9
sorts VNFs in A, decreasingly based on the number of type-
R resources required by them (i.e., fyf’ ;)- Then, the for-loop
in lines 10-12 searches for the VNF from A, (i.e., vp;4) With
the maximum ~;; value based on two conditions: Ag > 7,
and Az > fyf] These two conditions are used to make sure
that there exist PMs in M, capable of accommodating vg;g.
However, if no such VNF can be found, the AVO algorithm
terminates, as shown in lines 13-14.

The for-loop in lines 15-18 checks each candidate PM p,
in Pcan. When p,, has affordable resources to cope with VNF
Unig (i.€., line 16) and the ACC between p, and p, is smaller
than cpiy (i.e., line 17), we replace p; with p, and update cyiq
to ACC(po, p=). In other words, among those PMs in Pean
that will not become overloaded after serving vnig, we select



TABLE III
SIMULATION PARAMETERS.

value

99 (each PM has at most 6 links)
computing (I'S): 32 units

memory (I'™): 64 units

minimum (cpin): 1 unit

maximum (cpax): 20 units

25 (each SFC contains 10 to 12 VNFs)
275

GRD: 7f ; € [5,7], v € [9,11]
HCD: 7§ ; € 16,8], 7}’ € [9, 11]
HMD: vy ; € [5,7], ;' € [12,14]
0z = 0.6 and 0.8, VR € {C,M}

parameter
the number of PMs
PM'’s resource capacity

link’s communication cost
the number of SFCs

the number of total VNFs
VNF’s resource demands

warning thresholds

the PM that has the smallest ACC to p,. Doing so can reduce
the RCC of vyig’s SFC. Then, lines 19-20 indicate that vy
is moved from p, to p; (i.e., zp;, < 0 and zflig < 1) and
update the consumed numbers of resources of these two PMs.
Theorem 3. Consider that M£ has no more than (; PMs for
any PM p,. in P. The AVO algorithm has a time complexity
of O(Car + Cn logy Cr), where (y, is the maximum number of
VNFs that a PM can handle.

Proof. Based on Algorithm 3, the first for-loop in lines 2—-6
checks each PM in M, once, which requires O(Cys) time. In
line 9, sorting the VNFs in A, (i.e., the set of VNFs deployed
on PM p,) spends time of O((,logs ¢r). Then, the second
for-loop in lines 10-12 needs O(() time. The third for-loop
in lines 15—18 checks each PM in Pcan. As Pcan - MO holds,
this for-loop uses O((ps) time. The residual code takes O(1)
time. Hence, the time complexity is O(Car)+O(Cp logs Cn)+
O(¢n) + O(Car) + O(1) = O(Car + Cn logy C). 0

V. PERFORMANCE EVALUATION

For performance evaluation, we build a simulation in C++.
It adopts two popular topologies for large networks (e.g., data
center networks), namely fat tree and jellyfish. In a fat tree,
PMs are well organized into a three-layer tree structure. There
exist multiple shortest paths between any two edge PMs [22].
The jellyfish topology uses a random regular graph. Non-edge
PMs possess the same degree (i.e., the number of links for a
PM to its adjacent PMs), but they are arbitrarily connected
[23]. The NFV system contains 99 PMs, of which there are
54 edge PMs (i.e., |I5| =99 and |15edg| = 54). Using fat-tree
and jellyfish topologies, there are 162 and 137 links in total.

Table III lists parameters used in the simulation. Each PM
in P has a capacity of 32 units of computing resources and
64 units of memory resources. The communication cost of a
link is within [1,20] units. There are 25 SFCs in S, where
each SFC has 10 to 12 VNFs. The number of total VNFs is
set to 275. To observe the effect of VNF resource demands,
we design three scenarios:
1) General resource demand (GRD): Each VNF needs [5, 7]
and [9, 11] units of computing and memory resources.
2) High computing resource demand (HCD): A VNF requires
[6, 8] and [9, 11] units of computing and memory resources.
3) High memory resource demand (HMD): A VNF asks for
[5,7] and [12, 14] units of computing and memory resources.

Three methods are selected for comparison with our CLVS
scheme. The best-fit SFC placement (BFSP) method [9] finds
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Fig. 2. Performance comparison in the GRD scenario (FT: fat-tree topology,
JF: jellyfish topology).

a PM whose resources are best fit to the demand of an SFC. In
the efficient VNF deployment (EVD) method [18], if PMs are
overloaded, some of their VNFs are moved to light-load PMs
for load sharing. The load-balanced VNF deployment (LBVD)
method [19] scores each PM p, according to the expected
ratios of remaining resources of p, as well as p,’s one-hop
neighbors. Then, LBVD deploys VNFs on high-score PMs.
For an overloaded PM, LBVD chooses the VNF consuming
the most resources to migrate to another PM. EVD, LBVD,
and CLVS employ warning thresholds 6z (R € {C,M}) to
check if a PM is overloaded, where 03 is set to 0.6 and 0.8.
In CLVS, we set 0gep = 20, onig = 40, and 7 = 0.075.

Next, we compare the performance of BFSP, EVD, LBVD,
and CLVS methods in the GRD, HCD, and HMD scenarios,
as discussed in Sections V-A, V-B, and V-C, respectively. Re-
call that the VNF deployment problem has three objectives:
1) increasing the service ratio, 2) balancing loads between
PMs (i.e., maximizing their fairness), and 3) minimizing the
total RCC of SFCs. As the number of resources of PMs is
more than that requested by all VNFs, the service ratio using
each method can achieve 100%. Consequently, we focus on
measuring the fairness and RCC.

A. GRD Scenario

Fig. 2(a) presents the Jain’s fairness index of each method
in the GRD scenario. The numbers in parentheses indicate the
values of warning thresholds dz, for R € {C, M}. Since the fat-
tree topology contains more links, it increases the selectivity
of PMs when deploying VNFs. Moreover, this topology has a
well-organized structure. As a result, all methods have higher
index values (i.e., better performance) in the fat-tree topology.
Because BFSP does not employ warning thresholds, its index
values will not change with different dz values. As for other
methods, each PM is capable of accommodating more VNFs
when Jy, is larger. Doing so makes a few VNFs gather in some
PMs, causing a slight load imbalance among PMs. That is
why their index values slightly reduce by increasing dz.

As can be seen, BFSP results in the lowest fairness, since
it considers deploying the VNFs of the same SFC on a single
PM. EVD moves some VNFs of high-load PMs to light-load
PMs, thereby increasing index values. Both LBVD and CLVS
deploy VNFs on PMs that have relatively abundant resources,
and they differentiate the deployment between leading VNFs
and other VNFs. Doing so significantly improves the fairness,
especially in the jellyfish topology. Specifically, LBVD and
CLVS keep index values above 0.93 and 0.96, while EVD’s
index values drop below 0.73 in the jellyfish topology.
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Fig. 3. Performance comparison in the HCD scenario (FT: fat-tree topology,
JF: jellyfish topology).

Fig. 2(b) displays the total RCC of every method in the
GRD scenario. Since the jellyfish topology employs a random
regular graph and possesses fewer links, the VNFs of an SFC
may be deployed on some PMs that have higher ACCs with
each other (due to fewer choices of links). That explains why
each method has a higher total RCC in the jellyfish topology.
As mentioned earlier, a larger 6z value may make more VNFs
be deployed on some PMs, which in turn helps reduce RCCs
of their SFCs. Therefore, increasing dz values could result in
lower total RCCs in EVD, LBVD, and CLVS.

Then, we analyze the performance of each method on the
total RCC. For each SFC, BFSP picks a PM whose resources
best fit its demand. This may decrease the probability that the
SFC’s VNFs are deployed on many PMs. Hence, BFSP has
the lowest total RCC. EVD has the highest total RCC since it
does not take account of ACCs between PMs when deploying
and moving VNFs. Inevitably, some VNFs of the same SFC
may be deployed on those PMs far away from each other. To
mitigate this problem, LBVD limits hop counts between PMs
for VNF deployment, so it has a lower total RCC than EVD.
However, LBVD does not consider the communication cost
of each link. In light of this, our CLVS scheme uses two sets,
bz and Mm, which contain PMs whose ACCs to a PM p,
do not exceed thresholds o4cp, and oy,; 4 for VNF deployment
and offloading. Moreover, CLVS prefers choosing edge PMs
to deploy leading VNFs to reduce RCCs of their SFCs. Thus,
CLVS can greatly reduce the total RCC compared to LBVD.
When we use BFSP’s total RCC as a baseline, EVD, LBVD,
and CLVS increase to 148.35%, 84.63%, and 19.93% of the
total RCC. This result, together with the result in Fig. 2(a),
demonstrates that our CLVS scheme effectively achieves load
balance among PMs without significantly increasing the total
RCC in the GRD scenario.

B. HCD Scenario

In the HCD scenario, VNFs use more computing resources.
Specifically, 275 VNFs totally ask for 1673 and 1874 units of
computing resources in the GRD and HCD scenarios, so each
VNF needs about 6.08 and 6.81 units of computing resources,
respectively. From the viewpoint of computing resources, a
PM can serve 32/6.08 (= 5.26) VNFs in the GRD scenario
but only 32/6.81 (= 4.70) VNFs in the HCD scenario.

Let us compare Figs. 2 and 3, which present the results in
the GRD and HCD scenarios. The performance trends of each
method in both scenarios are similar. However, VNFs ask
for more computing resources in the HCD scenario, but their
demands for memory resources remain similar to those in the
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Fig. 4. Performance comparison in the HMD scenario (FT: fat-tree topology,
JF: jellyfish topology).

GRD scenario. Some PMs may not accommodate VNFs due
to insufficient computing resources, even if they still retain
memory resources. Compared to the GRD scenario, the Jain’s
fairness index of each method decreases in the HCD scenario.
More concretely, the index values of BFSP, EVD, LBVD, and
CLVS are reduced by 7.49%, 4.80%, 2.17%, and 1.84% in
the HCD scenario than in the GRD scenario. As the number
of VNFs that can be handled by a PM decreases in the HCD
scenario, the VNFs of the same SFC could be assigned to
more PMs. That is why all methods have higher total RCCs
in the HCD scenario. Compared to the GRD scenario, the
total RCCs of BFSP, EVD, LBVD, and CLVS are increased
by 10.94%, 17.73%, 7.13%, and 10.98%.

As can be seen from Fig. 3, compared with BFSP, EVD,
and LBVD, CLVS can improve the Jain’s fairness index by
61.31%, 23.04%, and 2.25%. Moreover, taking BFSP’s total
RCC as a baseline, EVD, LBVD, and CLVS raise 163.54%,
78.29%, and 19.97% of the total RCC. This result verifies that
our CLVS scheme can balance PMs’ loads while reducing the
total RCC of all SFCs in the HCD scenario.

C. HMD Scenario

In the HMD scenario, VNFs need more memory resources.
The overall demand for memory resources of 275 VNFs is
2771 and 3593 units, so each VNF will request around 10.08
and 13.07 units of memory resources in the GRD and HMD
scenarios. From the viewpoint of memory resources, a PM
can handle 64/10.08 (= 6.35) VNFs in the GRD scenario
but just 64/13.07 (= 4.90) VNFs in the HMD scenario.

Let us compare Figs. 2 and 4, which display the results in
the GRD and HMD scenarios. Evidently, there is not much
difference between the performance trends of all methods in
both scenarios. However, since VNFs require more memory
resources in the HMD scenario, some PMs will have more
computing resources left after using up memory resources.
Compared to the GRD scenario, the values of Jain’s fairness
index in BFSP, EVD, LBVD, and CLVS are cut down by
14.08%, 12.51%, 6.15%, and 5.48% in the HMD scenario.
The total RCCs of BFSP, EVD, LBVD, and CLVS are raised
by 13.43%, 28.61%, 13.26%, and 16.85%.

According to the result in Fig. 4, as compared with BFSP,
EVD, and LBVD, CLVS improves the Jain’s fairness index
by 67.24%, 28.92%, and 2.64%. In addition, as we employ
BFSP’s total RCC to be a baseline, EVD, LBVD, and CLVS
enlarge 181.60%, 84.36%, and 23.54% of the total RCC. This
result shows that our CLVS scheme can efficiently achieve
load balance between PMs in the HMD scenario. Moreover,



CLVS can reduce the total RCC as compared with both EVD
and LBVD methods.

VI. CONCLUSION AND FUTURE WORK

The NFV technique abstracts network functions as VNFs
for facilitating resource management. The assignment of PMs
to execute each SFC’s VNFs has a great influence on NFV’s
performance. This article proposes the CLVS scheme with the
objectives of maximizing the service ratio, balancing loads
between PMs, and saving the total RCC of all SFCs. CLVS
assesses the suitability of deploying a VNF on each PM by
using a utility function. It deploys the leading VNF and other
VNFs of each SFC in different ways. If a PM is overloaded,
CLVS picks out its VNFs to be offloaded to nearby PMs. Our
simulation takes account of fat-tree and jellyfish topologies
as well as three scenarios with different resource demands
of VNFs. Simulation results display that on the premise of
achieving 100% of the service ratio, CLVS greatly improves
the Jain’s fairness index as compared to the BFSP, EVD, and
LBVD methods. In addition, CLVS can efficiently decrease
the total RCC of all SFCs compared to both EVD and LBVD.

In the CLVS scheme, a PM provides exactly the required
number of resources for each VNF. As future work, we will
consider that resources allocated to VNFs can be dynamically
adjusted [24]. For example, when a PM has more residual
resources, the PM can strategically allocate more resources to
its VNFs, thereby accelerating the execution of these VNFs.
Moreover, it is interesting to take node heterogeneity of PMs
into account. Specifically, some PMs only have CPUs as their
computing resources, while others have both CPU and GPU
computing resources. In this case, how to achieve the Pareto
optimality [25] of VNF deployment deserves further investi-
gation. Finally, in the upcoming 6G, a network may include
aerial (e.g., LAPS/HAPS), satellite (e.g., LEO/MEO/GEO),
and edge nodes [26]. Since link costs vary dynamically due
to topology changes, the issue of VNF deployment becomes
more challenging.
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