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division multiple access)mxac%#ﬁﬂﬂ C FPE G AR BAREFR BT B
v % F e PNCH# 41 ¥ gj-(Reservation) » @ PNC+ ¢ Beacon® i TN Time slotE %
TRIBER ® % o ¥ ¢b» CTAPX £ 4 &3 Ri» : CTA(Channel time allocations) 2 %
MCTA(Management CTA) » # * MCTAL* % ##;PNCeé £ » @ CTARI R X 5
ixH Fop o
;ﬁ d 1 i ehSuperframeZt 1 » IEEE 802.15.37 14 4%t 7% F Q0S 7 4k i-PRAE - 17 tw



j\’g_ > Best eﬁ:ortéﬁ?ﬁ;}i(i}] &r : FTPm@%)KL_CAPB%fA @ % rﬂ = {'A*F' IJZVTJF‘ ’} 2 JF
pFa i e £ (Delay requirement) » FJpt 7 g i A N k@i ¥ - » 24
I 4 (Real-time) sk » G4 @ B3 &85 > BIF 1% CTAPhEE E @2 » d 3tPNC
§ R F g Timeslot» B Al HF AL LRI E B -

superframe i-1 superframe i superframe i+1

channel time allocation period (CTAP)

contention access

B period (CAP)

B: beacon
CTA:channel time allocations guard time
MCTA: management CTAs

® 6.9: IEEE 802.15.3 superframe 2# 15 B

4 L, L, 21 10 (bytes)
Information Information | Piconet synchronization MAC
FCS
element-n element-1 parameters header
CTA IEs Other IEs Reserved | SEC mode MCTA C.AP CAP CAP data
unchanged | unchanged used assoicated | commands

[3£] 22 b &M R % A 1 bit

B 6.10: IEEE 802.15.3 Beacon %t ¢ . 3¢

iz ht Element o 2

0x00 | Channel time allocation FiEZEY A CTAEFR S 28

0x01 | BSID * % 383% Piconet

0x02 | Parent piconet Ok FEER Parent piconet 1 2 3% % ¥ & Parent
piconet PNC =iz 1t (DEV address)

0x03 | DEV association 3% % ¥ Associate T| Piconet 4p i 21 4

0x04 | PNC shutdown p a PNC H_% & B #%(shutdown)

0x05 | Piconet parameter change | 4p % Piconet %-#ch% {

0x06 | Application specific E S B ﬂiﬂ »~ p e i (custom information)

0x07 | Pending channel time map | 3% % % *» 4 1 Active mode

(PCTM)

0x08 | PNC handover #‘i = PNC ## £ &3t 4,

0x09 | CTA status 5. 3% B Superframe 7 CTA PrE 2 4p B 3 4,

Ox0A | Capability AR e 4




0xOB | Transmit power parameters | ¥ <32 X% @5 4 %k

0x0C | PS status P KR E T 5% (Power-saving mode) ik ik

0x0D | Continued wake beacon ip TLCWB #1 7 cip b 54

(CWB)

OXOE | Overlapping PNID PP - BEE &P ehChannel & # & Channel
POk T8 P F

OxOF | Piconet services FP AR AT & (Application layer) 4t ik
At 3

0x10- | Reserved g

OX7F

0x80- | Vendor specific EARE TR T R A

OxFF

# 6. 1: Information elements #p B 4§ = 3 31

Section 5 IEEE 802.15.3 % > 4% 4|

p % IEEE 802.15.3 & # % f& Secuirty #-5% » 4 % 4

ModeO(Zgﬂ\) AR RIFFEEPE 2P REF R AT EENE
(Authentication) » ® #71 @?]mp‘ LT Kb Ao ATBRNAT 0 EY DV
# i * Access control list(ACL) -

B Model (7 EH#): 3¢ (Packet)se % e ;8§ g * 128 bits £ 4g(key) & &
AES(Advanced encryption standard) [B] 5% » H P e R dte chenhs
AES-CTR(Counter mode) s & ;2 » @ 41 & = &4 (Integrity) ek 2 B {;ﬁ o
AES-CCM (Counter with CBC-MAC mode) ¢ 64 bits Integrity code -

- % FFHIEEE 802.15.3 4 ¢ #.5% 4e @] 6.11%77% » # ¢ 4 ¢ i Ef (Header) & 35 5

2 1 byteszFrame controlf i ~ 2 & byteserPiconet ID# == ~ 1 B bytesnp & 55 8 =4 (7
Destination="DEVID) ~ 1 #bytesrak Jk 5 ¥ =4t (97 Source:DEVID) ~ 3 # bytes=
Fragmentation control s == ~ 14 2 1 i#bytesiStream index » 3. & = 7 10 f#bytes ; 2 &
RRF- BEE ARV R hite pF (Frame payload) » 5.1 € £ 4+ 4 B byteseFrame
check sequence(FCS) 12 g i3t & ehz £ -

2 2 1 1 3 1 VAR 0~4 (bytes)
Frame | Piconet |Dest| Src | Fragmentation
control ID ID | ID control S| Frame payload FCS
SECID SFC fm 58 3B & Frame payload Integrity code

2 2 VgL R 8 (bytes)

[3x] SI: Stream index; SFC: Secure frame counter

B 6.11: IEEE 802.15.3 4v % {& it & $& 5%



% #& Security mode ch4t# £ £ 3 & §_Frame payload 3% > » 3 £ * Mode O >

## ¥ ¢ # 3 10 bytes 1 |EEE 802.15.3 Header ~ & & # @_¢ Frame payload + 14 %
% Frame % & chFCSHY =% €3 * Mode 1> | Frame payload 3% i» #- ¢ % i AES-CTR
S E A Rends (T Y g i% i AES-CCM = ;£ k 2 4 8 # bytes & Integrity code 1~
TLERER Y Kf b f e % 15 eh Frame payload 2 70 :E ¢ 4¢ + 2 & bytes 5 SECID
(Secure session ID),u. % 2 bytes &1 SFC(Secure Frame Counter) » # ¥ SECID #_% % % %]
T AR TR s sg(44kE B 5 128bits) 0 @ SFC R E_* % % W — 4= 128 bits
AES 2413 PR S piBALY T4 24 et %3t ¥ Integrity code - @ % SECID # i+
# o @ - 1B byte R e £ 4% 5 17 H (Key originator) s ] 45 » @ {8 & 0¥ — i byte
PIES Z AR 0 B (7 978 e v A a2 & 8bits N R H
%Fﬁ—%{ﬁ%%ﬁﬁ—*ﬁﬁ; ’ LL8b|tsm!%ﬁ LB E A i EAE e

d *+@ f8Security modesi & £ B & Frame payload:sg® i » F]pt 5 1 Ry
(Receiver) ¥ & 2|#rpt 4 & B F 5 oe 0 Bixsf(Sender) € 3K Ti% 3t ¢ FSECH (i
3t ¢ %8¢ crFrame control3R > » 4- @] 6.129777) » F H 3te 7 44 B 0 PIFEH = g 4K
S 1o R RIGHE S 05 Fhd o B & o m e RLAETt 3 e 2T 5 Al
B i -

3 bits 3 bits 1 bit 2 bits 1bit 1bit 1 bit 1 bit 1 bit 2 bits
Protocol | Frame ACK More Reserved
version type policy Retry | gaa | AR | IAN | CR (hkZR)

[3%£] IAR: Implied ACK request
TAN: Implied ACK negative acknowledgement
CR: CAT relinquish

B 6.12: Frame control e i

B {é » A— 1 Piconet * » = B PNC-DEV #2 DEV-DEV z. FFiug&E e R * 4 %*K

LR aEE b BEEHNAL A R EE TR DB AGHELT R

1o % pt2 7t s PNC € 5 — = #FH e TR 4 B £ 4%(Group data key) * & 4v 3 B 43 4 >
£ ;1 % Group datakey 1= PNC * kqcH s 58 BwAd * chg 473 ko

Section 6 %3%
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'FF'J’—?’ SBRB L A ¥ A4 RS 0 ® IEEE 802.15.3 #14| 2P g A KE R

F R 2 — o

340 g

[1] IEEE standard for information technology - telecommunications and information
exchange between systems - local and metropolitan area networks - specific



[2]
[3]

[4]
[5]
[6]
[7]

[8]

requirements “Part 15.3: wireless medium access control (MAC) and physical layer
(PHY) specifications for high rate wireless personal area networks (WPANS)”, 2003.
Federal Communications Commission (FCC). http://www.fcc.gov/

G. R. Aiello and G. D. Rogerson, “Ultra-wideband wireless systems,” IEEE Microwave
Magazine, vol. 4, pp. 36-47.

WiMedia Alliance. http://www.wimedia.org/en/index.asp

UWB Forum. http://www.uwbforum.org/

IEEE 802.15.3b WPAN Task Group, http://www.ieee802.0rg/15/pub/TG3b.html

IEEE standard for information technology - telecommunications and information
exchange between systems - local and metropolitan area networks - specific
requirements “Part 15.3: wireless medium access control (MAC) and physical layer
(PHY) specifications for high rate wireless personal area networks (WPANS) -
Amendment 1: MAC sublayer”, 2005.

US National Institute of Standards and Technology, “Advanced Encryption Standard
(AES),” Federal Information Processing Standards Publication 197, November 2001.



