System Administration HW4

- Web Server/Services

yoychen, blzhuang




Environment setup

You can choose one of following options
JPlan A: FreeBSD Server with Public IP

dPlan B: 1% /] VirtualBox $f i 15 FreeBSD server (bsdl,
bsd2), FMiHE VM EHHXEMEHE ~ (NAT M [F—5E host-
only network adapter), bsdl Z&Z2IE/ESE FIfes, bsd2 &l
niWIE%%{% spec SR
http://hadoopspark.blogspot.tw/2016/03/blog-post.html

e https://askubuntu.com/questions/198452/no-host-only-adapter-
selected




Requirements

d Web Service
«  Virtual Host (5%)
«  Hide Server Token (5%)
« HTTPS (30%)
* Access Control / Rewrite (10%)
« PHP (10%)
L Database
«  MySQL / MariaDB (10%)
L HTTP Application
phpMyAdmin (5%)
Wordpress (5%)
e  Basic PHP router (10%)
d DEMO (10%)



Apache
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Apache - Virtual Host
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 Setup a name-based virtual hosts in Apache.

Q {4 ip Al Domain I HEIER H #5875 217 [F A
(5%)

1 You can get domain names from:

e https://www.nctucs.net/

e https://nctu.me/

e https://www.noip.com/




Apache - Virtual Host




Apache - Hide Server Token

O 2% php #dHFF, Response header A~ 217 php FHHE
A (1%)

O #8u5H) Response header FEH R A TRAR) Apache & il
ATLAREI (2%), AN 5 2FE35m Apache & FABE 1A LR
HAth web service 14 F-HI15 (4%)



O
Apache - Hide Server Token

HERATFRA ST Apache EiHl » DA S php HHEIEER (3%)

root@tutu: /usr/local/etc/apache2d4 # curl -Ik https://tutut.nctucs.net/phpinfo-0656000. php
HTTP/1.1 200 OK
Date: Mon 5 27 Moy 2017 19:21:01 GMT

Server: Apache
Strict-Transport-Security: m
Content-Type: text/html; char:

{FER HoAth web service &2l » DL [E5 php FHEIEE (5%)

root@tutu: /usr/local/etc/apache24 # curl -Ik https://tutut.nctucs.net/phpinfo-0656000. php
HTTP/1.1 200 0K
Date: Mon, 27 Nov 2017 19:22:46 GMT

Server: Microsoft-IIS/6.0
Strict-Transport-Security: max-age=31536000;1ncludeSubdomains; preload
Content-Type: text/html; charset=UTF-8




Apache - HTTPS

i domain &% iF
QR HTTPS (5%)
 A]fifi FH self-signed certificate
o REH HTTPS (-5%)
o self-signed certificate 20 R FEH curl RS, FE4500 -k UE
UHTTP auto redirect HTTPS (5%)
« RRUH HTTPS R#55>
QL HSTS (10%)
o (EERZE HTTPS P8 A header
QA https E P EUH HTTP/2 (10%)



Apache - HTTPS

Jk
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BLH https » 41522 self-signed certificate » Z~x " AZ4" &IE

[ bttps://tututnctucs.net X

< C Y A F=2 |hitps//tututnct.. % | Y O

It works!

% HTTP E 8 HTTPS

~ curl -IL --http2 http://sahw4-apache.bingluen.tw
HTTP/1.1 301 Moved Permanently
Date: Thu, 23 Nov 2017 19:24:02 GMT
Server: NCTU CSCC WEB Server
Location: https://sahw4-apache.bingluen.tw/
Content-Type: text/html; charset=iso-8859-1

HTTP/2 200

date: Thu, 23 Nov 2017 19:24:02 GMT

server: NCTU CSCC WEB Server

strict-transport-security: max-age=31536000;includeSubdomains; preload
last-modified: Thu, 23 Nov 2017 18:27:33 GMT

etag: "99-55eaa9%6ee58c6"

accept-ranges: bytes

content-length: 153

content-type: text/html
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Apache - HTTPS

By HTTP/2
=» ~ curl -I --http2 https://sahw4-apache.bingluen.tw

, 23 Nov 2017 19:19:34 GMT
server: NCTU CSCC WEB Server
strict-transport-security: max-age=31536000;1includeSubdomains; preload

last-modified: Thu, 23 Nov 2017 18:27:33 GMT
etag: "99-55eaa9%6ee58c6"

accept-ranges: bytes

content-length: 153

content-type: text/html

FHEX HSTS
= ~ curl -I --http2 https://sahw4-apache.bingluen.tw

, 23 Nov 2017 19:19:34 GMT
server: NCTU CSCC WEB Server
strict-transport-security: max-age=31536000;includeSubdomains; preload

last-modified: Thu, 23 Nov 2017 18:27:33 GMT
etag: "99-55eaa9%6ee58c6"

accept-ranges: bytes

content-length: 153

content-type: text/html




Apache - Access Control
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55 ip B
N AR EREE /& Plan A

Qf# 140.113.235.0/24 7]iE%E http:/{your apache server ip} (IE1{8200).,
HAth IP (245 localhost) 25 121 (G5 [FIE 403) (5%)

o AL A linux1~6, bsd1~6 3K HIG

R AR PR 5% % Plan B:

Qf% bsd2 B ip FJEIEE http:/{your apache server ip} ([E1{#200), A IP
(‘237 localhost) Z5 (721 (GE[FI{E 403) (5%)

o ATLMEM curl MSHIE



Apache - Rewrite

Q2 https://{your domain}/home/[a-zA-Z0-9]+/.* =&
ZI| http://people.cs.nctu.edu.tw/~[a-zA-Z0-9]+/.* (5%)
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= (m] X
FoR X -+
€ http//sademoZ.ssuyi.me/home/ssuyi/index.html 8 4 @ =
Q - (=) X
http://people.._uyifindexhtml X = <
€ @ | people.cs.nctu.edu.tw/~ssuyi/index.html = B 3 A =
Hello, Worldl!




Apache - PHP 7
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Q PHP WK% 7 LLE (5%)

Q2% https://{your domain}/phpinfo-{your student ID
number}.php, & #H7~ php info H T (5%)



Apache - PHP 7

php info HiA > php ZZERA Ry 7.1

[ phpinfo X
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€ &> C (0 |AF=2 | hups//ututnctucsnet/phpinfo-0656000.php *%| ¥ ©
0 ExxErs 88 Duty =588 [ tmux-cheat sheet =EE @ EE=ERIIMcS L (@ Al Your Designs - C » | =E0ES
System FreeBSD tutu.cs.nctu.edu.tw 11.1-RELEASE FreeBSD 11.1-RELEASE #0 r321309: Fri Jul 21 02:08:28 UTC 2017
root@releng2.nyi.freebsd.org:/usr/obj/usr/src/sys/GENERIC amd64
Build Date Nov 17 2017 07:06:25
Configure Command * /configure' "--with-layout=GNU' "--localstatedir=/var' "--with-config-file-scan-dir=/usr/local/etc/php' -disable-all' ‘-

enable-libxml' --enable-mysqind' --with-libxml-dir=/usr/local' '--with-pcre-regex=/usrflocal' --program-prefix=""-
disable-cli' '--disable-cgi’ '--with-apxs2=/usr/local/sbin/apxs' '--enable-dirace' "--prefix=/usr/local' '--
mandir=/usr/local/man’ --infodir=/usr/local/info/" ‘—build=amd64-portbld-freebsd11.0' "build_alias=amd64-portbld-
freebsd11.0' 'CFLAGS=-02 -pipe -fstack-protector -fno-strict-aliasing' 'CPPFLAGS="'"CPP=cpp’

Server API Apache 2.0 Handler
Virtual Directory Support disabled

Configuration File (php.ini) Path lusr/local/etc




Computer Center, C

Database



Database

Q MySQL/MariaDB 5 —
Q Rl root AL A] LI A (5%)
NSRRI ER 5 /& Plan A

Q 57 user sysadm-ta, #5725 {your student ID}, MZRRH| A
140.113.235.0/24 "]3EERE (5%)
« It User {#5E/7H sysadm &£}
It User FJLL¥} sysadm 1T INSERT, SELECT, UPDATE,
CREATE
N R AR5 /& Plan B:
Q 257 user sysadm-ta, #5725 {your student ID}, PR A bsd2 HY
ip AR (5%)
« It User {8 5E/7H sysadm &£}

It User FJLL¥} sysadm 1T INSERT, SELECT, UPDATE,
CREATE
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HTTP Application



phpMyAdmin

Q 7B & 28 4 https://{your domain}/phpmyadmin- {your
student ID number} #FE%4NLE phpMyAdmin #5453 A5t

Za)

Q BUA Access Control (5%)
* Plan A: 140.113.235.0/24 FJ[E#7 3| phpmyadmin %% A\ [
* Plan B: bsd2 89 ip AJIE#% 2 phpmyadmin £ A= [
o HAMA BT EAL N Basic Auth #8585 8875 2 phpmyadmin XX A
=
» Basic Auth Username: Sysadm
» Basic Auth Password: {your student ID number}



phpMyAdmin

| = | @ 37
) https;//tutut nctucs.net/ph X

<« >C0O ‘G) https://tutut.nctucs.net/phpmyad... ﬁrl Yy O
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mEETESE

https://tutut.nctucs.net

EREZE




Wordpress
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Q UV E % https:// {your domain}/wordpress-{your student
ID number}

Q FTLAREE, g, bR, BUCCE (5%)



Basic PHP router

Q FAHENER B Sk BRI app, #H HEEA —EfE LR,
FE4h 4 index.php, FHAR4E apache X € M HEES index.php
, AGEBILCLT =B ER (10%)
« 2% https://{your domain}/app/, [EIEHEE NZ route /
 ZI% https://{your domain}/app/{string}, [EI{E{EE N% route
/{string}

2% https://{your domain}/app/hello?name={string}, [FI{E{EEH N
7% Hello, {string}



Apache - PHP 7
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HIE]| 33
= [ https://tututnctucs.net X YW
= CcC O )A FZ2 | https/tutut.nctucs.net/app/ ﬁr’ Yy O
route /

= iy

- -
o0 [ https://tututnctucs.net X W N

< CcC 0O ‘A Fz=Z | https//tutut.nctucs.net/app/kanahei ﬁ‘ Yy O

route 'kanahei

[ https://tututnctucs.net X YW

55
< CcC 0O ’A FZ2 | hitps://tutut.nctucs.net/app/hello?name=tutu {}‘ Yy O

Hello. tutu




Demo (10%)
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O XRFEEH let's encrypt B HAMES RS = J7 IREEwIE (5%)
O jifiE SSL Lab #15 A+ (10%)
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Bonus

£ H let's encrypt 8¢ B A&

R H AR PR AR i i

StartCom, FRifi LA K FE T IRGEMAE T B N SR IR IR S AR

® O JREEHRIR3%: sahw4-apache.bingluen.tw)

| i R

Y
¥ DST Root CA X3
¥V Let's Encrypt Authority X3

sahw4-apache.bingluen.tw

BRI

¥ sahw4-apache.bingluen.tw
v BE
72
R
BEEEREE
BTRE
v BER
FER
N
A
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Bonus

1 SSL Lab I https:/www.ssllabs.com/ JE15 A+ 5%

n SSL Server Test: sahw4-apach: X

< > C @ ® @ https://www.ssllabs.com/ssltest/analyze.htm|?d=sahw4-apache.bingluen.tw B Q% ¥ IN9® DO =

@ Qualys. SSL I_abs Home Projects Qualys.com Contact

You are here: Home > Projects > SSL Server Test > sahw4-apache.bingluen.tw

SSL Report: sahw4-apache.bingluen.tw (140.113.17.221)

Assessed on: Thu, 23 Nov 2017 22:31:23 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

I Protocol Support
Key Exchange

Cipher Strength

o

20 40 60 80 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.




Deadline

d2017/12/13 23:59
1 You do not need to submit anything
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How to hand in

Q0 DEMO 2017/12/14 (V1) 18:30 ~ 22:30

o ANELERMEEA, EeHEA 2017/12/10 23:59 BiZEHME SN HE HY
DEMO H H#iZRiaf IR TE - DEMO HYREE:

o WRARFEREUN (R iRTE IR HARRBEREM), B DEMO
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1 Email ta@nasa.cs.nctu.edu.tw
1 Goto CSCC to ask professional 3F!
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