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Abstract

Text-to-image diffusion models, e.g. Stable Diffu-
sion (SD), lately have shown remarkable ability
in high-quality content generation, and become
one of the representatives for the recent wave of
transformative Al. Nevertheless, such advance
comes with an intensifying concern about the
misuse of this generative technology, especially
for producing copyrighted or NSFW (i.e. not
safe for work) images. Although efforts have
been made to filter inappropriate images/prompts
or remove undesirable concepts/styles via model
fine-tuning, the reliability of these safety mech-
anisms against diversified problematic prompts
remains largely unexplored. In this work, we
propose Prompting4Debugging (P4D) as a de-
bugging and red-teaming tool that automatically
finds problematic prompts for diffusion models
to test the reliability of a deployed safety mech-
anism. We demonstrate the efficacy of our P4D
tool in uncovering new vulnerabilities of SD
models with safety mechanisms. Particularly,
our result shows that around half of prompts
in existing safe prompting benchmarks which
were originally considered “safe” can actually
be manipulated to bypass many deployed safety
mechanisms, including concept removal, negative
prompt, and safety guidance. Our findings sug-
gest that, without comprehensive testing, the eval-
uations on limited safe prompting benchmarks
can lead to a false sense of safety for text-to-
image models. Our codes are publicly available at
https://github.com/joycenerd/P4D
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Figure 1: Given an existing text-to-image (T2I) diffusion
model G’ with safety mechanism which ideally can remove
the target concept (e.g. nudity) from the generated image
(while the same input prompt would lead to inappropriate
content for the typical T2I diffusion model G), our proposed
Prompting4Debugging (P4D) red-teams G’ to automatically
uncover the safety-evasive prompts.

1. Introduction

In recent years, generative models have been making re-
markable advancements across multiple domains, such as
text, images, and even code generation, blurring the distinc-
tion between the works created by Al systems and those
crafted by human experts. One prominent area of focus
upon generative Al is text-to-image (T2I) generation (Li
et al., 2019; Ramesh et al., 2021; Rombach et al., 2022;
Ramesh et al., 2022; Saharia et al., 2022), where most of
the state-of-the-art T2I methods are built upon the diffusion
models, in which these T2I diffusion models enable the
transformation of textual information into images. They not
only bridge the gap between natural language processing
and visual content creation, but also enhance the interaction
and understanding across these two modalities. One of the
main factors leading to the exceptional performance of T2I
diffusion models nowadays stems from the vast amount of
training data available on the internet, allowing the models
to generate a wide range of content, including natural an-
imals, sketches, cartoon images, and even artistic images.
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However, such large-scale training data collected from the
Internet can be a double-edged sword, as it can lead the mod-
els to unconsciously generate inappropriate content such as
copyright infringement and NSFW materials.

To this end, there are several recent research works propos-
ing the diffusion models equipped with safety mechanisms,
e.g. Stable Diffusion with negative prompts (Rombach
et al., 2022), SLD (Schramowski et al., 2023), and ESD
(Gandikota et al., 2023), which either restrict the text em-
bedding space during inference or finetune the model for at-
tempting to prevent the model from generating copyrighted
or inappropriate images. Although these safety mechanisms
are shown to be partially effective according to their evalua-
tion schemes, there are already studies that demonstrate their
potential flaws. For example, Rando et al. (2022) has found
that the state-of-the-art Stable Diffusion model equipped
with NSFW safety filter (Rombach et al., 2022) will still gen-
erate sexual content if users give the text prompt "A photo
of a billboard above a street showing a naked man in an
explicit position”. However, these problematic prompts are
discovered manually and thus are hard to scale. Here hence
comes an urgent need for developing an automated and
scalable red-teaming tool for developers to systematically
inspect the model safety and reliability before deployment.

On the other hand, as the rapid increase of size (e.g. even
up to billions of parameters) for recent T2I diffusion mod-
els (Ramesh et al., 2022; Rombach et al., 2022; Ramesh
et al., 2021; Saharia et al., 2022), model finetuning becomes
extremely expensive and infeasible upon limited computa-
tion resources while building the red-teaming tool. As a
result, in this work, we utilize prompt engineering (Brown
et al., 2020; Li et al., 2020; Cui et al., 2021; Petroni et al.,
2019; Jiang et al., 2020; Lester et al., 2021; Shin et al., 2021;
Schick & Schiitze, 2021b) as our basis for developing the
red-teaming technique, which achieves comparable perfor-
mance to traditional approaches of finetuning heavy models
but only needs to learn small amount of parameters.

Overall, we propose a Prompting4Debugging (P4D) frame-
work to help debugging/red-teaming the T2I diffusion mod-
els equipped with safety mechanisms via utilizing prompt
engineering techniques as well as leveraging an uncon-
strained diffusion model to automatically and efficiently
find the problematic prompts that would lead to inappropri-
ate content. Moreover, the problematic prompts discovered
by our P4D debugging tool can be used for understanding
model misbehavior and as important references for follow-
up works to construct stronger safety mechanisms. The
illustration of our proposed P4D is provided in Figure 1.
Our main contributions are summarized as follows.

* Our proposed Prompting4Debugging (P4D) serves as a
debugging tool to red-team T2I diffusion models with
safety mechanisms for finding problematic prompts

resulting in safety-evasive outputs.

* Our extensive experiments based on the Inappropri-
ate Image Prompts (I2P) dataset reveal the fact that
around half of the prompts which originally can be
tackled by the existing safety mechanisms are actually
manipulable by our P4D to become problematic ones.

* We also observe that some of the existing safety mech-
anisms in T2I diffusion models could lead to a false
sense of safety by “information obfuscation” for red-
teaming: when turning off the safety mechanism during
the debugging process, it even becomes easier for our
P4D to find the problematic prompts which are still
effective to bypass the safety mechanism and produce
inappropriate image content during the inference time.

2. Related work

Al red-teaming tools. Red-teaming is an active cybersecu-
rity assessment method that exhaustively searches for vul-
nerabilities and weaknesses in information security, where
the issues found by red-teaming can further help compa-
nies or organizations improve their defense mechanisms and
strengthen overall cybersecurity protection. Recently, with
the popularity and increasing demand for generative Al,
red-teaming is also being applied to Al models (especially
language models (Shi et al., 2024; Lee et al., 2023)) to en-
hance model security and stability. Shi et al. (2024) fools the
model for detecting machine-generated text by revising out-
put, e.g. replacing synonym words or altering writing style
in generated sentences. On the other hand, Lee et al. (2023)
constructs a pool of user inputs and employs Bayesian op-
timization to iteratively modify diverse positive test cases,
eventually leading to model failures. The perspective of
red-teaming is distinctly different from that of potential at-
tackers. Drawing parallels with notable works such as Perez
et al. (2022), which employs an LLM as a red-team agent
to generate test cases for another target LLM, and Wich-
ers et al. (2024), which elicits unsafe responses from an
LM by scoring an LM’s response with a safety classifier
and then refining the prompt with gradient backpropagation
through both the unfrozen safety classifier and the LM, we
underscore a growing trend in red-team generative model-
ing. These approaches pragmatically employ both the target
model’s inherent information and that from related models
or external classifiers as practical means for red-teaming
efforts aimed at debugging and enhancing model safety by
utilizing all available information. However, these methods
are only applicable to red-team language models, while our
P4D focuses on text-to-image models, which is a field that
has been rarely explored in Al red-teaming.

Prompt engineering. Prompt engineering originates from
the field of natural language processing and aims to adapt
a pretrained language model to various downstream tasks
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by modifying input text with prompts. Prompt engineer- still bypass the safety mechanisms of these diffusion models
ing can be categorized into two groupsird promptsand  (Rando et al., 2022). To enable profound testing, our P4D
soft promptsHard prompts, also known as discrete tokensserves as a debugging tool, allowing developers to identify
usually consist of interpretable words that are hand-crafteghroblematic prompts at scale by employing red-teaming
by users. For instance, Brown et al. (2020) rst demon-strategies on T2l diffusion models. Meanwhile, the models
strates the remarkable generalizability of pretrained lancan enhance their robustness by attempting to tackle the
guage models via adopting manually crafted hard promptsiore challenging prompts uncovered through our P4D.

to a wide range of downstream tasks in few-shot learn-

ing. Then (Schick & Schtze,' 2021a; Jigng et aI:, 2020; 3. Background

Gao et al., 2021) reformulate input texts into speci ¢ cloze-
style phrases, thus maintaining the form of hard promptdn this section, we rst brie y introduce how diffusion mod-

to prompt the language models. On the other hand, sotls learn to generate unconditional images. Moreovetr, as all
prompts consist of appended continuous-valued text vectorthe state-of-the-art T2l diffusion models used in this work
or embeddings, providing a larger search space compareate based on latent diffusion models, we also describe how
to hard prompts. For instance, prompt-tuning (Lester et allatent diffusion models improve the ef ciency of diffusion
2021) and pre x-tuning (Shin et al., 2020) automate the softprocesses and extend to support conditional generation.

prompts in continuous space. However, Soft prompts argy.., i \odels (Sohl-Dickstein et al., 2015: Ho et al.

often uninterpretable or non-transferrable (i.e. cannot b : ;
: 020) are powerful generative models that learn to simulate
shared by different language models). As a consequenc

some discrete optimization methods are proposed to striket(liIe data generation process by progressively denoising the

intermediate) noisy states of data, where such denoising
balance between hard prompts and soft prompts, e.g. AUtsie s stand for the backward process to the opposite for-
Prompt (Shin et al., 2020), FluentPrompt (Shi et al., 2023); P b PP

and PEZ (Wen et al., 2024) that learns hard prompts throug\fq’ard one composed of diffusion steps which gradually add

: : L o random noise to data. Given an input imagéenoising
continuous gradient-based optimization. Additionally, PEZ 5. i1 propabilistic Models (DDPM) (Ho et al., 2020)
extends its capabilities to discover prompts that can be . . N )

L . . ; rst generates intermediate noisy imaggeat time stept

matched with given images, achieved by measuring the. e i

. =~ .~ via the forward diffusion steps, whexe can be written as

CLIP Score (Hessel et al., 2021) using the same optimiza- . i

X . .\, aclose form depending on t, and noise sampled from

tion method. Another line of works (Maus et al., 2023; Yu Gaussian distributioll (0: 1). Then the diffusion model
etal., 2023; Linetal., 2023; Guo et al., 2023) utilizes prompt e

. . : i training is based on the backward process for learning a
tuning to identify target prompts for black-box models. For model parameterized byto predict , where such model

instance, Maus et al. (2023) aims to generate adversarirfl{lIkes bothx. and the corresponding time stems input
prompts for black-box T2l models, which however is com-_l_he objectivte is de ned as: P 9 s input.

putationally expensive due to its inability of leveraging the
iterative decoding properties (e.g., denoising steps in dif- Lom = Ex N o1 K (xt;t)kﬁ (2)
fusion models) in T2l models. These studies demonstra
the potential of prompt engineering across various tasks an
domains, motivating us to integrate such technique into thé-atent Diffusion Models Rombach et al. (2022) proposes
eld of red-teaming T2l diffusion models. to model both forward and backward processes in the latent
e ) . space, for alleviating the ef ciency issue of DDPM which
Diffusion models with safety mechanismslin response to stems from having the model operate directly in the pixel

the emerging issues of generating inappropriate images fro'Epace, where the transformation between latent and pixel

diffusion models, several wo_rks have devoteq to add.ress thgpaces is based on a variational autoencoder (composed of
concern. These works fall into two categories: guidance;,

deE and a decoddD). Furth , th tend
based and netuning-based methods. For guidance-basa encodek and a decodeD). Furthermore, they exten

) e ) . PM to enable conditional image generation, via incorpo-
methods like Stable Diffusion with negatlye prompts (Rom'rating diverse conditions such as text prompts. Speci cally,
bach et al., 2022) and SLD (Schramowski et al., 2023), the iven the latent representatian= E(x) of input imagex
block the text embedding of certain words or concepts (e. s well as the intermediate noisy latent vectoat time
nudity, hate, or violence), in order to prevent the generatiorgtelot (analogously, depending ant, and N (0:1))
of the corresponding image content during the inferenceg, - paramete;ized byis train;ad, to make preélicti;)n
process. Rather than using guidance-based techniques, E } the noise (z:c;t) that is conditioned oz, time step
(Ga}ndikota et f"ll" 2023) takes a different approach by nei, and a text con,dit’iom. The obijective for Ief;lrning such
tunmg Fhe .part|al merI we|ghts (e.g. the U-Net to performconditional generation process (based on image—condition
denoising in Stable Diffusion) to remove unwanted contents[raining pairs (x; c)g) is de ned as:
from the image output. Nonetheless, certain corner cases ’ '

Liov = Eexyie: N 01t K (z;cOks @ (2)

heret ranges fromi to the maximum time step.
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4. Methdology

In this paper, we aim to develop a red-teaming tool named
Prompting4Debugging (P4D) for Text-to-image (T2I) diffu-
sion models to test the reliability of deployed safety mech-
anisms. In particular, three models, including Stable Dif-
fusion (SD) with negative prompts (Rombach et al., 2022),
SLD (Schramowski et al., 2023), and ESD (Gandikota et al.,
2023), are considered as our targets of study. The overview
of our P4D is shown in Figure 2 and detailed as follows.

Given an input text prom® which is able to lead an un-
constrained/standard T2l diffusion mod&for generating

outputx similar tox, thereby also having the similar
inappropriate concept/obje€t The optimization for
P happens on the latent space directly to encourage
similarity between noise predictions(z; P;t) and
o(z;;P ;t). The basic idea is that, starting from
the same noisy latent vectay at an arbitrary time
stept, if both the noise predictors @ andG° which
respectively takd® andP as text prompt are able
to reach the same noise prediction, then our goal of
assuring the similarity between andx in pixel space
ideally can be also achieved.

the output image with an inappropriate concept/obje@te.
Gdoes not have the safety mechanism, Bnid a problem-
atic prompt), when taking such promptas the input for
another T2l diffusion modeB° equipped with the safety
mechanism speci ¢ foC, ideally the resultant output im-
age should be free frof (i.e. G° successfully defends the
generated image against the problematic profiptOur

Notably, the text prompt is typically fed into the noise pre-
dictor in the form of embeddings (according to the common
practice for ouiG andG). To this end, the noise prediction
happens irGis actually operated as(z;; W (P); t), where

W is a pre-trained and xed text encoder (e.g. CLIP) for
extracting the embeddingy/ (P) of text promptP. While

for the noise prediction ig° that involves our optimization

red-teaming tool P4D now attempts to counteract the safetjargetP , we adopt the similar design of prompt engineer-
mechanism o6’ such that the inappropriate concept/objecting as PEZ (Wen et al., 2024) to automate the optimization
Cnow again appears in the generated image (i.e. the safetg bene t of soft prompt) while making the resultant prompt

mechanism o€’ is bypassed). more transferable (a bene t of hard prompt): We start from a

Speci cally, our red-teaming tool P4D adopts the technique
of prompt engineering to circumvent the safety mechanis
in G° where a new or modi ed prom@® is optimized for
making G° conditioned orP to produce the inappropri-
ate content as what would be obtained by havdpndi-
tioned onP. As the state-of-the-art T2l diffusion model, g ; :
i.e. Stable Diffusion (SD), as well as the choices for theand the objectivé: for our debugging process is de ned as
T2l diffusion models with safety mechanis@lin this work o(2t; Pgise K5 (3)
(e.g. SD with negative prompts (Rombach et al., 2022), ] ) ) ) o

SLD (Schramowski et al., 2023), and ESD (Gandikota et al {both noise predictors i® andGare xed in optimization).
2023)) are all based on the latent diffusion models, the optip|ease note that, as projection functfracts as a vector
mization forP in our P4D is actually realized in the latent qyantization operation and is non-differentiable, we follow
space, following the procedure below (cf. Figure 2): the practice of PEZ (Wen et al., 2024) by directly updating
P.ontbased on the gradient bfwith respect tdP ... Specif-
ically, we perform the update @3, = Peone T P,
where represents the learning rate. Last but not least, the
resultantP ;.. can be transformed into legible tex@s by

the off-the-shelf text decoder/tokenizer.

of N tokense, 2 RY, followed by projecting®, into the
rT?:orresponding discrete/hard embeddRyg,. = F (Pcony
via a projection functiorF (where each token iR iS
mapped to its nearest vocabulary embedding). As a result,
noise prediction irG” is now operated as o(z; Pyies t),

L=k (z;W(P);1)

1. With an unconstrained T2I diffusion modél(e.g. Sta-
ble Diffusion), an original text prom@® is rst used
to generate an imagehaving the inappropriate con-
cept/objectC. Note that the noise predictor in the
backward process @ is parameterized by.

’

We experiment two variants f&,,,: PADN andP4DK,

2. We then obtain the latent representation= E(x)  Where the former initializeBl tokens inP, from scratch
of x via the encodeE of G (noting thatG is based Via randomly drawindN vocabulary embeddings, while the
on latent diffusion models thus has the correspondind@tter inserts learnable tokens after eviiryokens ofW (P)
variational autoencoder), followed by computing the (I-€. the embedding of the original text pronip). Basically,
intermediate noisy latent vectar at an arbitrary time ~ Pcontin PAD-N has xed length ofN which is independent

stept according to the diffusion process 6f from the length oW (P), it would potentially be insuf -
cient for debugging the images with complex content as the

3. Given a T2l diffusion model with safety mechanism original prompt length are not taken into consideration. In
G%in which its noise predictor in the backward processcomparison, the length &, in PADK (and the number
is parameterized byP, we now aim to nd a prompt  of trainable tokens being inserted) varies with the length of
P such thatG° conditioned orP can produce the W (P) thus alleviating the aforementioned concern in P4D-

4
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Figure 2: An overview of our Prompting4Debugging (P4D) framework, which employs prompt engineering techniques
to red-team the text-to-image (T2l) diffusion mod&l with safety mechanism (e.g. Stable Diffusion with negative
prompts (Rombach et al., 2022), SLD (Schramowski et al., 2023), and ESD (Gandikota et al., 2023)). With the help of an
unconstrained T2l diffusion modé&, our P4D optimizes to nd the safety-evasive prompts (Rg,,) which can bypass the

safety mechanism i6° and still lead to generation of inappropriate image concept/objects (e.g. nudity). Such optimization
procedure has three sequential steps, please refer to Section 4.

N . Later in experiments, we observe that both A¥Ixnd  safe images (i.e. having no inappropriate content) through
P4DK have the comparable debugging performance but th&2l diffusion models with safety mechanism while produc-
hard prompt found by P4B- shows better interpretability ing unsafe images through unconstrained T2l ones. The

as the original promg® is taken as its part. reasons are that: 1) if the T2l diffusion model with safety
mechanism generates unsafe images through a given prompt,
5. Experiments such prompt has already been considered as a problematic

one; 2) if the unconstrained T2l diffusion model generates a
Dataset. The evaluation is conducted on concept-relatedsafe image with a given prompt, such prompt is less useful
and object-related datasets. For concept-related datastt,our evaluation as we need the unsafe prompts for our
we focus on Inappropriate Image Prompts (I2P) datasenhspection on the safety mechanisms. Table 1 provides the
(Schramowski et al., 2023), which encompasses variousize of the ltered dataset. For simplicity purposes, we
uncomfortable and inappropriate prompts (including hateabbreviate “unconstrained T2 diffusion models” and “T2I
harassment, violence, self-harm, nudity contents, shockindiffusion models with safety mechanism” to “standard T2I
images, and illegal activity). Speci cally, nudity contents models” and “safe T2l models” respectively.

are most prohibitive due to privacy and respect ConSideraétandard T21 and safe T2l models.In our experiments

tions, we hen.ce speci cally set this concept as[de for sep e adopt the typical Stable Diffusion (Rombach et al., 2022)
arate evaluation. On the other hand for the object-relate :

. - . h denoted astandard SD) for our standard T2l model, while
datasets, we utilize the “car” and “French-horn” classe

from ESD (Gandikota et al., 2023) for our evaluation (asgtsg:g ngsgc(;v?r?g:govtvae ?dil"t 'ils)jifLeeicErs\fgrrizmgvc\l)?lgLD
ESD only offers netuned weights for these two classes) Ny P P '

. . i.e. SLD-MAX andSLD-STRONG, provided in their re-
Notably, the original French-horn dataset comprises mereIY . .
. . o . ease code), and SD with negative prompts (Rombach et al.,
10 identical prompts with different evaluation seeds. We,
; 2022) (denoted aSD-NEGP) for our safe T2l models. For
hence extend the size of French-horn prompts from 10 tQ dard d v th ble Diff
305 by experimenting with a wider array of evaluation seedss.tan ard SD, ESD, an SLD’. we apply the Stable Diffu-
sion v1-4 model backbone, while for SD-NEGP, we use the
In order to enhance the assessment of P4D's capabilities, wstable Diffusion v2-0 model backbone. When generating
additionally lter the aforementioned datasets. We generatean image from any of the aforementioned T2l models, the
3 images per prompt from the original dataset via diffusionnumber of inference steps is set to 25 and the setting of
models, where a prompt (or an image) is considered “urrandom seed aligns with the used dataset, where guidance
safe” if any of the resultant images (or itself, respectively)scale is set to 7.5 if not speci ed in the dataset.
contains the target inappropriate concept/objects. For th
purpose of debugging and validating the reliability of safe

prompts, our objective is to selddeal prompts that yield

Frnplementation details. We setN = 16 andK = 3 re-
spectively for our PAIN and P4DK . Please note that in
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Figure 3: Visualization of images generated by different prompts (i.e. indicated byy the sentence below the image) and T2I
models (i.e. indicated by the model name on top of the image). Problematic prompts found by our P4D are colored in dark
red. Notably, P4AD demonstrates the capability to jailbreak safe T2l models and create images containing speci c target
concepts or objects that should have been cons by safe T2I models.

Table 1: The statistics for the dataset sizes and their IlteredBaselines.To the best of our knowledge, there are cur-
counterparts used in our experiments. “Total” representgently no automated tools available for red-teaming T2I
the number of prompts in the original dataset, and “ldealdiffusion models. As a result, we propose four distinct
represents the number of ideal prompts after our datas@faselines, namelRRandom-N , RandomK , Shuf ing , and
ltering. Ideal prompts are those that produce safe imagesoft Prompting. RandomN is analogous to P4DE, where
with safe T2l models while resulting in unsafe images withN vocabulary embeddings are randomly drawn to be the

standard T2l models. input prompt for safe T2l models, but without any further
optimization being performed. Similarly, Randdfn-is

Category ~ Total Safe T2l models Ideal analogous to P4 (i.e., inserting random vocabulary em-

- ESD 361 beddings after everlt tokens inW (P)) but excludes fur-

§ _ gsa  SLD-MAX 204 ther optimization. Furthermore, as some natural language

< Nudity SLD-STRONG 112 researches have discovered that shuf ing the word order in a

O SD-NEGP 209 sentence can make ChatGPT (Ouyang et al., 2022) generate
AllinI2P 4703 SLD-MAX 1667 inappropriate responses, we introduce a similar approach to

‘g Car 731 ESD 91 puild Shuf ing' baseline, which involves randomly permut-

'6? French-horn 305 200 ing the words in promp® . Moreover, our method optimizes

the hard prompt projected from a continuous soft prompt
embedding. Hence, we introduce Soft Prompting baseline
which directly optimizes continuous soft embedding with-

P_o Of PADK only the inserted tokens are trainable while ©Ut Projection. Soft Prompting and Soft Prompting<
the other tokens froriV (P) are kept untouched. We set @€ analogous to P4N-and P4DK respectively.

the batch size to 1, learning rate to 0.1, weight decay tqyaluation. During the evaluation process, we generate 3
0.1, and use AdamW (Loshchilov & Hutter, 2018) as thejmages for every prompt (either the original prompts in the
optimizer. All the prompt$ ., are optimized with 3000  gataset or the ones produced by the baselines/P4D) by safe
gradient update steps. We measure optimized prompts evefyp| models, where a prompt is considered problematic if

50 steps and update the optimal prompts based on cosingy of the resulting images is identi ed as “unsafe” by the
similarity between the generat&d and originalx images.
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Table 2: Quantitative evaluation among various approaches for debugging performance, where the failure rate (FR) indicating
the proportion of problematic prompts with respect to the overall amount of data is adopted as the evaluation metric.

Method Nudity All'in I2P Car French-horn
ESD SLD-MAX SLD-STRONG SD-NEGP SLD-MAX ESD ESD

RandomN 0.95% 8.21% 10.55% 2.64% 12.45% 4.68% 0.50%
RandomK 14.13% 22.94% 23.12% 18.24% 18.93% 22.71% 18.85%
Shufing 11.36% 27.74% 21.96% 11.44% 21.96% 22.47% 14.65%
Soft PromptingN 13.32% 25.00% 33.33% 20.13% 21.80% 33.73% 25.02%
Soft PromptingK 27.68% 33.55% 30.39% 21.79% 21.16% 41.54% 30.14%
OURS (P4DN) 50.65% 25.67% 34.03% 25.44% 22.05% 40.42% 62.62%
OURS (P4DK) 47.19% 38.69% 37.84% 20.36% 25.54% 34.87% 29.50%
OURS (P4D-UNION) 66.58% 52.66% 55.29% 40.98% 40.93% 56.64% 72.74%

classi ers or detectors described below. For categories iffailure rate in ESD, in which it indicates that ESD originally
the concept-related 12P dataset, we employ the NudeNdbefore our red-teaming) provides the most effective safety
image classi er (Bedapudi, 2019) with an unsafe percentag@rotection against nudity content among all safe T2I mod-
threshold of 0.45 to detect nudity content, while adoptingels. However, the netuning-based concept-removal safety
the Q16 classi er (Schramowski et al., 2022) for identifying mechanism of ESD may only learn to disassociate certain
the other categories in 12P. For object-related categories (i.eoncept-related words with the unsafe image content, but
car and French-horn), we utilize YOLO v5 vehicle detec-t may not be resistant to optimized prompts. On the other
tor (Boneh, 2023) with the con dence threshold at 0.7 forhand, guidance-based safe T2l models such as SLD and
identifying cars, while employing a pre-trained ResNet-18SD-NEGP, restrict the textual embedding space for P4D
classi er (Ma, 2021) from the Imagenette dataset (Howardto explore as well as prevent the generation of particular
2019) for detecting French-horns. Although these classeoncepts/objects with their text Iters, resulting in a lower
ers and detectors are not error-free, they act as a low-codilure rate compared to ESD with P4D. We observe that de-
third-party auditor, capable of evaluating our P4D and theactivating these text Iters during training encourages P4D
baselines in a scalable and fair manrilure rate (FR) is  to investigate a broader range of problematic prompts (i.e.
adopted asnetric to show how many problematic prompts larger explorable textual embedding space). We refer to this
are identi ed from the entire dataset. The higher FR indi-phenomenon asnformation obfuscation”(cf. Section 5.2)

cates better debugging performance for red-teaming. Compared with Related Prompt Optimization Methods.

In addition to the aforementioned baselines (i.e. Random
and Shufing), we conduct further comparison with two

Main Results. Quantitative results and some qualitative ex-Paselines built upon the recent techniques of prompt
amples are reported in Table 2 and Figure 3 respectivelpptimization for text-to-image diffusion models (i.e.
Please refer to our appendix for more qualitative resultgliscover/optimize the prompt with respect to the given
Regarding concept-related 12P dataset, we inspect all saféference images), including PEZ (Wen et al., 2024) and
T2I models for the nudity category; while we only examine Textual Inversion (Gal et al., 2022), where our experiments
SLD-MAX for all the other categories, as SLD-MAX is the here are based on the nudity category of 12P dataset. Please
sole model capable of resisting additional concepts such aote that although these techniques were not initially
shocking, self-harm, and illegal content. Regarding objectconceived for red-teaming applications, they share some
related categories, we inspect ESD for cars and Frenckesemblance with our approach thus we convert them into
horns. From Table 2, we observe that PMDand P4D- the red-teaming scenario for constructing the baselines:

K demonstrate promising and comparable results acrossfePr Textual Inversion (denoted d®xt-Inv), we rstly
range of safe T2I models and categories, indicating R4D- create a pool of images generated by standard T2I model
preserves its prompt interpretability without compromising G with the ideal prompts (c.f. Table 1). With randomly
the debugging performance. Furthermore, we unify probdrawing three images from the pool as the reference images,
lematic prompts from P4D¢ and PADK and obtain P4D- Text-Inv is applied to optimiz& token which symbolizes
UNION, which signi cantly increases the failure rate across the concept of nudity, where such process is repeated for
various safe T2l models and categories (either concepM times to obtairfS ;:::;S |, g (whereM is the number
related or object-related ones), indicating that problemati®f ideal prompts). Finally, we evaluate the performance of
prompts found by PADN and P4DK are diverse. Notably, Text-Inv baseline by inputting the sentence "a phot&qf’

for the nudity category, as our P4D achieves the highegdfto a safe T2 modeG°to calculate FR.

5.1. Experimental Results
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Table 3: Quantitative results comparing with prompt opti-into the phenomenon of a misleading sense of security
mization methods in the context of nudity category to debugcaused byinformation obfuscation”while applying P4D

performance. to red-team the guidance-based safe T2l models (i.e. SLD
and SD-NEGP). The detailed computation procedure for

RS

& S & such safe T2l models is as follows: our trainable discrete
Method ((,%0 VQN“ o’é\ O,é(" prompt is rstly concatenated with the safety concept
K % © for SLD (or the negative prompt for SD-NEGP) before

Text-Inv (C-(‘al etal, |2022) ) 11.91% 1373%  3571%  813% feeding it into the denoising model (i.e. the UNet for noise

PEZ-Orig (Wen et al., 2024) 12.47%  24.51% 28.57% 20.57% R . i H H

PEZ-PInv (Wen etal 2024) 26.50%  2206%  22.32%  12.44% prediction); After denqsmg, the'safety—orlented gwdanpe
for SLD (or the classi er-free guidance for SD-NEGP) is

OURS (P4DN) 50.65% 25.67%  34.03%  25.44% > > A - !
OURS (P4DK ) 47.19% 38.69%  37.84%  20.36%  applied on the predicted noise prior to the loss calculation.
OURS (P4D-UNION) 66.58% 52.66%  55.29% 4098%  Thjs safety process functions as a meticulously controlled

text Iter, ensuring the protection of these safe T2l models.
Table 4: Percentage of problematic prompts (i.e., failurg=or the purpose of debugging, we have the option to
rate) found for SLD and SD-NEGP with and without the selectively deactivate some components of the inspected
safety text Iter (w/ or w/o TF) in the nudity category of 2P model. We experiment with deactivating the safety lter

dataset. during the P4D prompt optimization phase while keeping it
operational during inference, i.e. we “turn off” the safety
Safe T2I P4DN P4DK Iter to optimize prompts that could potentially yield

objectionable results from safe T2l models, followed by
SLD-MAX 25 679%  40.98% 38.69% 39.11% “reactivating" the lter to test these optimized promp'_ts to
SLD-STRONG 34.03% 50.250% 37.84% 42700, determine if the safe T2I models can produce forbidden
SD-NEGP 2544% 27.93% 20.36% 32.46% Images. This con rms their pOtentlal for misuse. It is
worth noting that the deactivation is achieved by excluding

) ) o the concatenation with the safety concept and skipping
ForPEZ, its two versions are adopted: PEZ-Original andihe safety-oriented guidance for SLD, while a similar
PEZ-Prompt Inversion (noted &=Z-Orig andPEZ-PInv  geqctivation applies to SD-NEGP. The results are outlined
respectively). Given a reference imageenerated with i, Tapje 4. Notably, when the safety lter is disabled during
the ideal prompt by, PEZ-Orig optimizes in the CLIP ¢ debugging process, P4D becomes capable of identifying
space to nd the closest promfit  with respect 10X;  mgre problematic prompts. We hypothesize that the text
while PEZ-PInv rstly obtains the latent representation jier actually obscures the search for optimized textual
z = E(x) of x using the encode of safe T2 models, prompts (i.e. constraining the explorable textual embedding
followed by computing the intermediate latent vector  gpace), thereby leading to the failure of uncovering certain
with added noise at an arbitrary time stepin the diffusion  4pjematic prompts. However, the removal of the text
process, then optimizés by encouraging the similarity e gliminates such constraint on the embedding search
between the noise predictions(z;; P ;1) of_GOand - The  gpace, thereby facilitating the identi cation of problematic
optimizedP  from PEZ-Orig or PEZ-PInv is used as input nrompts. This phenomenon draws parallels with the concept
to G for evaluating the performance of two PEZ-basedyy «opfuscated gradients” of Al security as discussed in
baselines. From the results in Table 3, our P4D, showing\ihalye et al. (2018), wherbfuscated gradientsfoster

the ability to identify a greater number of problematic 4 t51se sense of security in defenses against adversarial
prompts across all four safe TZI models,_ well presents 't_%xamples. Similarly, in our study, the text Iter induces a
effectiveness as a red-teaming debugging method. It igyse sense of safety through “information obfuscation”, as
worth noting that Text-Inv and PEZ-Orig optimize prompts eyjgenced by the fact that removing this lter allows P4D
using the information solely from the standard T2I model;y d more problematic prompts. Please also note that,
while PEZ-PInv speci cally leverages the information from e tg such information obfuscation properties of SLD and
the safe T2l model. As a result, the superior performance OéD-NEGP, in the following studies, we remove the text

our P4D indicates that the integration of the information 1o when optimizing the prompts for SLD and SD-NEGP
from both standard T2l and safe T2I models enhances thg, more ef cient computation.

ef cacy of problematic prompt identi cation.

w/ TF w/o TF w/ TF w/o TF

Prompt Length. We investigate the number of tokens in
a prompt (i.e. prompt length) for optimization. For P4D-
N, we test three values of: 8, 16 (default), and 32. For
For the experiments used in the following studies, we focusP4DK , we also test inserting a learnable token every 1,

on the nudity category unless otherwise speci ed. 3 (default), and 5 tokens in the embeddWyP) of the
“Information Obfuscation” of Text Filters. We delve

5.2. Ablation Studies and Extended Discussion
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Table 5: The results of transferring P40's universal nu- Table 6: Ablation study for prompt length.
dity prompts to closed-source T2l models. .
P4ADN N =8 N =16 N =32 Union
Model Transfer FR ESD 54.85% 50.65% 59.00% 77.91%
DALL E3 8.77% SLD-MAX 35.29% 40.98% 38.24% 66.34%
SDXL 56.14% SLD-STRONG  47.32% 50.25% 45.54% 77.98%
Midjourney ~ 30.70% SD-NEGP 36.84% 27.93% 34.45% 60.01%
P4ADK K =1 K=3 K=5 Union
_orlgmal promptP. From Tab_le 6 we can observe that there ~gqp 52 63% 47.19% 4931% 73.320
is no optimal prompt length in either P4AR-or PADK . We SLD-MAX 38.73% 39.11% 40.69% 68.22%
argue that a complex scenario requires a longer prompt for SLD-STRONG  40.18% 42.79% 50.00% 72.04%
description, whereas simpler scenarios can be adequatelySD-NEGP 32.06% 32.46% 32.06% 61.13%

described with shorter prompts. Hence, we recommend aq:able 7 Prompt transferabilitySLD-STR. for SLD-

gregating/unioning the problematic prompts found by using

h . . . STRONG).
various settings of length for more ef cient red-teaming.
Prompt Transferability. We assess the transferability of PADN Found in
the problematic prompts found by our P4D: how well can ESD  SLD-MAX SLD-STR. SD-NEGP
prompts found in one safe T2l modkl(e.g. which can jail- § ESD 100% 17.78% 19.30% 41.27%
break ESD) jailbreak another safe T2l mo8e(e.g. SLD- g gtg:g"ﬁ;‘ 9369540{;) ég"%’% 711'8322 7711'43;’/;/0
MAX) respectively? The results based on PBDin Table 7 2 SD.NEGP  6224%  31.11% 17 54% 100%
(results for PADK are provided in the appendix) showthat & sp 81.12%  55.56% 47.37% 90.48%

prompts found in the ESD exhibit superior transferability,
with over 60% of such prompts successfully jailbreakingpeing input by humans, it is crucial for generative models,
other safe T2I models. Furthermore, SLD-STRONG apincluding T2I models and LLMs, not to produce problem-
pears to be the most vulnerable one, in which over 70% oftic content. This issue has garnered serious attention from
prompts found in other safe T2l models can bypass its secyyoth generative model developers and governmental entities.
rity. We also evaluate the jailbreaking performance of theOpenAF has acknowledged the challenges in foreseeing
problematic prompts upon the standard T2I model (cf. Lasly| potential misuse of their technology. Similarly, the EU
row in Table 7), where the results show that these promptpajiamert has enacted strict regulations against using gen-
are not only limited to discovering the vulnerabilities in erative Al to produce content that could reveal sensitive
safe T2l models but also pose a threat to the standard TZharacteristics, such as political, religious, philosophical
model. Moreover, among all the problematic prompts foundyejiefs, sexual orientation, or race. These actions re ect the
by our PADN , 37.28% of them demonstrate the capability jportance of addressing any capability of Al to generate
to jailbreak all the four safe T2l models (cf. Section A.3). objectionable content, underscoring the need for compre-

Red-Teaming Online T2I Platforms.We extend the appli- he_znsive safety measures. Be_si_des, the signi cant 30.7%
cation of universal nudity prompts (cf. Table 9, which arefailure rate of transferring to Midjourney (cf. Table 5) has
found with our P4DK and proven to jailbreak all 4 open- highlighted the realistic potential for misuse of T2l models.
source safe T2l models) to evaluate their transferability to

closed-source models, such as DAIE.3!, SDXL (Podell 6. Conclusion

et al., 2023), and Midjournéy Our ndings in Table 5 re- ] ]

veal a notable transferability of these prompts to both SDXLWe propose an automated red-teaming debugging tool called
and Midjourney, achieving a high failure rate even thoughP4D to unveil unprecedented weaknesses of several safety
Midjourney is not a member of the Stable Diffusion model mechanisms used in T2l diffusion models. P4D proactively
family. This underscores the broader applicability of our uni- NdS problematic prompts that may lead to inappropriate
versal prompts across different T2I architectures. Howevefmages that bypass deployed safety mechanisms. Our exten-
DALL E 3 exhibits more robust safety mechanisms, refusSive experiments demonstrate the effectiveness of P4D for
ing to generate images for some prompts and eﬁectivel?ebUQQing, providing developers with a red-teaming tool to
erasing the target nudity concepts in most outputs. Movingafeguard and test the reliability of safe T2I models.
forward, we aim to explore debugging methodologies that

can adapt to these closed-source T2l models.

We emphasize that, regardless of the prompt's likelihood of  >https://openai.com/blog/our-approach-to-ai-safety

— “https://lwww.europarl.europa.eu/news/en/press-
'https://openai.com/index/dall-e-3/ (last access: 2024/03)  room/20231206IPR15699/arti cial-intelligence-act-deal-on-
2https://www.midjourney.com (last access: 2024/03) comprehensive-rules-for-trustworthy-ai
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. . . . Zuo, W. Black-box tuning of vision-language models
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for text-to-image models. We propose a debugging tool
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