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The Compilation Pipeline

 How source code becomes a running program ?

O

O

O

O

Preprocessing
= The preprocessor handles #include and #define statement

Compilation
= The compiler turns C/C++ code into assembly language
Assembly
= The assembler converts assembly into object files (.0 or .obj)
Linking
= The linker combines object files and libraries into an
executable
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e Input
o Object code files, information tables
(e.g. foo.o, lib.o for RISC-V)

e Output
o Executable code (e.g. a.out for RISC-V)
o Combines several object (.0) files into a single executable
(“linking”)
e Enables separate compilation of files

o The linker’s job is to figure out where every reference and definitions
should live in the final executable
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What are symbols?

« A symbol

O

O

O

O

O

Any name entity in your program that the linker needs to keep

track of. The symbol includes

Functions (main, printf, malloc)

Global variables (extern int counter)

Static variables (those marked with static)

Class methods

= EX. When you write int global counter = 42; at the top of your

C file, you create a symbol called global counter that points
to a specific spot in memory where the value 42 lives
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Symbol Types

« The linker categorizes symbols into two types that affect
how conflicts are resolved

o Strong symbols includes
o Functions that are defined (have a body)
o Initialized global variables

« Weak symbols

o Uninitialized global variables
o Function declarations without definitions
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Symbol Table

o The symbol table: A linker's phonebook
o Every object file contains a symbol table

Symbol Name

Address

Symbol Table Structure

Binding

Section

Description

main

printf

global_counter

static_var

uninitialized_array

helper_function

Type
FUNC - Function
OBJECT - Variable
SECTION - Section

0x08048400

undefined

0x08049540

0x08049544

0x08049580

0x08048450

24

4

4

1024

16

Binding
GLOBAL - Visible globally
LOCAL - File scope only
- Can be overridden

FUNC

FUNC

OBJECT

OBJECT

OBJECT

FUNC

Symbol Table Legend

GLOBAL

GLOBAL

GLOBAL

LOCAL

GLOBAL

Section
- Executable code
- Initialized data
- Uninitialized data

Aext

UND

.data

.data

dext

Main function entry point
External library function
Initialized global variable
Static variable (file scope)
Uninitialized global array

User-defined function

Address

0x08048xxx - Code segment
0x08049xxx - Data segment

neeine Semaret https://reurl.cc/j6M1zq
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Symbol Table

« We can peek at the symbol table using tools
o “nm” on Unix or “dumpbin” on Windows

# Compile a simple C file
0pR0EeARE0R08888 T main
gcc -c example.c -o example.o
U printf

# Look at the symbol table 000000000224 D global var

nm example.o

https://reurl.cc/j6M1zq
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Symbol Table Example

bar
dec
main
“Here”
num
printf
“%\n”

U: undefined indicates the external file

reference
T: .Text section
D: .Data section

U
U
T
D
D
U

D

1 #include <stdio.h>
2 extern int bar();
3 extern int dec;:

4 int main() {

5 char *output = “Here”;

6 static int num =7,

7 inti=>5;

8 while (i > 0) {

9 | -

10 int temp = bar(num);
11 printf(“%d\n”, temp);
12}

13}

10
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Symbol Table

o What happens when you link multiple object files?
o Step 1: Collect references and definitions
= Symbols that are referenced but not defined

= Symbols that are defined

main.o

Symbols:
main (T)
printf (U)
add (U)

) Collect >

utils.o
Symbols:
add (T)
counter (D)

Symbols:
printf (T)
malloc (T)

Linker Symbol Table

| Symbol | Type | Source
main T main
print T libe
add {0 utils
coul D utils

executable

Resolved Addresses:
main: 0x08048400
printf: 0x08048370
add: 0x08048450
ccccccc 0x08049540

https://reurl.cc/j6M1zq
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Symbol Table

o What happens when you link multiple object files?
o Step 2: Match references to definitions
= For each undefined symbol, the linker searches through all
the definitions it has collected
= Ifitfinds zero definitions, that’'s an “undefined reference” error
= Ifit finds multiple definitions, it applies the strong/weak rules

https://reurl.cc/j6M1zq
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Symbol Table

o What happens when you link multiple object files?
o Step 3: Handle special cases
= Common symbols
« Uninitialized global variables that might be defined in
multiple files
= Static symbols
« These have local scope and don't participate in global
symbol
= Library symbols: only pulled in if they are needed

X %ﬁ\ National Yang Ming Chiao Tung University

https://reurl.cc/j6M1zq
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Where symbols live: The ELF Format

e On Unix-like systems, object
files and executables use
ELF (Executable and Linkable
Format) format

https://reurl.cc/j6M1zq

C code

void fi() { )

N

void main()
—
}
ant xxx() () /
const int BFZE = 1024 l' -
g
const char *str="..."; }'

int varl = OXxAASS;

sl

char msg[18] = "H11"; }/'

struct stat st = {8); } ’

2\
int vecf1e] = { @ }; } >

struct {int x,y,z;) = d
{8 9 8} il

M~

char buffer[10824];

int value;

Sections

ext

rodata

.data

.bss

COMMON

g

Code

The value is stored in ROM and
execute from it. Some
platforms enable the execution
in RAM of some pieces of code
These parts is treated like
data section

Constant data

The value is know in compile
time and not change in
runtime. The data can be
stored and accessed in ROM

Init data

The value is know in compile
time but change in runtime and
need to store in RAM for work
with it

The value is store in ROM but
is accessed in RAM after the
copy

Non init data

This data is not

initialized .bss is filled
with zero initialized and
CoMMON is filled with non
allocated or non initialized
data. But both sections
require be filled to @

System memory

ROM
start
address

Jext
ROM
rodata
data
(storage)
| -
— start
data address
(usage)
bss
RAM

‘ COMMON

Initial
- stack 14

r addr
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A ELF File

o A ELF file is divided into sections
o .text: The actual machine code
o .data: Initialized global variables
o .bss: Uninitialized global variables
o .symtab: The symbol table
o .rel.text and .rel.data: Relocation entries

https://reurl.cc/j6M1zq



A ELF File

ET_REL | ET_EXEC | ET_DYN *+—
EM_ARM | EM_386 | EM_x86_64 | ... +—
EV_CURRENT <+—

123456738 15 U

ox7flllFlIIlll |

Header { Executable header 8
p

’
.,

Program .
headers {
Program header

N
N

typedef struct {
unsigned char e_ident[16];

uint16_t e_type;
uint16_t e_machine;
uint32_t e_version;
uint6g_t e_entry;
uint64_t e_phoff;
uint64_t e_shoff;
uint32 t e_flags;
uint16_t e_ehsize;
uint16_t e_phentsize;
uint16_t e_phnum;
uint16_t e_shentsize;
uinti6_t e_shnum;
uint16_t e_shstrndx;

} E1¥64_Ehdr;

PF_X|PF_W|PFR] ...
PT_LOAD | PT_DYNAMIC | PT_INTERP | ...

typedef struct {

uint32_t p_type;
uint32 t p_flags;
uint64_t p_offset;
uint64_t p_vaddr;
uint64_t p_paddr;
uinté4_t p_filesz;
uint64_t p_memsz;
uint64_t p_align;

} E1f64_Phdr;

Sections &

Section <
headers

Section

Section header

( Important sections:

\

' .interp
.init
plt
Jtext
Lfind
.rodata
.data
bss
.shstrtab

E

o

SHF_WRITE | SHF_ALLOC | SHF_EXECINSTR | ...

SHT_PROGBITS | SHT_SYMTAB | SHT_STRTAB
| SHT_RELA | SHT_DYNSYM | SHT DYNAMIC | ...

. typedef struct {

J uint3z t

uint32 t
uintbs t
uinté4_t
uint64_t
uint64 t
uint32_t
uint32_t
uint64_t

- uintb4_t

'} E1f64_Shdr;

sh_name;
sh_type;
sh_flags;
sh_addr;
sh_offset;
sh_size;
sh_link;
sh_info;
sh_addralign;
sh_entsize;

https://reurl.cc/j6M1zq
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Relocation

o Symbol resolution
o Tell the linker which symbols go with which definitions
o Relocation
o This is where the linker patches up all the addresses in your code

# Before linking

call printf # This is actually "call <placeholder>"

mov eax, [global var] # This is "mov eax, [<placeholder>]"

# After linking

call @x83e48378 # Actual address of printf

mov eax, [@x83849548] # Actual address of global wvar )
https://reurl.cc/j6M1zq
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Common Symbol Resolution Problems

¢ Undeflned References undefined reference to ~function_name®

o Common causes
o Forgot to link a required library
o Misspelled a function name
o Forgot to compile and link a source file
o Function is declared but never defined

https://reurl.cc/j6M1zq
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Common Symbol Resolution Problems

o Link order matters
o The linker processes files left to right

o The linker only pulls in library symbols that are needed to resolve
undefined references it has already seen

# This might fail

gce -lmath main.c # libmath is processed before main.o

# This should work

gce main.o -lmath # main.o is processed first, creating references that libmath can satisfy

https://reurl.cc/j6M1zq
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Shared Libraries and Dynamic Loading

X %ﬁ\ National Yang Ming Chiao Tung University

« Static linking
o Create static executables where everything is bundled together

o With shared libraries
o .so file on Unix, .dll files on Windows
o Some symbols aren’t resolved until the program actually runs

« The dynamic linker
o Id.so on Linux handles this runtime symbol resolution

https://reurl.cc/j6M1zq
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Shared Libraries and Dynamic Loading

« The dynamic linker
o ld.so on Linux handles this runtime symbol resolution
o Lazy binding:
= Function addresses are resolved only when first called
o Global symbol interposition
= Symbols in the main program can override library symbols

https://reurl.cc/j6M1zq
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Debugging Symbol Resolution Issues

e« Nm: List symbols in object files

nm -u program.c # Show undefined symbols

nm -D program # Show dynamic symbols

o« Objdump: Disassembles object files and shows relocation
Info
objdump -t program.o # Show symbol table

objdump -r program.o # Show relocation entries

https://reurl.cc/j6M1zq
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Debugging Symbol Resolution Issues

o |ldd: Show shared library dependencies

ldd program # List dynamic dependencies

« readelf: Detailed ELF file analysis

readelf -s program.o # Symbel table

readelf -r program.o # Relocation entries

https://reurl.cc/j6M1zq
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Performance Consideration
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o Symbol resolution can be a bottleneck for large programs

o Strategies to improve link time
o Minimize symbol visibility
= Use static for functions and variables that don’t need to be
visible outside their compilation unit
= Reduce the number of symbols the linker needs to process

https://reurl.cc/j6M1zq
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Performance Consideration

o Strategies to improve link time
o Avoid Header-Only libraries
= Header-only libraries can lead to code bloat and slow link
times
= The same code gets compiled into multiple object files
o Use Link-Time Optimization (LTO)
= Modern compilers can optimize across compilation units
during link
= This make the linking process slower while potentially making

the final program faster
https://reurl.cc/j6M1zq
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Linker Script

« The main purpose of the linker script
- Describe how the sections in the input files should be mapped

into the output file
o To control the memory layout of the output file

26
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Linker Script

e Put code section on 0x10000 and
data section on 0x8000000
e Line 1: declare the SECTIONS

o Line 3: “.”is location counter
o Location counter represents the current
location of the section
o The value of initial location is O

SECTIONS
z2 {
.= Bx10080 ;
4 Stext
I
L
6 £ _text)
+
8 . = BxE00B00a ;
.data :
i {
£ _data)
12 1
hss

27
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Linker Script

Put code section on 0x10000 and
data section on 0x8000000
Line 2: set the location counter to
0x10000
Line 4: Define .text section
Line 6: put all input files’ .text
Input section here
*Is a wildcard symbol
Line 8: move location counter to
0x8000000

SECTIONS
z 1
.= Bx10080 ;
4 text
1
6 £ _text)
T
8 . = BxE00B00a ;
.data :
5 r
£ _data)
12 1
_bss
14 1
¥( _bss)
16 1

https://reurl.cc/0OaLmZA 28
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Linker Script

test.ld

SECTIONS

{
ex10000;
*(.text) }

text
Bx5060000 ,
*(.data) }

*¥(.bss) }

.data

.bss :

1
2
3
4 .
5
6
7
8 )

main.c

test.c

1 wvoid test(void); 1
2 2
3 int global bss; 3
4 int global data = 123; 4
5 5
6 dint main() &
7 {
8 global bss = @;
g test();
16 global data++;
11 return 8;

12}

void test(void)

{

}

int i;
// do nothing.

for (i

https://reurl.cc/0OaLmZA

9; i < 10000;

i++};

29
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Llnker Scrlpt 1. Virtual I\_/Iemo_ry Address (VMA): the ao_ldr_ess
the section will have when the output file is

1 $ gcc -c main.c test.c run

: i ! e i reste 2. Load Memory Address (LMA): the address
| at which the section will be loaded
5 a.out: file format elf64-x86-64

6

7 Sections:

8 Idx Name Size VMA LMA File off Algn

h @ | text 000EAR4e OBPOEODDAEB10008| COPEEOEEADE1BEEE DBD10GBE 2%*
1@ CONTENTS, ALLOC, LOAD, READOMLY, CODE
11 1 .eh_frame 000EAR58 ©BPOEODDAGB16048 OOOEEODEBDE1B04E 0OE16848 2%*3
12 CONTENTS, ALLOC, LOAD, READONLY, DATA
13 2 ) data PBEEERA4 OOPODAOOHELEEPRRE OROBPODEOSLOLLEOE | PE2REBRE 2%%*)
14 COMTENTS, ALLOC, LOAD, DATA
15 3 .bss 600EARE4 OBDODODDASENEEA4 COPBEODEA3EEER4A DO2BEGBA 2%*2
16 ALLOC
17 4 _comment 80BEER11 ©BHOEDEBDAEBREEGE CEPEEEEEEDEEREEEE DB2BEEBA 2%*@
18 COMTENTS, READOMLY

30
https://reurl.cc/0OaLmZA
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What is SBI?

o SBI stands for RISC-V Supervisor Binary Interface
o System call style calling convention between Supervisor (S-mode)
and Supervisor Execution Environment (SEE)

e SEE can be:

o A M-mode runtime firmware for OS/Hypervisor
running in Hypervisor (HS)-mode

o A HS-mode Hypervisor for Guest OS running in
Supervisor (VS)-mode

Appl

App?2

ABI

ABI

OS (S-Mode)

SEE (M-Mode)

https://reurl.cc/nlkpGe

31
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What is SBI?

o SBI calls help:
o Reduce duplicate platform code across OSes (Linux, FreeBSD ...)
o Provide drivers for an OS which can be shared by multiple
platforms
o Provide an interface for direct access to
hardware resources (M-mode only
resource)

Appl App?2
ABI ABI
OS (S-Mode)

SEE (M-Mode)

https://reurl.cc/nlkpGe
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What is OpenSBI?
o« OpenSBlis

o An open-source implementation of RISC-V Supervisor Binary

Interface (SBI) specifications

o Aim to provide runtime services in M-mode

O

Provide reference platforms for generic simple drivers
= E.g. PLIC, CLINT, UART ...

s https://qithub.com/riscv-software-src/opensbi

https://reurl.cc/nlkpGe

33
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Summary

o Symbols are named entities (functions, variables) that
need addresses in the final executable

o The linker follows specific rules to resolve conflicts
between multiple symbol definitions

34



