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Public Key Encryption

o

>
Doctor encrypts EMR under Bob’s public key
Doctor
V\ - <
v Bob decrypts EMR under his private key
Bob

Medical Cloud



Limitations

1 Bob is the single and known recipient of data
* Unknown recipient?
* Many recipients?

* More may join system later?



Attribute-Based Encryption [swo5]

Flexible data sharing:

Who should have access to my data?




ldea

Ciphertexts: associated with access formulae

AN BWX\

Private Keys: associated W|th attributes

{A, B} satisfies (A/\B)\/C




Example 1: Job Posting

Encrypt a job posting

i

2 yeas
experience



Example 2: Police Department

An informant encrypts a message for anyone in the
internal affairs office or anyone who is undercover and in the

central office .

Int. Affairs @

Undercover Central



Example 3: Technology Company

exec. level >=5 marketing

hire date < 2002



Example 4: Johns Hopkins Hospital

'I/q

Doctor of patient

Parent of patient Patient is minor



Example 5: EMR (Electronic medical record)

Pathology @

VS Surgery
(Visiting staff)



Example 5: EMR (Electronic medical record)

Authority

se MK to produce S

“Surgery” “Medicine”

”VSH uVSn

<)



Example 5: EMR

Pathology @

VS Surgery

“Surgery” “Medicine”

”VSH llvsll




Example 5: EMR

v
//

Pathology AND

/ 'S JSU rgery

“Medicine”

”VSH llvsll

<)



Example 5: EMR

Pathology

“Surgery” “Medicine”

”VSH llvsll

<)



Avoid Collusion Attacks
Keys must be
personalized e @

IIVSII

“Medical”




Key Personalization

So they can’t collude!

“Surgery”



[BSWO07,LW11] CIPHER-POLICY ABE



Cipher-policy ABE

* Secret keys are labeled with a set of attributes

* Ciphertext is associated with access structure
that control which user is able to decrypt the
ciphertext.



Setup

* Bilinear map: e
—e:G,xG; ->G,
— G, has prime order p
— g is a generator of G,



Setup

e U={a,=child, a,=<120cm, ... ,a_}

— U is the set of all attributes

* H:U->G;

1 @
Q) €@
4 5 6
7 8




Setup

* MK(master key): used to produce user’s secret key
— Choose o, B €7,

— MK =(B, g%

* PK(public key): used to produce ciphertext
— PK=(g, 8P e(g ©)®)



Encryption

* Encrypt(M(plaintext), T (access tree), PK)
Choose a polynomial gx for each node:q,, q,, g5, ..., Qg.

degree(qgx) = K(x) - 1
degree(q,) =0
degree(q,) =1

degree(q3) -1 . Encrypt(M(pIaintext),.T(access tree), PK)
Choose a polynomial gx for each node:q,, 9, a5, ..., Qs.
degree(q,) =0

% degree(ax) = K(x) - 1
degree(q,) =0
degree(qs) =0 degree(qi) =1
° degree(q,) =1

degree(q,) =0

3

degree(qg) =0



Encryption

Choose a random s € Zp

q,(0)=s 1 @
62(0)=q1(2) @ m 43(0)=q1(3)
“child” | “<120cm” |l d P W :
- s - e

q4(0)=g2(4)  q5(0)=q2(5) q6(0)=q3(6)

q7(0)=q3(7)

0|8(0)—0|3(8)



Encryption

* Output
~ T, Me(g g)*, C=gP® 0
— (C4 = gq4(0) : @ ®3

c8 ‘sl
4 5 6
7 8

— C4’= H(child)+(®

?

C8’




Key Generation

@®KeyGen( y ={ “child”, “student”, “<20” }, MK )
* Chooser €2,
* Choose Tchild: Vstudent» T<20 € Zp
* Output
— D= g(a'l'?”)/B
— Dechild = g" X H(child)"child
Dstudent
D<20

—  D’child = grchild
D’student
D’<20



Decryption

Cipher text C * Private Key
— T, Me(g, )%, C=gPs + D=g(®+n/B
_ 0
- ca=gh(0) + Dchild = g7 X H (child)"ehild
g Dstudent
C8 D<20

_CA= i1d)4.(0)
C4 H(Chlld) e D’child = grchild

% D’student
Cc8 D'<20



: €@

@ @
"
e(Dstudent,C)) ra (o
* = =e(g g) b
e(D student’C,6)
. €(D@,CT)
~e(D.CY)

e (g H(i)™ h-(©)

e(gri, H(i)1=(0))
= e(g,g) "),
+ e(g g)h® =e(g )"



Me(g, g8)** / e(C, D)
= Me(g,g)® / e(ghs, g(a+n/P)
=Me(g g)~ ">

Me(g g)~ "> -e(g @)™ =M
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1 O
—1 0 S
2
2 2
3
s+r \ (foréd)
—T (for 5)

Our implementation
(Linear Secret Sharing Scheme)

“disabled”




Encryption ; EMRs

Decryption :
‘001.)(m| |6 | | preview

Access Formula
mEsE:  [Bob [BomTW:  [A123456789 |FREEURES : 123456  [#RBI: |2 [XHESEMM:  [2009-11-25 04:00:00
EmRR: 2| [hEw: lamats €8 : [2000-01-01 [sa :  |[BiLEA=IRSEAREE1003%10i2:210
[RAEEM) : (02) 12345678 (2 E1E5E(0) : (02) 12345678 | : 921111998 [mailto:22223333@gmail.com
EEES : CENS

. . RAREW® : (02) L FEE/EE(0) : (02) . e :
EREEBA : RE % : e e FH: 921111998 mailto:22223333@gmail.com

. . RAREW® : (02) A EIR’E(0) : (02) . e :
EREEA RIS W& : 12345678 12345678 FH 921111998 mailto:22223333@gmail.com
BRE TREERD  BAME : ShEHER ERPRAUES HO001 %k : H23456 fBSR: HI12345 HMESMH : 2001-01-01
BReERE M : -

» EAEE | (XFHR)

o BEE-EWEEY | IFHIL)

o BHE-EWEE | (IFHL)

o BHE-IRREE | IFHL)

» B RREE(ADR) : (XF#d)
o fiRBESE © (LFHIL)

EHBERE o ERED : (XFEHR)

o BERFEE  (XFHL)

Continuity of Care Document:
XML-based standard




Encryption |1
Decryption :

EMRs

Access Formula

‘001.)(m| |v || preview

|" :Pathology” OF (" W3" AND " Surgery")

plogy

F_tp Success

Encryption done

OK




T&Attribute—Based- : ncryption DEM

Encryption

1
Decryption F

uUser

Ciphers

Dr. Alice

a4 wSs.decryptionkey
4 Surgery.decryptionkey

—
Qeslf—_‘ﬂ|v|| policy?

plogy




T&Attribute—Based- : ncryption DEM

Encryption

1
Decryption F

uUser

Ciphers

Dr. Alice

a4 wSs.decryptionkey
4 Surgery.decryptionkey

plogy

25.aes128 |~ || policy?




=% Attribute-Based Enc

Encryption :
Dechyption . a4 ws.dec tionkey
Dr.Alice - §§|4:Surger;3dpecryptiunkey
Ciphers
a 25.aes128 | v| | policy?
7 file:/ifhome/liting/SEAT/bin/demoGUI/decrypted EMRs/25.plain - & |-‘]v Google
mBEE:  [Bob [SHEFW:  [A123456789 |FEEESRER : 123456 [#ER): [ [cAFEE4RSM :  [2009-11-25 04:00:00
EE®R . [BE & lagalts &8 : [2000-01-01 [l : [&1L86 = RSB AR 100551022 10
|§ﬁ§|'§§§(ﬂ} 1 (02) 12345678 |ﬂ‘§JE§§(D) 1 (02) 12345678 ‘¥% 1921111998 |maﬂt0:22223333@gmaﬂ.cnm
EEES : BEEE
. . RARE®M : (02) NEIEEO) : (02) . . .
ESEEBA RS W& : 12345678 12345678 Fi# 921111998 mailto:22223333@gmail
. . HHAEE®: (02) L FEE/E(O) : (02) . . .
ESEEBA ; RIE W& : 12345678 12345678 FH# 921111998 mailto:22223333@gmail
BRE SEERRT  BAMI - ShEtEr  ERPRAUES - HO001 8% : H23456 B%: H12345 WA : 2001-0°
BEEEE EMASHE : -
e EXER | (XFHMR)
o BEIE-EYIAE | (IFME)
o BEIE-BEVIAE : (IFHME)
o EBBIE-IRIRIBE | (XFHR)
o EMARREADR) : (3FEGR)
o fRIESE : (SLFHOR)
. o BERFEP : (XFHR)
EWAERE o BERDE  CIEFMR)
o Hith{E ABERDP : (ZFMIR)




—User

. 513 Medical.decryptionkey
Dr.Smith §E|5_V5.decryptiunkey
e ——— L —
~Ciphers
|25.aesl23 |v| | policy?
ology

-,
@ Failed

il

Decryption filed




e Questions?

 Thank you



