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Birth of Bitcoin

e Described by Satoshi Nakamoto (® # %) in 2008

e Introduced as open-source software on the evening
of January 3, 2009

Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution. but the main
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
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http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf
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Hash Function #&/% Sidkc

e An efficient function mapping binary strings of
arbitrary length to binary strings of fixed
length, called the hash-value or hash-code

(fingerorint. checksum)

K onstructions for hash functions based on a block
pher are studied where the size of the hash co

s equal to the block length of the block « ||||n'l and
where the key size is approximately equal to the "\
biock kengeth A general model is presented, and

LIS ~.|um|‘ Tl-u'. ‘.| IS lnlrﬁc'l covers Y '-ll-'l‘ll\ ’l At

¥ »c',:'.w.«lu:i in the literature. Within this ger

el bl st achussies et tis shown h 793021568

khat 12 of these are secure: they can be reduced to

I 0%
asses based on linear transformations of variables
The properties of these 12 schemes with respect
weaknesses of the underlying block cipher ar d
od, The same approach can be extended to studs
keved hash functions (MACs) based on block «
phers and hash functions




SHA: Secure Hash Algorithm

e The Secure Hash Algorithm is a family of cryptographic hash functions
published by the National Institute of Standards and Technology
(NIST) as a U.S. Federal Information Processing Standard (FIPS)

; ; Output Internal state  Block Bitwise Security
Algorithm and variant size (bits)  size (bits) size (bits) Fietlilzio operations (bits)
SHA-1  FiPs 180 160 160 512 8o 2N Onadd Theoelcs
SHA-224 224 256 512 64 and, or, xor, 112
SHA-256| Bitcoin 256 (8 x32) shr, rot, add 128
SHA-2 sHA-384 384 192
SHA-512 512 512 and. or. xor 256
FIPS 180 y Ul )
SHA-512/224 224 (8x64) 10%* %9 shrrotadd 112
SHA-512/256 256 128
SHA3-224 224 1152 112
SHA-3 [spA3-250 - UM 556 1088 128
(Keccak 256) 1600 24 and, xor,
cips 20 SHA3-384 384 (5x5x64) 832 rot, not 192

SHA3-512 512 576 256


https://en.wikipedia.org/wiki/Secure_Hash_Algorithm

Merkle-Damgard Construction
for SHA-1/ SHA-2

Padding

Message Message ... |Message
(block 1) (block 2) (block n)
# 7T~ oY l l l
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1@
1\. /
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SHA-256

e One iteration in a SHA-2 family compression function
e The blue components perform the following operations

Ma(A,B,C) = (AAB)® (AAC) & (BAC)

Ch(E.F,G) =(EAF)@® (~EAG)

Yo(Ad)=(A>2)d (A>3 13)d (A>3>22) \ vr
Li(E)=(E=0) ¢ (E=311) ¢ (E=225) . e«
-l
e The bitwise rotation uses different as
constants for SHA-512 E.—-Eﬂ
e The given numbers are for SHA-256 507 -

» [ is addition modulo 232 W
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http://upload.wikimedia.org/wikipedia/commons/7/7d/SHA-2.svg
http://en.wikipedia.org/wiki/SHA-2
http://en.wikipedia.org/wiki/SHA-2
http://en.wikipedia.org/wiki/SHA-2

Block #0

Summary

Number Of Transactions
Output Total

Estimated Transaction Volume
Transaction Fees
Height

Timestamp

Received Time

Relayed By

Difficulty

Bits

Size

Weight

Version

Nonce

Block Reward

Transactions

4ade1ed4baab89f3a32518a88¢31bc871618f76673e2cc77ab2127bTafdedalddb

No Inputs (Newly Generated Coins)

Hashes
1 Hash 000000000019d6689c085ae165831e9341T763aed6a2a6¢ 172b3f1b60asce26f
50 BTC Previous Block 0000000000000000000000000000000000000000000000000000000000000000
0BTC Next Block(s) 00000000839a28e6886ab5951d761411475428ac90947ee320161bbi15eb6048
0BTC Merkle Root 4a5e1e4baabs9f3a32518a88c31bc87618176673e2cc77ab2127b7afdeda33b
0 (Main Chain)
2009-01-03 18:15:05
2009-01-03 18:15:05
Hniyiown Be Your Own Bank.
1 Use your Blockchain wallet
to buy bitcoin now.
i v GET STARTED -
0.285 kB @ BLOCKCHAIN
0.896 kWU
1
2083236893
50 BTC
2009-01-03 18:15:05
—p 1A1zP1eP5QGefi2DMPTfTL5SLmv7DiviNa 50 BTC

50 BTC
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Block % 3.

Block Header

e Previous Hash

Merkel Root

Nonce

— ——,

http://bitcoin.org/bitcoin.pdf # * B
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http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf

Block #534200

Summary

Number Of Transactions
Output Total

Estimated Transaction Volume
Transaction Fees
Height

Timestamp

Received Time

Relayed By

Difficulty

Bits

Size

Weight

Version

Nonce

Block Reward

169

624.18996341 BTC
7.13403894 BTC
0.01235101 BTC
534200 (Main Chain)
2018-07-29 03:59:19
2018-07-29 03:59:19
SlushPool
5,178,671,069,072.25
389437975

67.031 kB

225.103 kWU
0x20000000
1962295696

12.5BTC

Hashes

Hash

Previous Block 00000000000000000014cbbac6073caabad4a63b6d78754a2beedi9a065aa399

Next Block(s)

Merkle Root

-

Be Your Own Bank.

Use your Blockchain wallet
to buy bitcoin now.

GET STARTED =

€ BLOCKCHAIN

00000000000000000035f53ec665dfcb65b6d946215d8dec6421d19f43373436

01296f783¢cf96ed0b7 175f5ca241ae6cc5500842dad4e0a7d3cad43cb43a6af9

15



Transactions

M50337f00af20b0a6e 5 572a91115b03a2bbab03afeide094d031e55d6a23es

No Inputs (Newly Generated Coins) g

15163d2c56d300581c4306c 784 36e5d9c 53ba1fT40ebTid599a067621238354

11595zdZyyqBwG1TGOKRJDwiagZtdxdM3L
1Eb8buAUHVNIHASXJUICFEVAhTGDnyXom
1NBEPcV47BRGEHMNTVPeyJ7sV3mUWagitsK

T95a3fcc0eed90813c3dafded4404a06a5c9507bc80b650d09C 238 221710

18bY4zkJiErgmds7Wd1Q2dsuhPWgWyJDhE
1ABkcFYKXEZ3uLY J4dxkGO6P3TSfAdpMa

1CKEKHYEMHgYvmRQ4PAafKY Drg1ejbH1cE
Unable to decode output address
Unable to decode output address

g 1BuVTTDJ7ysr1BBRFVTVIZAnDOrHYVDvURY
J6EQIBKESVTIX90XMT]2PEyzxmmantowKy

g 1FzzXCEWmbsxxEDeebnFoTCTuSNGDMbfcU
34eFgSelin1hdWsyftY4reDMkQagaVrb14

2018-07-29 03:59:19

12.51235101 BTC
0BTC
0BTC

12.51235101 BTC

2018-07-29 03:57:17

0.00840876 BTC
0.02142695 BTC

0.02983571 BTC

2018-07-29 03:58:23

0.24257527 BTC
0.60312843 BTC

0.8457037 BTC
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http://www.ithome.com.tw/news/105677
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Bltcom Pizza Day Celebratl ng the Pizzas

Bought for 10,000 BTC

Today, bitcoiners the world over will celebrate the anniversary of the most expensive pizzas in history

Bought on 22nd May 2010 by Laszlo Hanyecz, the programmer paid a fellow Bitcoin Talk forum user 10,000
BTC for two Papa John's pizzas. Back then — when the technology was just over a year old

— that equated to
roughly $25, butis $5.12m by today’s exchange rate.

http://www.coindesk.com/bitcoin-

Izza-day-celebrating-pizza-bought-10000-btc
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21,000, 000 BrCs

2009.1.3 ~ 2012.11.28 (Block #0 ~ #209999): 50 bitcoins per block

2012.11.28 ~ 2016.7.9 (#210000 ~ #419999): 25 bitcoins per
block

------ Done 1in 2140: AIl 21,000,000 bitcoins are issued
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wx 21008 BTCs

ks % 7 10508 BTCs i 1/2
kst w7 3/4

locks % 7 7/8

ocks( I )% =

3/4 + (9/21)*(1/8)=0. 804
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o %75 b " (Cryptocurrency)

B BIBERERAFRE L E IR HE 4]
B A o BABE R AEKEE (A HERERET)
- ff o LA 2009 5 % - B3¢
Ky 152 ‘;H'Xz‘gj%‘ﬂv& ’ﬂgif%ﬁbzﬁf?‘:}{%‘l‘oé
S BAERE LR AS B r"*;?ﬁ;ﬁ 0 VP R ARFT
altcoins ° 2018/5‘«‘&»?‘ = 7 altcoins— + Y F #&
» Ethereum ° Ripple » Litecoin ...
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https://www.inside.com.tw/2017/10/18/coin-cake
https://www.inside.com.tw/2017/10/18/coin-cake
https://www.inside.com.tw/2017/10/18/coin-cake

The Book “Mastering Bitcoin”

O'REILLY"

Mastenng

Bitcoin

UNLOCKING DIGITAL CRYPTOCURRENCIES

Andreas M. Antonopoulos

25
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Block Chain

Longest Proof-of-Work Chain

Mining 7 7%

Block Header

—®» Prev Hash

Nonce

Block Header

Merkle Root

> Prev Hash

Block Header

Merkle Root

e

Hash01

r

N

Hash23 |

Hash2

oA Tk

L

Prev Hash

Nonce

Merkle Root

/ \ Merkle Branch for Tx3

27


http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf

Merkle Tree / Hash Tree

(e B o 2o @B,
Root

@) )

@ @ @ @ ) @y G
@@@@@@@@@@@@@

HEYOD( [HCYTAD) [HCYE2D) |HCYE3D) (HOY[4Ty (HCYSD) (HCYEeD) [HCYEZDy - (RCYIoDy (HEY[HD) JHCYTi=2Iy|HCYI3D) [HCY4D) [HCYISI)Y [HCYIeTy (H(YL71)
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http://upload.wikimedia.org/wikipedia/commons/9/93/MerkleTree2.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree1.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree1.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree2.jpg
http://commons.wikimedia.org/wiki/File:MerkleTree2.jpg

Proof-of-Work 1 it& &P

e¢ "The proof-of-work involves scanning for a
value that when hashed, such as with SHA-
200, the hash begins with a number of zero
bits.”

29
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Hash Function #&/% Sidkc

e An efficient function mapping binary strings of
arbitrary length to binary strings of fixed
length, called the hash-value or hash-code

(fingerorint. checksum)

K onstructions for hash functions based on a block
pher are studied where the size of the hash co

s equal to the block length of the block « ||||n'l and
where the key size is approximately equal to the "\
biock kengeth A general model is presented, and

LIS ~.|um|‘ Tl-u'. ‘.| IS lnlrﬁc'l covers Y '-ll-'l‘ll\ ’l At

¥ »c',:'.w.«lu:i in the literature. Within this ger

el bl st achussies et tis shown h 793021568

khat 12 of these are secure: they can be reduced to

I 0%
asses based on linear transformations of variables
The properties of these 12 schemes with respect
weaknesses of the underlying block cipher ar d
od, The same approach can be extended to studs
keved hash functions (MACs) based on block «
phers and hash functions

31



Security Properties

h(x)

preimage resistance

X1 .?sz?
h

h(xy) = h(xy)

second preimage
resistance

.X,']:? .7C2=?
h

h(x1) = h(x)

collision resistance

32



SHA-3 Competition Winner:
Keccak

e Designers:
Guido Bertoni (Italy) of STMicroelectronics
Joan Daemen (Belgium) of STMicroelectronics
Gilles Van Assche (Belgium) of STMicroelectronics
Michaél Peeters (Belgium) of NXP Semiconductors

e Not very fast in software implementation, but in hardware
Implementations it is notably faster than all other finalists

e In its largest instance, the state consists of a 5 x5 array
of 64-bit words, 1600 bits total

Reduced versions are defined for smaller power-of-2 word sizes w down
to 1 bit (25 bits total state)

Smaller state sizes can be used to test cryptanalytic attacks
Intermediate state sizes (e.g., from w=4, 100 bits, to w =32, 800 bits)
also provide practical, lightweight, alternatives



Applications

e Verifying the Integrity of Files or Messages

Password Verification
File or Data Identifier
Pseudorandom Generation & Key Derivation
Proof-of-Work (POW)

34


https://en.wikipedia.org/wiki/Cryptographic_hash_function

Hash Function Usages

e Double SHA256, I.e., SHA256(SHA256())
Merkle Tree
Block Hash
Transaction ID
e RIPEMD160(SHA256())
Bitcoin Address

35



Bitcoin Address

e Address = RIPEMD160(SHA256(public key
representation))
e Example

ECDSA private key = 18E14A7B6A307F426A94F8114701E7C8E774E7TF9A47E2C2035DB29A206321725
Public key P = 04 50863AD64A87AEBA2FE83C1AF1A8403CB53F53E486D8511DAD8A04887E5B235
22CD470243453A299FA9E77237716103ABC11A1DF38855EDG6F2EE187E9C582BA6

SHA256(P) = 600FFE422B4EO0731A59557A5CCA46CC183944191006324A447BDB2D98D4B408
RIPEMD160(SHA256(P)) = 010966776006953D5567439E5E39F86A0D273BEE

Address (Base58Check encoded): 16UwLL9Risc3QfPgBUvKofHMBQ7wMtjvM

e Baseb8 is a set of lower and capital letters and numbers without
(0, O, |, 1), I.e., 0 (number zero), O (capital 0), | (lower L), | (capital i)

36


https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses#How_to_create_Bitcoin_Address
https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses#How_to_create_Bitcoin_Address
https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses#How_to_create_Bitcoin_Address
https://en.bitcoin.it/wiki/Technical_background_of_version_1_Bitcoin_addresses#How_to_create_Bitcoin_Address
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Bitcoin Transactions % %

Transaction Transaction Transaction
Owner 1's Owner 2's Owner 3's
Public Key Public Key Public Key

Hash Hash Hash
4' Yers, | i' Vers, ¢
Owner Q's Owner 1's Owner 2's
Signature v Signature v Signature
< e
o o
’ )
Owner 1's Owner 2's Owner 3's
Private Key Private Key Private Key
J
Must be protected very well!!! 41
¢ A Fh
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http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf

Combining & Splitting Value

e “To allow value to be split and combined,
transactions contain multiple 1nputs and
outputs.”

Transaction

> N Qut -
> |n -
-

42
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http://bitcoin.org/bitcoin.pdf
http://bitcoin.org/bitcoin.pdf

Inputs

Input 1
Input 2
Input 3
Input 4

Total Inputs:

Transaction as Double-Entry Bookkeeping

Value + Outputs
0.10 BTC - Qutput 1
0.20 BTC . Output 2
0.10 BTC = Qutput 3
0.15 BTC .
0.55 BIC - Total Qutputs:
Inputs 0.55BTC
Qutputs 0.50BTC

Difference 0.05 BTC (implied transaction fee)

Value

0.10 BIC
0.20 BIC
0.20 BIC

0.50 BTC

Figure 2-3. Transaction as double-entry bookkeeping

“Mastering Bitcoin” by Andreas M. Antonopoulos

43




Transaction 7957a35fe64f80d234d76d83a2a8f1a0d8149a41d81de548f0a65a8a999f6f18

INPUTS From OQUTPUTS To
om et etasweteth o sAkesAddes G109 )
Transaction Fees: 0.0005 BTC
Transaction 0627052b6f28912f2703066a912ea577f2ced4dadeda5a5thd8a57286¢345¢2f2
INPUTS From QUTPUTS To
| 795723 5fe64180d234d7683a2a 8f1a0d8149a41d81de548f0a65289996618:01 1S T T S S =S T ST ST TS S s === == - = - ==
l?95?a35 e64 oc:ilzgﬁdazaza 1aDd8149341d8(1)d%4§ gag%a(&a?g% 18: D. LOlJtBU_t fU_BEb_s ﬁd_dr_es_s T _{1 0_1 EO _BT_C_(s_p e_nt_ _:

(change) 0.0845 BTC (unspent)
0.0005 BTC

Transaction 2bbac8bb3a57a2363407ac8¢16a67015ed2e88a4388af58¢f90299e0744d3de4

o _____Mputsfrom OUTPUTS To
:%2?05%61‘289128%?3066391.'J.ea5??&{&4{134(3&{1]‘5&8?;83%?]?26(345c2f2 -0 : Output #0 Gopesh's Address 0.0100BTC (unspent)
B * mmp Output #1Bob"s Address (change) 0.0845 BTC (unspent)

Transaction Fees: 0.0005 BTC

Figure 2-4. A chain of transactions, where the output of one transaction is the input of

the next transaction
44

“Mastering Bitcoin” by Andreas M. Antonopoulos



Transaction view information about a bitcoin transaction

0627052b6128912f2703066a912ea577f2ce4dadcaa5a5ibdBas7286¢345¢2f2

1GdK9UzpHBzqzX2A9JFP3DidweBwggmoQA

. - (Unspent) 0.015 BTC
1Cdid9KFAaatwczBwBttQewXYCpvK8h7FK (0.1 BTC - Output) )
1Cdid9KFAaatwczBwBHQcwXYCpvKB8h7FK -
(Unspent) 0.0845 BTC

oo

Summary Inputs and Outputs

Size 258 (bytes) Total Input 0.1 BTC
Received Time 2013-12-27 23:03:05 Total Output 0.0995 BTC
Included In 277316 (2013-12-27 23:11:54 +9 Fees 0.0005 BTC
Blocks minutes)

Estimated BTC Transacted 0.015 BTC

Figure 2-8. Alice’s transaction to Bob’s Cafe

45
“Mastering Bitcoin” by Andreas M. Antonopoulos
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Block Forking % #.4 %

e Occasionally, a fork appears in
the block chain, i.e., two miners
happen to validate a block of - - -
transactions near-simultaneously

Block A

Block B

vl
N

e If a fork occurs, people on
the network keep track of
both forks -

e Miners only work to extend

whichever fork is longest in
their copy of the block chain -

Block A

e
N

Block B




Confirmations

e A transaction 1s not considered confirmed until

[t 1s part of a block 1n the longest fork
At least 5 blocks follow 1t in the longest fork

In this case, we say that the transaction has “6
confirmations”

e 10 minutes per block (in average)

e Payee must wait 60 minutes

Alice
pays

) L Alice

_ --,._:.'!"l"*'“ [ ' ' |
F:"HEI'R - - -
i harlie | | |

48



PUBLIC KEY CRYPTOGRAPHY
(PKC)YAS@EHS




Symmetric Cryptography

Encrypt 4v

/" T N
Plaintext p? < Symmetric key  Ciphertext % <
AN \ v

Decrypt %%

DES (Data Encryption Standard)
AES (Advanced Encryption Standard)



Asymmetric Cryptography

* New Idea: Use the "mailbox” principle
« Everyone can drop a letter
« But only the owner has the correct key to open the box

« 1976: first publication of such an algorithm by
Whitfield Diffie and Martin Hellman
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% & 4K - O b4k
Private Key LW TR Public Key

B #cF 1 Bt P

Whit Diffie = Martin Hellman ** 1976 & #& ) )t B &



Public Key Cryptosystem 24 % 75 & st

Public key
\

Plaintext ¥ ~ — Encrypt *v %
N N
Decrypt j2% <« Ciphertext % <
0
Private key

RSA (Rivest — Shamir — Adleman 1977)

ECC (Elliptic Curve Cryptosystem ¥/l & 4% 75 & L)



Digital Signature # i &

Publii: key

Signature — Verify %% &
N N
Sign &% <«
T
Private key

Message

= B (Integrity)
7 #w] 14 (Authentication)
* 2 ¥ E i (Non-Repudiation)



Elliptic Curve



Elliptic Curve ##fl¢ s

e The rich and deep theory of Elliptic Curves has
been studied by mathematicians over 150 years

e Elliptic CurveoverR:y?=x3+ax+Db

Point Addition Point Doubling 56
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B8R (Prime Field) } ed 5%

Addition:

(X31 y3) = (X]_I yl) + (XZI yz)
Doubling:

(X3: y3) =[2] (X1; y1)

-

-xa:gilnodga(addmOn)
X=X
3x’ +a
| W

X, =S°—X —X, modp

Y; = S(Xl - X3) Y mod P

mod p (doubling)

1 1424G 25G L13G
21
104 |
20 = +
271G 200 3G

13 1 149G 114G
o 3015
15 + +3G
12 14G 26
13 +
s 9G MG
11

20G
. el
; el 26G 1]
- 28
: J ) G
5 .

aG 12Q J8G
: 1 2G BG
2 T 6 T
B S aG

11 ! t

o

1234567809 10111213141516171818202122
¥ =x3+5x+1 over F,.
30 solutions



Double and Add

Example: 26P = (11010,)P = (d,dxd,d,dy), P.

Step

#0 P=1,P inital setting

#la P+P=2P=10,P DOUBLE (bit d,)
#1b 2P+P=3P=10?P+1,P=11,P ADD (bitd;=1)
#2a 3P+3P=6P=2(11,P) =110,P DOUBLE (bit d,)
#2b no ADD (d, =0)

#3a 6P+6P=12P=2(110,P) = 1100,  DOUBLE (bit d)
#3b 12P+ P =13P =1100,P +1,P=1101,P ADD (bit d,=1)

#4a 13P+13P=26P =2(1101,P)=11010,2 DOUBLE (bit d,)
#4b no ADD (d, = 0)
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Bitcoin v Ethereum i * ¢ 3

The elliptic curve domain parameters over IF;, associated with a Koblitz curve secp256k1 are specified
by the sextuple I' = (p.a.b. G.n. h) where the finite field I, 1s defined by:

p = FrFFFFFFE FEFFRFEFE PERRFFEFEE PEFFFRFE FERFERFEE FPEFFRFEEFE FEFEFEFRE < 256_b|t p”me
FFFFFC2F
— 2256 232 29 28 2" 26 24 1

The curve E: ﬁ; — x3 +ax+ blver IFp 1s defined by:

a = 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000
b = 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000007 Il d 3 secp256k1l

The base point G n compressed form 1s:

G = 02 79BE667E FODCBBAC 55A06295 CE870B07 029BFCDB 2DCE28D9
59F2815B 16F81798

and m uncompressed form 1s:

G = 04 79BE667E FODCBBAC 55A06295 CES870B07 029BFCDB 2DCE28D9
50F2815B 16F81798 483ADA77 26A3C465 5DA4FBFC OE1108A8 FD17B448
A6855419 9C47DOSF FB10D4B8

Finally the order » of G and the cofactor are:

n = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCE6 AF48A03B BFD25ESC <: 256-bit prime
D0364141
h = 01
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Key Pairs £ 4& ¥t

e The base point G is fixed on the given Elliptic Curve
e P=[IMm]G

Given m, it is easy and fast to find the point P
Using “double and add” for scalar multiplication

Given P, it is extremely hard to find the integer m
Elliptic Curve Discrete Logarithm Problem (i@ o s34t 8 42)

A randomly generated integer mis a private key
A private key is used to sign Bitcoin transactions with ECDSA

The point P is the public key corresponding to m
A public key is used by other nodes to verify Bitcoin transactions
A Bitcoin address is the hash value of a public key P
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