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Abstract.

In this paper, we discuss the construction of an

on-line signature verification system. Because
the major difficulties that are encountered in on-
line signature verification and in user-specific
isolated word recognition are very similar,
systems based on dynamic time warping are

very popular in both research areas. However,
the availability of a ruther large number of
reference patterns in the signature verification
problem makes the utilisation of a more
sophisticated feature-extraction process

desirable. The optimisation of this feature
extraction step is the main aim of this paper. It
is shown that the discrete wavelet packet tree
can play a central role of importance in this
process. The feasibility of our approach is
demonstrated by building and evaluating a
complete on-line signature verification system,
using our own special-purpose input instrument,
the SmartPenrM.

1. Introduction.
The most fundamental difference between our
civilisation and previous ones is without any
doubt the tremendous degree of automation that
has been reached. This evolution is still going
faster and faster at present. As a consequence
the number and importance of man-machine
interactions is steadily growing. This poses us

to a relatively new problem: how to
automatically veriff the identity of a human
being?

Until very recently a majority of the techniques
used for this purpose has been non-biometric.

Typical examples of this approach are the use of
pass-words, physical keys or PlN-codes. There
are 2 major disadvantages linked to the use of
these methods. First of all, a system based on
non-biometric characteristics can be fooled
rather easily by a deliberate criminal. Secondly,
non-biometric identity verification requires a
non-trivial user-effort, like remembering a pass-
word or carrying a key. These 2 reasons explain
why a lot of research is done in biometric
identity verification.

Biometric identity verification means that some
kind of physiological (e.g. fingerprint) or
behavioural (e.g. typing rhythm) characteristic is
used to do the actual verification stage. A
description of the alternative approaches can for
instance be found in []. In this paper, we limit
ourselves to one specific form of biometric
identity verification, based on the use of the
human signature. An excellent overview of the
area is given in l2l and t3l. Signature
verification can be performed on-line or off-line.
While the latter technique is more generally
applicable, the former leads to a better system
performance. In this paper we discuss the on-
line variant.

The chapters in this paper describe step by step
how a signature is verified. Chapter 2 focuses
on the collection and pre-processing of the
signals used for verification. Chapter 3 deals
with the feature extraction process. The last
step in the verification is the construction of the
discriminant function. This step is very briefly
described in chapter 4. In chapter 5 we evaluate
the performance of the complete system that we



have built. We finish by making some
conclusions in chapter 6.

2. Data collection and Pre-processing.
There exist 2 approaches to do the data
collection for on-line signature verification.
Most authors ([4], [5], [6]) use a simple tablet to
gather handwriting signals. The disadvantage of
the tablet is however that it does not provide us

with complete information about the dynamics
of the handwriting process, but only about the 2
dimensional movement of the pen-tip over time.
Our verification-instrument (the SmartPenrM;
see Figure I and [7]) contains angle sensors,

measuring the angle of the pen-shaft relative to
the writing surface, and a force sensor, capturing
the complete force patterns that are produced
when a person is signing.

Figure 1: The SmartPen.

The 5 signals produced by the SmartPen are

low-pass filtered with cut-off frequency 40 Hz.
The effect of rotations of the pen relative to the
signers hand is eliminated by redefining the co-
ordinate system that is used. The new reference
axis's are chosen as the ones with extreme
energy contents.

3. Feature Extraction.
The existence of non-linear timing differences
between 2 signatures that have to be compared
is one of the most annoying aspects that has to
be dealt with in signature verification.
Fortunately, this problem has already been
solved for speech recognition, by means of the
Dynamic Time Warping (DTW) algorithm. We
discuss the technique very briefly in 3.1.

Afterwards, the actual parameter extraction
process is described in detail Ln3.2-3.4.

3.L Dynamic Time Warping.
The presence of non-linear timing differences in
handwriting is illustrated in Figure 2a.
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Figure 2: Non-Linear Timing Differences.
(a) Their presence in a pressure signal.

(b) Form information.
(c) Motion information.

The output of the DTW-algorithm [8] consists
of 2 types of information. Form information
(Figure 2b) reveals how well the patterns to be

compared resemble to each other after removal
of the timing-differences. Motion information
(Figure 2c) describes how the time-axis's of
both patterns are related to each other.

This form and motion information is used to
extract suitable verification parameters. The
classical way of doing so [8] is directly copied
from speech recognition and consists of
computing the Euclidean distance between the
time aligned signals of reference and test pattern
for form information or between the warping
path and the diagonal for motion information.
In [9] it has been shown that decoupling the
DTW-stage and the actual feature extraction
allows us to improve the verification
performance. However, [9] also reveals that
taking the decision parameters as the sample
values at different timing instances is not a wise
choice, as the parameters suffer from 2

disadvantages. There are too many of them and
furthermore, they are highly correlated.
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In the next few sections we reveal how
techniques originating from signal compression
can be utilised in order to increase the quality of
the feature extraction process drastically.

3.2 Form Parameters.
A very promising approach to signal
compression is the use of wavelet packet trees
([10], 111l). The single tree algorithm [11]
allows to select out of a large class of potential
basis's the for a specific signal most appropriate
one. A further evolution, the double tree
algorithm [10], makes it possible to adapt the
basis that is used dynamically over time. The
criterion we use to select the optimal set of basis
functions is minimal Shannon-entropy lI2l.
The parameters that are extracted using this
approach are not only local in time and
frequency, but also highly decorrelated.

As illustrated in Figure 3, decorrelating the
parameters before constructing a discriminant
function results in an EERI of 3.9Yo. Using
simple time-samples the EER equal s 5.5o/o2.

No. of Samples

Figure 3: Effect of limiting parameter set.

1 EER: Equal Eruor Rate. This is the
percentage of misclassifications that occurs
when False Acceptance Rate (FAR) and False
Rejection Rate (FRR) are equal.

'Onr database consists of 360 genuine

signatures produced by 18 persons over a period
of 3 months. 55 different persons produced a
random forgery for each ofthe originals.

The effect of limiting the number of parameters
is even more impressive. The EER using about
300 parameters for one signature is 2.3%o. The
EER using all available parameters is 3.9%.

3.3 Motion Parameters.
For the motion information parameters, we can
do exactly the same observations as in 3.2. The
deconelation property of the transformation
results in a decrease of the EER from l9.4Yoto
75.0o4, while limiting the number of parameters
that are used for classification further reduces
the EER to 7.9o/o.

3.4 Consistency information.
The 5 different signals we have at our disposal
for verification are individually time-aligned. It
is clear that for a genuine signer a time-
correction for one type of signal should also be
present for another type of signal. We call the
degree of resemblance between the warping-
paths of the 5 different signals consistency
information. Our experience shows that this
type of information is not local, nor person
dependant. This is why we use the Euclidean
norm of the vector containing the standard
deviations of the warping-path for the different
time samples between the 5 signals involved as

a consistency information parameter. Using
only this type of parameter we obtain an EER of
10.2%.

4. Classification.
The classifier used in this work is the simplified
Mahalanobis distance metric. For a detailed
description see [9]. The classification vector is
the union of the form, motion and consistency
information parameter vectors. The covariance
matrix that we use is person specific for all
parameters but the consistency information
parameter. This last parameter is considered
population-specific.

5. Global System Performance.
We have build a complete signature verification
system using the techniques we mentioned so

far. Its performance, using the same database as
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mentioned earlier in this paper, is shown in t3l
Figure 4.
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Figure 4 : System-Performance.

As can be seen, genuine signatures and forgeries
are separated almost perfectly (EER:I.2%).

6. Conclusion.
By decoupling the DTW and the actual feature
extraction stage, we can build on-line signature
verification systems with a higher performance
than traditional ones. The reason has to be
found in the quality of the parameters that can

be extracted. Good parameters should be local
in both time and frequency domain, and highly
decorrelated. The wavelet packet tree concept
offers the possibility to extract parameters with
these characteristics, in the data compression
area. The approach is evaluated for use in the
signature verification area, by incorporating it
into our own verification system.
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