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Abstract In this paper the design of a high-speed cryptographic coproces-
sor is presented. This coprocessor is named Subterranean and can be used
for both eryptographic pseudorandom sequence generation (Substream) and
cryptographic hashing (Subhash). In Substream mode the chip can be used
for stream encryption/decryption under control of a 256-bit key. A cryp-
tographic resynchronization mechanism is provided for fast accessibility of
encrypted data by legitimate parties.

Application fields include the real-time encryption of digital HDTV signals as
well as high speed telecommunication and networking such as ATM. The chip
has been fabricated within the INVOMEC / EUROCHIP educational VLSI
Design Facilities in MIETEC 2.44 CMOS technology. Measured samples are
operating at encryption / decryption rates of 286 Mbits/sec and hashing
rates of 572 Mbits/sec. The operation of the chip is demonstrated by a
setup showing the real-time encryption and decryption of digitized PAL color
composite video signals. The designed cryptographic module can be used as
a stand-alone device or embedded as a mega-block in a larger chip.

Keywords: Hardware Cryptography, Cryptographic Hash Functions, Pseu
dorandom Sequence Generators, Stream Ciphers,

1. Introduction

Due to the increased possibilities for all kinds of communications among peo-
ple by means of telephony, computers, broadcasting etc., the needs towards
the protection and security of the information being stored or transmitted
have also increased in demand. This is required to avoid unauthorized access
to all kinds of information (data-bases, television programs, telecommunica-
tion etc...). This has led to several methods and algorithms that allow to
protect such information. An overview of the field of cryptology is being
presented in [1]

The Subterranean coprocessor chip has been designed according to the algo-
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rithms developed by Daemen e.a. [3]. The chip can be used as a cryptographic
pseudorandom sequence generator (CPRG) and a cryptographic hash func-
tion (CHF), respectively called Substream and Subhash. Substream and Sub-
hash are powerful primitives in the realization of computer security. A CPRG
can be used for confidentiality of stored or transmitted data by stream en-
cryption [1]. A CHF is an indispensable component of practical data integrity,
authentication and digital signature schemes [1]. Moreover, the security of
many cryptographic protocols depends on a CHF and unpredictable random
bits that can be produced by a CPRG [1]. In the providing of security ser-
vices, all bulk operations on large variable-length files, namely encryption and
hashing, can be performed by the coprocessor.

Many of the cryptographic algorithms that have been developed are being
used in software implementations on computers (e.g. to have protection of
encoded passwords for users). For low complexity type of applications, such
as the protection of information in files and databases this is probably the
most economic solution. A number of applications however require such high
throughputs for the encryption/decryption process that they cannot be exe-
cuted on a normal general purpose microprocessor. These applications require
dedicated ASIC implementations. A number of hardware implementations for
cryptographic algorithms have been realized [6, 7, 8, 9, 10, 11]. These im-
plementations allow for higher throughputs than if the algorithms would be
execiited in software on a general purpose processor. E.g. [6]: 14.2 Mbit/sec,
[7): 4.7 Mbit/sec, [8]: 20 Mbit/sec (1.5um-CMOS), [9]): 30 Mbit/sec (2.4pm-
CMOS at 24 MHz), [11]: 44.1 Mbit/sec (1.54m-CMOS at 256 MHz). Some
of these processors implement the DES [5] algorithm [9, 10]. All of these
ASIC implementations arc limitcd to medium throughput applications. High
speed applications such as digital real-time video (e.g. pay television etc.)
and telecommunication such as ATM require throughputs in excess of 155
Mbit/sec.

In this paper, a chip implementation of a cryptographic algorithm that is
specifically dedicated towards high speed applications is presented. This
chip called Subterranean has been implemented in & conservative technol-
ogy of 2.4um-CMOS technology and already demonstrates a throughput of
286 Mbit/sec at a clock rate of 18 MHz. Smaller technology and higher clock
speeds will allow for even higher throughputs.

First the algorithmic background of the subterranean algorithm will be ex-
plained in section 2, and afterwards in section 3 the implementation in a chip
will be discussed as well as a demonstrator environment.
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2. Functional Specification

Subterranean consists basically of a finite state machine with a state register,
a key register, an updating function and some control logic.

The operation of the Coprocessor is given by the calculation of the next
internal state A**t!, key K*t! and output Z* from A, K* and the input B'.
For both registers there are options, indicated by means of the control logic.
For the internal state there are 3 options : reset (to the all-0 state), hold and
update. For the key there are 2 options : hold and load. Every iteration a
16-bit value Z is presented at the output. We will now specify the updating,
loading and output functions in detail.

The updating function A**! = F,(A*, K*) can be considered as a 5-step trans-
formation of the internal state A. In the following, all indices should be taken
modulo 257, V means OR and @ means XOR.

Step 1: a; = a; ® (aiy1 V Giy2), 0<i< 257
Step 2: ag = a@g

Step 3 : ag; =a;Daj43 P ays, 0 <1< 257
Step 4 : ai =a; ® ki1, 1<i< 257
Step 5 : @i = G124, 0<i< 257

Figure 1 clarifies how the five steps of F, contribute to the calculation of one
statebit. Step 1 is a nonlinear cellular automaton (CA) operation where each
bitvalue a; is updated according to the bitvalues in its neighborhood (in this
step and step 3 periodic boundary conditions apply). Step 2 consists merely
of complementing 1 bit to eliminate circular symmetry in case all statebits are
0. Step 3 is a linear CA operation. In step 4 the actual keybits are injected in
A. Step 5 is a dispersing bit permutation. The length of A is 257 (a prime)
to make step 1 and 3 invertible and to avoid circular symmetric patterns in
A. The updating function is invertible with respect to the state. For a fixed
key, every state has exactly one predecessor.

In the key load option 32 bits are loaded into the keyregister in parallel. If a
32-bit word B = byb; ...b3; is loaded at time £ we have

kit =1p; for 0 <i<32 and
Kl =kt _,, for 32 < i< 256

The 16 output bits z9z ...215 at time ¢ are taken from the internal state A%.
The indices of the used statebits are given by

(11,24, 37,48, 60, 73, 84,98, 117, 130, 143, 154, 168, 200, 235, 249) .

Every updating operation results in information diffusion: every bit of A‘
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Figure 1. schematic overview of the calculation of one output bit using the

F, function.

depends on 9 bits of its predecessor state A*~! and on 81 bits of A‘~2. After
three iterations the dependence is complete, i.e. a statebit at time ¢ depends
on all bits of At~3. Alternatively a bit of A* affects 9 bits of A*+!, 81 bits of
At+2 and all bits of A*+3.

The cryptographic strength of all cryptographic algorithms is ultimately based
on the presence of strong confusion. This term was introduced by C. Shannon
[2] to denote a qualitative aspect of information propagation. Strong confu-
sion corresponds to involved and complicated dependencies, weak confusion to
simple dependencies. A detailed treatment of the confusion of Subterranean
with respect to known cryptanalytic methods can be found in [3].

‘We would like to stress that no absolute proof of security can be given for any
practical cryptographic algorithm. The only way for a cryptographic algo-
rithm to gain credibility is aging in the absense of cryptanalytic attacks that
refute the cryptographic claims made, despite serious effort of the cryptologic
community. The formal cryptographic claims made for the Subterranean
functions can be found in 3] .

2.1. Substream

In Substream mode the Cryptographic Coprocessor is initialized by fixing the
Initial State and the Key. This takes 16 input words (of 32 bits) and 16
clockeycles. This can be expressed in a sequence diagram:
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Clockcycle State Key Load Output

t=10 0(reset) I (load)
t=1..,7 —(hold) I

t=28 F, K;_g
t=9...,15 = Ki_3g

Here K is the secret key and I the Initialization constant that can be used
for resynchronization. After initialization 16 random bits ror; ... 715 are pre-
sented at the output per iteration and the key is not changed:

Clockeycle State Key Load Output
t > 16 F, —(hold) Rt =2t

Informally, the cryptographic claim can be formulated as follows: Substream
cannot be distinguished from a binary symmetric source by an adversary not
in possession of the key.

2.2. Subhash

The system is initialized by resetting the internal state and making sure that
the keyregister contains only 0-bits. The (padded) message is loaded into the
keyregister 32 bits at a time while the finite state machine is iterated. After
loading all message words 24 more iterations are performed. During these
iterations all-0 words are loaded into the keyregister. The Hash Result is
given by the words Z output during the last 16 iterations.

Suppose we want to calculate the hash result Hgs of a b-bit message using
Subhash. Here b may be any integer. Before hashing, the message has to be
padded so that its length is a multiple of 32.

Padding of the message

The message is extended with a number p of 0-bits so that its length in bits is
a multiple of 32 and 0 < p < 32. Subsequently the message is extended with
a 32-bit word representing the value 232 — 1 —p, most significant bit first. The
resulting message can be written as MoM; ... Mn_4, i.e. the concatenation
of N (32-bit) words M;.

The hashing process
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Figure 2. Chip layout of the Subterranean Cryptographic Chip.

Clockcycle State Key Load Output
t=-T..,-1 - (load) 0

t=0 0 M,

t=1...,N-1 F, M,

t=N..., N+7 Fq 0

t= N+8. ey N+23 Fs 0 Ht—(N+8)

The Hash Result is defined by HoH; ... Hys.

Subhash is claimed to be collision-free: it should be computationally infeasible
to come up with two messages that hash to the same result.

8. Chip Realization
3.1. Overall Functionality

The design has been realized in such a way as to fit in a 40 pin package. This
required multiplexing information from different sources as well as bidirec-
tional busses.

In Substream mode a parallel input of 16 bit words as well as a simultaneous
parallel output of 16 bit words is provided at the speed of the overall clock.
In Subhash mode a parallel input of 32 bit words is provided a the speed of
the overall clock. The 256 bit keywords can be entered in 8 consecutive pieces
of 32 bits in parallel. A tree like clock distribution network has been designed
in order to have an equal balancing of the clocks among all of the registers in
the circuit.
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3.2. MPC Service

The algorithm of Subterranean has been implemented in an integrated cir-
cuit. This has been done in the scope of the IMEC/INVOMEC multi project
chip service. IMEC/INVOMEC is the division of IMEC that is organizing the
education, CAD support and MPC service towards educational institutions.
IMEC/INVOMEGC is also one of the five major organizers of the European
wide EUROCHIP initiative, which provides these services to over 300 insti-
tutes (universities and polytechnics all over Europe).

The implementation technology has been the 2.4um CMOS standard cell
technology of MIETEC. The layout of the chip is shown in figure 2. The
active area is 5.00mm x 7.01mm (35mm?). The area including bonding pads
is 6.00mm x 7.85mm (47mm?). The correct operation of this chip has been
measured up to a clock period of 56 nsec on a Tektronix LV-500 tester. This is
a clock frequency of 17.8MHz and corresponds to an encryption/decryption
throughput in CPRG mode of 286 Mbit/sec. In CHF Subhash mode this
corresponds to 572 Mbit/sec.

3.3. Testability Considerations

In the first version of the design, careful considerations were taken from the
start in order to make the chip testable. This was achieved by making all
of the registers scan-testable. It turned out however that for many chip
implementations of cryptographic algorithms it is undesirable to realize the
registers with the keys as scan registers as they can be read out in test mode.
In cases that one would include the scan chains in the additional test modes
of a boundary scan according to JTAG, this would facilitate very much the
readout of key registers.

Therefore the scanable registers in the key and state registers have been re-
moved for additional security. In the current implementation the keys are
write-only. This means that there is no direct access possible to the key- or
state information via the external pins of the chip.

This of course had its consequences for the testability. Due to the crypto-
graphic aspects of confusion and diffusion as explained above, it is such that
the influence of stuck-at faults propagates very fast over all bits in the state
register and consequently manifest their effect at the output of the chip. A
number of test sequences, that exploit this aspect of confusion and diffusion,
have been determined (with a maximum length of 43 iteration cycles). By
means of fault-simulation it has been shown that these test sequences allow
for a 100% testability of all stuck-at faults at the inputs and outputs of the
standard cells.
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4. System Demonstration

The feasibility of the chip has been demonstrated in a system setup for real-
time video encryption/decryption. This is illustrated in figure 3. This ap-
plication could be representative for an environment of pay television in case
the television programs would be broadcasted in digital form, as is planned
for high definition TV. This application could allow that the broadcaster uses
different passwords for different programs, and a subscriber could pay for
only these programs that he/she is interested in. Even when one would be
in the possession of the Subterranean chip, with all of its internal details, it
would be impossible to get access to the information in an unauthorized way
without having access to the password.

In the demonstration system, a composite color video signal (PAL) is captured
by a video camera, and converted in digital form by an A/D converter. This
results in a digital signal at 115 Mbit/sec. This digital signal is encrypted on
a first board hosting the Subterranean chip into an encrypted digital signal,
which could than be broadcasted to all subscribers. At the other end a receiver
board with the Subterranean chip is used to decrypt the digital information
at a speed of 115 Mbit/sec. Hereafter the information can be converted by
means of a D/A-convertor in analog form so that it can be shown on a color
monitor.

In the demonstration setup, the passwords are entered for the encryption and
decryption board via PC’s interfaced to resp. the encryption and decryp-
tion boards. This demonstrator is operational and pictorally illustrates the
concepts of cryptography and the practical applicability of the Subterranean
algorithm. The chip and the algorithm itself however has the potential to be
applied for much higher throughput applications as well.

b. Conclusions and Future Work

Current work concentrates on the further optimization of the circuit designs
to improve on the speed. Retargeting the design to a technology with smaller
line widths will already increase the speed, as well as reorganizations in the
logic.

The demonstration setup mentioned above will be used as a driving vehicle for
the development and practical application of formal design and verification
methods that are being developed in the CHARME ESPRIT Basic Research
Action[12].
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Figure 8. Demonstration system for real-time video encryption/decryption.
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