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Use of IPSec in Mbile IP
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Distribution of this nenp is unlimted.
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munnari.oz.au (Pacific Rim, ds.internic.net (US East Coast), or
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Copyright (C The Internet Society (Novenber 1997). Al R ghts
Reserved.

Abstract

The use of |PSec ESP protocol in the Mbile |IP packet redirection
tunnels will protect the redirected packets agai nst both passive and
active attacks | aunched and aid these packets to traverse the firewalls
surroundi ng both the hone and the foreign subnets visited by the nobile
nodes.

Thi s document proposes a schene to negotiate the use of |PSec ESP on
selected Mobile IP tunnels and a procedure to establish these tunnels
with the aid of automatic key and security associ ati on managenent protocol
such as | SAKMP.
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1.

I ntroduction

IP nmobility support or Mbile IP [rfc2002] enables a nobile node to
change its attachnent point on the Internet while maintaining its IP
address(es) as well as its network connectivity using these IP
addresses. The protocol pernmits nobile internetworking to be done on
the network | ayer; however, it also introduces new vulnerabilities to
the global internet, nobst notably:

1. the possibility for an adverse node to spoof the identity of
a nobil e node and redirect the packets destined for the
nobi | e node to other network | ocations,

2. the risks for potentially hostile nodes (com ng from
different network adm nistrative domains) to | aunch
passi ve/ active attacks agai nst one anot her when they use
conmon network resources and services offered by a mobility
supporting subnet .

The first type of vulnerability can be surmounted by the strong

aut henti cati on mechani sns built into both basic Mbile IP [rfc2002]
and route optinmized Mobile IP [m p-optinf. Wth the aid of a public
key infrastructure [mpips], a scal eabl e counternmeasure agai nst the
spoofing attack can readily be deployed. In contrast, the second type
of vulnerability was left largely unattended. This Internet Draft
proposes a scheme to apply | P security protocol [ipsec-arch] onto the
I P-1P encapsul ation used by Mbile IP to redirect |IP datagranms to and
fromthe nobile nodes. The purpose is to provide authentication and
confidentiality services to Mobile IP redirection traffics in order
to protect them agai nst passive and active attacks and to help them
pass through security gateways.

The proposed schene incl udes

1. a nechanismfor negotiating the use of | PSec protection on
sel ected Mobile IP redirection tunnels,

2. a procedure for establishing these | PSec protected tunnel s
and

3. the formats of tunnel ed packets in either full IP-IP or
m nimal | P-1P encapsul ati ons.

In the next two sections, we will first study the security services

that are needed to counter the second vulnerability of nobile

i nternetworking, and the different | PSec tunnels that can be set up

in the context of Mobile IP. Then, we will describe the three parts
of the proposed schene in separate sections.

The keywords MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD,
SHOULD NOT, RECOMMENDED, MAY, and OPTI ONAL, when they appear in this
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docunent, are to be interpreted as described in RFC 2119 [rfc2119].
2. Security Requirenents of Mbile IP

The security requirements of nobile internetworking should be
considered fromtwo perspectives: (1) the expectation of the nobile
nodes to retain their network services and protect their

communi cation when they visit the foreign subnets and (2) the
expectation of the foreign subnets to protect their network resources
and local traffic while they are visited by the nobil e nodes.

2.1 Security Requirenents of Mobile Nodes

Basically, a nobile node (MN) roam ng over the Internet SHOULD enj oy
safe and persistent |IP connectivity as nmuch as this is permtted by
the policies of its home and visiting subnets. Persistency of IP
connectivity neans that the connections should be handoff correctly
and quickly so that the MN can nmaintain its TCP sessions when it
changes its network attachment point. Safety neans traffics to and
fromthe MN should enjoy simlar |evel of security (with respect to
passive and active attacks) as it is on its honme subnet.

The strong authentication of registration nessages in both basic and
route optimzed Mbile IPis a crucial step to ensure correct and
persistent I P connectivity for the M\. Nevertheless, this service
must be augnmented by the other security services (listed below in
their priorities) as permtted or required by the security policies
of the hone and visiting subnets

Not ati onal remarks: In the specification of security services
following terns carry special neanings as descri bed bel ow

aut hentication = data origin authentication conbined with
connectionl ess message integrity - a typical
| PSec service

optional = security services to be enployed only if it is
explicit required by security policy.

2.1.1 Connectivity Protection between Mbile Nodes and Hone Subnets

A MN SHOULD be allowed to have the same | P connectivity with the
correspondi ng hosts (CHs) on its hone subnet as it is on the hone
subnet. Security gateways guarding the home subnet MJST permit this

| evel of connectivity once a policy consisting of sone or all of the
follow ng security requirenents is satisfied The MN MJUST be
informed of any constraints to its hone connectivity before or during
Mobile IP registration
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0 Authentication of traffic fromthe nobile node to its hone

subnet enforced by the security gateways protecting the hone
subnet (authentication of incomng traffic)

o [optional] Confidentiality of traffic between the nobile node
and the security gateways protecting its home subnet

o [optional] Confidentiality of traffic between the nobile node
and the correspondi ng hosts (end-to-end fine-grain protection)

o [optional] Authentication of traffic between the nobile node
and the correspondi ng hosts (end-to-end fine-grain protection)

2.1.2 Connectivity Protection between Mbile Nodes and O her Subnets

The MN visiting the subnet SHOULD be allowed to comunicate with a
sel ected set of corresponding hosts (CHs) that is specified by the
security policy of the visiting subnet. The perm ssion of MW
connectivity MUST be qualified by satisfaction of some or all of the
foll owi ng security services:

o [optional ] Authentication of traffic fromthe nobile node to
the security gateways protecting the visiting subnet
(authentication of outgoing traffic)

Note: reverse tunneling nmust be used if | NGRES source
filtering is enployed by the security gateways

0 [optional] Confidentiality of traffic between the nobile node
and the correspondi ng hosts (end-to-end fine-grain protection)

o [optional ] Authentication of traffic between the nobile node
and the correspondi ng hosts (end-to-end fine-grain protection)

The set of connectable CHs MAY be further Iimted by the security
policy of MN's hone subnet. This indirect application of security
policy is beyond the scope of this docunent.

2.2 Security Requirenents of Visiting Subnets

A foreign subnet visited by nobil e nodes (M\Ns) SHOULD enpl oy
necessary neasures (1) to restrict the use of its network resources
(communi cation nedia, printers and servers) by the MNs and (2) to
protect the traffic flows anmong | ocal nodes from possible

passi ve/active attacks | aunched by the M\s.
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2.2.1 Protection of Network Resources

The access of the foreign subnet SHOULD be controlled when the M\s
regi ster through one of its foreign agents (FAs), and the access of
sel ected resources (such as servers) MAY be further controlled by
appl yi ng strong authentication and rul e/identity-based access control
to individual M

0 Access control of the nobile node to the visiting subnet - if
possi ble, the FAs SHOULD verify the identity of visiting M\s
either directly or indirectly via their hone agents (HAs)
before issuing a care-of address to MN and pernmitting a
successful conpletion of the registration process.

o [optional ] Authentication of traffic between the nobile node
and the correspondi ng hosts on the visiting subnet (end-to-end
aut henti cation)

2.2.2 Protection of Local Traffic

If the foreign subnet uses a shared medi um such as Ethernet for
comuni cation then a visiting M\ may eavesdrop, delete, insert or

al ter packets passing anong the |ocal hosts over the nedium Hence,
encryption and nmessage integrity checks SHOULD be in place to protect
sensi tive comunication anong the |ocal hosts as well as between the
| ocal hosts and other M\s

o [optional] Confidentiality and data integrity of traffic
between | ocal hosts on the visiting subnet

3. Use of IPSec on Mobile IP Redirection Tunnels
3.1 Operation Principles

This Internet Draft proposes a schene of using | PSec ESP [ipsec-esp]
protocol to protect selected Mbile IP redirection tunnels. These

| PSec protected Mbile IP tunnels (MP_IPSec tunnels) offer nmessage
confidentiality and authentication (including data origin
authentication and connectionless integrity) but NOT anti-replay
services to the IP datagrans to and fromthe nobil e nodes (M)
passing through the nobility agents, i.e. home agents (HAs) and
foreign agents (FAs). W believe that selective use of these tunnels
coupled with rule/identity based access control can provide the
security services described in Sect. 2.

The proposed schenme nade certain assunptions on the architecture and

i mpl enentation of this secure Mobile I P system These assunptions are
stated bel ow
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o In order to use the MP-1PSec tunnels and the nobility agents
for the best protection of the nobile Internet, both FAs and
HAs SHOULD function as | PSec supporting security gateways
capabl e of perform ng packet encryption/decryption and packet
filtering based on strong authentication.

0 On a firewall protected foreign subnet, the FAs SHOULD be the
firewalls closest to the nobile nodes (M\s). Oher firewalls
on the subnet SHOULD pernit the | PSec protected packets to and
fromthe FAs to pass through. Reverse tunneling nust be used
if INGRES source filtering is enployed by the firewalls.

0o The HAs SHOULD function as the innernost firewall guarding the
home subnet. Sinmilarly, other firewalls on the subnet SHOULD
permt the | PSec protected packets to and fromthe HAs to pass
t hr ough.

0 The I PSec inplenentation is expected to be integrated with the
Mobil e I P inplenentation. Such an approach allows the use of a
single I P-1P encapsulation to be used for both | PSec
protection and Mbile | P packet redirection (except when M\ HA
| PSec tunnels are used). The approach is also consistent with
the new roles of FAs and HAs as | PSec supporting security
gat eways. Both the "bunp-in-the-stack” (BITS or the
"bunp-in-the-stack" (BITW approaches will introduce an extra
| P encapsul ati on.

3.2 Choice of I PSec Protected Mbile | P Tunnels

Figure 1 tabulates all the possible | PSec Mbile IP tunnels existing
due to different Mobile I P options: collocated car-of -addresses
[rfc200], reverse tunneling [mp-reverse-tunnel] and route-optim zed
Mobile IP [mp-optinj. The rows of the table list the tunnels roughly
according to their inportance in fulfilling the security requirement
mentioned in Sect.2. The columms represent different conbination of
Mobile I P options, and the blank entries in the table inply the
absence of the tunnels underneath specific Mbile |IP options.

Fol | owi ng notations are used in the table:

C,~C - denote the use and not use of collocated care-of-address.

R, ~R - denote the use and not use of reverse tunneling.

T - denotes the cases that an additional |PSec tunnel will be
encapsul ated within the Mbile IP tunnels.

Te - denotes the case that requires the use of encapsul ated delivery
fromM and FA in the inplenmentation of Mbile |IP reverse
t unnel s.

(M- denotes the cases that duplicate the security functions of other
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tunnel i ng cases.

X - denotes the cases that correspond to | PSec protection between
end hosts, and thus can be inplenmented using transport node.
O - denotes the cases that exist only in route-optinized Mbile IP.
|- |
| | ~C~R|] C~R| ~CR| CR |
w0
s R TR TR
:IHA->FAI T (M 1 T | (N i
| FA->HA| I T 1 (M |
Rsw T T |
s T e T |
T R TR A
Uw o X T TR
R e
U s an o 1 o T Te T
R |
I R |

Figure 1. Choices of |IPSec Protected Mobile I P Tunnels

The M P-1PSec tunnels running between MN-HA, HA-FA, FAM are the
essential ones for fulfilling the security requirenments. They will be
exam ned individually in the foll owi ng paragraphs. In addition, the
end-to-end | PSec protection between MNs and CHs can be used in

conbi nation with the I PSec tunnels. Notice that Mbile IP tunnels do
NOT run between CHs and HAs, and the tunnels running between CHs and
FAs exist only in route-optimzed Mbile IP. This is because
correspondi ng hosts may be conpletely ignorant of Mbile IP, and may
not know of the existence of FAs and HAs.
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3.2.1 MN-HA Tunnel s

The MN-HA M P-1PSec tunnels can be used to provide data-origin

aut henti cation plus connectionless integrity and data
confidentiality. They are nost useful in providing a secure
comruni cation path between a MN and its home subnet as described in
[i psec-arch, case 4] as shown in the foll owi ng diagram

I

I

I I

H1* ----- (Internet) ------ | s&* ---- (Local ----- H2* |

adm n. boundary

The data-origin authentication and connectionless integrity can
counter active attack while data confidentiality can frustrate
eavesdroppi ng. By using the tunnels in both directions, a MN SHOULD
be allowed to enjoy same connectivity as it has at hone.

The MN-HA tunnel s are, however, nore expensive to establish -- since
they are NOT one of the Mobile IP redirection tunnels, they nust be
established separate- |y with the use of an additional |P header.

3.2.2 HA-FA Tunnel s

The M P-1PSec tunnel going froma HAto a FA (and froma FAto a HA
if reverse tunnel and FA Care-of Address are used) can be inpl enmented
by sinmply adding | PSec protection to the existing Mbile IP tunnels.

The tunnels can al so be used to support data-origin authentication
pl us connectionless integrity and data confidentiality. They
establish virtual private network (VPN) connections between the hone
subnet of the MN and the foreign subnet currently visited by the M
as shown in the follow ng diagram

I || I
| HL -- (Local -- SGL* |-- (Internet) --| S&* -- (Local --- H2 |
I | |

| I ntranet) I ntranet)
adm n. boundary adm n. boundary
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The main uses of the FAHA tunnels are (1) to frustrate passive and
active attacks fromthe open Internet, and (2) to traverse firewalls

bet ween FAs and HAs. Such a tunnel MAY allow the MN to access its home
subnet only if it is coupled with strong authentication of the MN by the
FA and system security of the FA

3.2.3 MN-FA Tunnel s

The MN-FA M P-1PSec tunnels can be used in two ways if no |ink-Iayer
protection has al ready provided the services:

1. data confidentiality for MN over the foreign network and
2. data origin authentication of M\-FA exchange.

The MN-FA tunnels exist only if MN chooses to use an FA Care-of
Address and they nust be built by re-encapsulating the |IP datagrans.
Hence, these tunnels are ex- pensive to use and shoul d be repl aced by
M\-CH end-to-end | PSec protection or MNHA | PSec tunnel s whenever
possi bl e.

4. Changes to Mobile | P Messages

In order for the nobile nodes (MNs) and the nobility agents (FAs and
HAs) to agree on the selection of MP-1PSec tunnels, the FA and the
MN SHOULD use the following two extensions (added to the nobility
agent advertisenent and the registration request) for proposing their
choi ces. Upon reception of the registration request, the HA SHOULD
deci de weather to accept and reject the proposal based on its
security policy and then return its decision using the return codes
inthe registration reply. Such a selection process is deened
necessary owing to the difficulty of fornulating static |PSec
policies to handle the migration of nobile nodes. Because FAs and HAs
SHOULD only serve the M\s if they conplete the registration process,
it is necessary to devise a mechanismto generate the | PSec policies
for the selected tunnels and insert theminto the security policy

dat abase (SPD) at the end of the process.

4.1 Extension to Mbility Agent Advertisenent

An FA | PSec Tunnel Extension is added to the nobility agent
advertisenent message, which confornms to the format of an | CMP router
advertisenment. The purpose of the extension is to carry FA' s choice
of MP-1PSec tunnels. The type- |ength-value (TLV) fornmat of the
extension is shown in Figure 2.
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0 1 2 3

01234567890123456789012345678901
i I T e T s e S it i sk i S
| Type | Lengt h | FIR reserved |F|R reserved |
B e i S i S i S i I S S o

| <- MN Tunnel ->|<- HA Tunnel ->|
Figure 2. FA | PSec Tunnel Extension
Type [ TBD]
Length 2 bytes
F | PSec Protection for Forward Tunnels ( HA->FA, FA->MN)
R | PSec Protection for Reverse Tunnels ( FA->HA, M\ >FA)

reserved | GNORED upon reception; MJST be set to ZERO during
transm ssi on

4.2 Extension to Mbile | P Registration Request

An MN | PSec Tunnel Extension is added to the registration request
message. This extension indicates the choices of MP-IPSec tunnels
made by MN based on its own policy and its know edge of FA' s choices.
The extension carries SI X flags, each when SET indicates the use of

I PSec on a possible tunnel. The extension format is shown in Figure
3. To sinplify processing, the flags in the FA | PSec Tunnel
Extensions remain in the sane positions.

0 1 2 3
01234567890123456789012345678901
B i e i e S et I R e R e e e e e i I R R i o
[ Type | Lengt h | FIR | FIR | FIR reserved |
B e i T T me S i i i S i S R S S s
FA HA HA
| <= MN Tunnel ->|<- FA Tunnel ->|

Figure 3. MN | PSec Tunnel Extension
Type [ TBD]
Length 2 bytes

F | PSec Protection for Forward Tunnel s
( HA->FA, FA->M\, HA->MN )
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R | PSec Protection for Reverse Tunnels
( FA->HA, MN\->FA, MN->HA )

reserved | GNORED upon reception; MJST be set to ZERO
during transm ssion

4.3 Mobile | P Registration Reply

FOUR error codes are added to the registration reply for conveying
possible failures of the tunnel selection process.

Servi ce denial by HA

Val ues Semanti cs
[ TBD| Tunnel Sel ection Confli ct
[ TBDO] Tunnel Sel ection Unsupported

Service denial by FA

Val ues Semanti cs
[ TBD| Tunnel Sel ection Conflict
[ TBDO] Tunnel Sel ection Unsupported

5. Procedure for MP-I1PSec Tunnel Establishnent

The process of establishing the MP-1PSec tunnels can be divided in
three steps: (1) tunnel selection, (2) security association
negotiation and (3) tunnel activation. Among them tunnel selection
happens concurrently with Mbile IP registration and tunnel
activation occurs also in ordinary Mbile IP tunneling. The
insertion of security association (SA) negotiation is a new step, and
it introduces a new conplexity to the process: owing to the possible
failure of SA negotiation, a MP-1PSec tunnel MAY need to be
dismantl ed even after a success- ful Mbile IP registration. The case
will be discussed in a follow ng section.

5.1 Selection of MP-IPSec Tunnels

Li ke Mobile IP registration, the tunnel selection process begins with
nmobi l ity agent advertisement. FAs SHOULD announce their | PSec
tunneling requirenents in the FA | PSec tunnel extension after
consulting their security policies. The advertisenent is usually NOT
aut henticated due to the |l ack of key managenent prior to this
process.

After receiving the adverti senent nessage, an MN MAY response by
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sendi ng an MN regi stration request to the FA, and MAY attach an M

| PSec tunnel extension to the request. The extension MJST carry the
choice of MP-I1PSec tunnels made by the MN based on its own security
policy and FA' s choice conveyed in the adverti sement. The

regi stration request including the extension MJST be authenticated to
the HA of the MN, and MAY al so be authenticated to the FA if keys
have been exchanged between the MN and the FA

Upon receiving the registration request, FA MJUST conpare its own

choi ces of IPSec tunnel with the corresponding choices of the M\, and
return a "Tunnel Selection Conflict" error in an FA registration
reply to MNif a msmatch is found. O herw se, FA SHOULD forward the
regi stration request to the HA

When the HA receives the registration request, it MJST check the

| PSec tunnel choices against its own security policies (beside of
maki ng other Mbile |P registration decisions). HA MIST return a
"Tunnel Sel ection Unsupported” error in an HA registration reply if
the choices are inconpatible to its policies.

Any error code in the registration replies MJST cause the failure of
the registration process. A successful registration process will
cause appropriate entries to be inserted in the |PSec SPD in M\, FA
and HA as a preparation for subsequent SA negoti ations

5.2 Negotiation of Security Associations and Keys

The negotiation process is anal ogous to that of an ordinary |IPSec
tunnel esta- blishnment. A successful Mbile IP registration prom ses
only IP connectivity between the nobile node and the rel evant

mobi lity agents, but |eaves the IP traffic wi thout any protection. SA
negoti ati ons SHOULD t hen be conducted through these unprotected |IP
tunnel s using protocols like | SAKMP [isaknmp]. A failure of the

negoti ations SHOULD inply a failure of establishing the correspondi ng
M P- | PSec tunnel. Thus, it MJST cause the generation of proper error
events and the prohibition of any secure comrunication via the
correspondi ng tunnel. Wether the Mbile IP tunnel should be

di smant | ed SHOULD be deci ded according to the Mobile IP policies
enforced by the end points.

5.3 Activation of MP-I1PSec Tunnel s

Since the existence of Mbile IP tunnels do NOT necessarily inply the
exi stence of corresponding MP-1PSec tunnels, the | PSec tunneling
services MJUST only be activated after the successful negotiation of
necessary security associations. Before such activation, only
limted types of traffic, e.g. key managenent exchanges, are all owed
to use these tunnels. General traffic can only use the tunnels when
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the required | PSec services are in place.
6. Format of Encapsul ated Packets

In the cases that |PSec tunneling services are added to the existing
Mobile I P tunnels, both tunnels SHOULD be i npl emented using a conmon
IP-1P encapsul ation [Sect.6.1]. In the only case of M\ HA tunneling,
an MN-HA | PSec tunnel MJST be enbedded into outer Mbile I P (HA-FA,
FA-MN) tunnels. Hence, an extra |IP header will be inserted along with
ESP header between the Mbile |IP encapsul ation and the original IP

header.
The | P encapsul ation can be inplenented using either full IP-IP
encapsul ation [full-ipip] or minimal |P-1P encapsulation [mini-ipip].

The only exception is that the extra | P header that inplenents the
M\-HA | PSec tunnel can NOT be in the formof mninmal encapsul ation.
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