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Internet-Drafts are worki ng docunents of the |Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of si X
mont hs and may be updated, replaced, or obsol eted by other
docunents at any tinme. It is inappropriate to use Internet-
Drafts as reference material or to cite themother than as
"work in progress.”

The list of current Internet-Drafts can be accessed at
http://ww. ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
http://ww. ietf.org/shadow. htm .

Abstract

Thi s docunent describes the Security Policy Specification Language
(SPSL), a language designed to express security policies, security
dormei ns, and the entities that manage the policies and domains. The
syntax and semantics of the | anguage are presented here. SPSL
currently supports policies for packet filtering, IP Security (1PSec),
and | KE exchanges, however, it may easily be extended to express

ot her types of policies.

Condel I, Lynn, Zao [ Page 1]



Internet Draft Security Policy Specification Language

Tabl e of Contents

1.

7.

8.

PRrbhabb
coubwWNER

I ntroduction . .
Language Requi remants .

1.1 .
1.1.1 Specification of Securi ty PoI i cies.
1.1.2 Node- and Donmi n-Based Models . . Coe
1.1.3 Multiple Distributed Policy Enforcement Poi nt s.
1.1.4 Authentication and Authorizati on Mechanisns .
1.1.5 Language Flexibility and Extensibility.

1.2 Language Structure. Ce e e e
1.2.1 Categories.
1.2.2 Class Design. .
1.2.3 Naming Schene and Scope .
1.2.4 $I NCLUDE Ext ensi on.

Primtive Data Types .

Managenment Agent Cl asses .
3.1 mtner C ass.
3.2 cert Class.

Network Entity Cl asses .
node Cl ass.

node-set Cl ass.
gateway Cl ass .

gat eway-set Cl ass .
pol serv Cl ass .

domai n Cl ass.

icy Class . Coe
policy Attri bute (Short For mat)
policy Attribute (Long Format).
i psec-policy C ass. .
Sel ectors and Actions .

Policy Order.

aoa oo
ahwWwNRO

Security Consi derations.
Remai ni ng | ssues .

Acknow edgenents .

Appendi x A.  BNF Form of SPSL .

Ref er ences.
Aut hor | nformation.

Condel I, Lynn, Zao

July 1999

O~NOOOOOGIUNOTh, WWW

(0]

10
10
13

14
14
15
15
16
17
18

19
19
22
26
30
31
32
32
32
33

41
42

[ Page 2]



Internet Draft Security Policy Specification Language July 1999
1. Introduction

The Security Policy Specification Language (SPSL) is a vendor and

pl at f orm i ndependent | anguage for specifying communi cation security
policies, especially those controlling the use of |IPSec and | KE
protocols. As the use of firewalls with strong authentication and
virtual private networks (VPNs) with |l evel 2 and 3 encryption becone
nore popul ar, the need for managi ng these security services and

devi ces by neans of security policies also becones nore acute. SPSL
allows the security policies to be specified in an interoperable

| anguage, stored in conmopn databases and processed by managenent
systens distinguished fromthe security devices. As such, SPSL is a
mai n conponent of a scal able policy based security managenent system
[ SPS] .

The syntax of SPSL and several of its supporting object classes were
derived fromthe Routing Policy Specification Language [RPSL].

However, the processing rules of SPSL are significantly different from
those of RPSL. Although the | anguage was designed initially for

speci fying I PSec and | KE policies, its flexible syntax allows it to

be used to express stateless and stateful packet filtering rules.

Mor eover, the | anguage is extensible: new object classes can be added
for the purpose of specifying policies of other security or

communi cation protocols.

The keywords MJST, MUST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [Bra97].
1.1 Language Requirenents

SPSL was designed to nmeet the follow ng requirenents:

* Support for |PSec/|KE and general communication security
policy specification

* Support for both node- and dommi n-based policy npdels,
* Support for nultiple distributed policy enforcement points,

* Support for authentication and authorization nmechanisns to aid
policy managenent,

* Support for flexibility and extensibility of the |anguage.
1.1.1 Specification of Security Policies

In SPSL, a policy is defined as a binding between a set of

communi cation conditions and a correspondi ng set of security actions.

This abstraction is used to specify comunication security policies in
general and | PSec/IKE policies in particular. [If an on-going

comuni cation (or one to be established) matches one of the conditions
then one of the prioritized alternative sets of actions nust be taken
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to protect the conmunication. This abstraction also captures current
policy enforcement practices.

The set of communication conditions in a policy are specified as one
or nore tuples of selector values. This is because |PSec transports
and tunnel s depend on security associations that are attached to
speci fic values of chosen comuni cation paraneters, known as the

sel ectors. SPSL supports all the selectors nmentioned in | PSec
architecture docunment [Kent98] and a nmuch extended collection as
described in Section 5.4.

The actions of a policy can affect different conmunication security
operations:

* They may specify sinple packet filtering actions: discard the
packet, pass it, or forward it to a designated network entity.

* They mmy specify security proposals necessary for protecting
| KE exchanges.

* They may specify | PSec tunnels or transports for passing the
packets. The possible security nechanisns to protect the tunnels
and the transports are specified as | KE proposals as specified
in the | PSec Domain of Interpretation [DO].

SPSL supports | PSec policy data nodel [Pol Mod] proposed by Pereira
and Bhattacharya in order to effect the last two types of actions.

1.1.2 Node- and Donmi n- Based Mbdel s

SPSL enabl es two ways to associate security policies with network
entities, known as the node-based and the domai n-based policy
nodel s.

In the node-based nodel, security policies are bound to individua
networ k nodes and security devices, e.g., firewalls, hosts, etc. The
policies associated with a network node specify the protection for the
comrmuni cations to and fromthe node. These policies are expected to
be enforced by the node itself. The policies associated with a
security device (formally known as a policy enforcement point) specify
the protection for the comruni cati ons passing through these agents.

Ei ther the source or the destination of the comunication nust be
anong the nodes that the agent is authorized/ expected to protect. In
this nmodel, both the network nodes and the security policy enforcenent
agents nmmnage their own policies.

In the donmi n-based nodel, security policies are bound to a security
domain. A security domain is defined as a connected set of network
entities that are protected by policy enforcenent points (PEP) placed
on every conmuni cati on path going through the perineter of the domain.
Every policy enforcenment point of the donmain works to enforce the
common set of security policies associated with the domain. Security
domei ns may be conpletely disjoint, contained in one another
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conprised of several sub-networks, or just hosts that enforce their
own policy. In this nodel, the policies associated with a domain are
managed by one or npbre special agents conmon to the entire donuain.
These special agents act as policy servers. They may be distinct
network entities or co-located with the nodes or the policy
enforcenent agents of the donuin.

1.1.3 Miltiple Distributed Policy Enforcenent Points

SPSL al l ows explicit selection of enforcenent points(s) of a security
policy. The choices can be interfaces of end nodes, en-route security
gateways (SG, e.g., firewalls, specified by IP addresses. The
explicit selection of an enforcenent agent allows a systemto choose a
communi cation path different than the one chosen by the routing
infrastructure. This facility is especially useful for tunne
establ i shnment and nmanagenent.

1.1.4 Authentication and Authorization Mechani sns
SPSL has obj ect classes to support the followi ng security services:

1. data integrity, data origin authentication: every policy object
is protected by using a public key signature. Both RSA [ RSA]
and DSA [DSA] signature algorithns are supported. This also
of fers non-repudi ati on proof of the issuer(s) of the policies.

2. authentication and authorization of policy managenent entities:
managenment objects such as maintai ners have public key
certificates associated with themso that they nay issue
policies and/or identify thenselves to a security managenent
system for access control purposes.

Wth these services, users of SPSL policy specifications can al ways
verify the integrity and the origin of the policies and allow only
aut hori zed personnel to maintain the policies.

1.1.5 Language Flexibility and Extensibility

SPSL is a flexible and extensible | anguage. The | anguage is flexible
because its present syntax enables it to specify policies for
different uses. For exanple, it can be used to specify

non- crypt ographi c statel ess packet filtering rules as well as |PSec
tunnels for virtual private networks. It can also be used to effect
standard | PSec or fine grain selector matching. |In addition, it
supports both node- and dommi n-based nodel s.

The | anguage is also extensible. It allows new object classes to be
created by following a syntactic rule simlar to inheritance.
Consequently, the | anguage can be extended for specifying policies of
di fferent comruni cati on and security protocol s/applications.
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1.2 Language Structure

SPSL uses the object paradigmalthough it is not an object-oriented

| anguage. The | anguage defines a snmall set of classes, which can

i nstanti ate objects maintaining data relevant to policy specification
The data are contained in the attributes defined in the object

cl asses. There are no executable nmethods in the classes nor do the
cl asses formtypes.

New cl asses can be created as needed based on a syntactic rule simlar
to inheritance in object-oriented | anguages. For exanple, a new cl ass
may have all the attributes of an existing class in addition to its
own attributes. However, the old and the new cl asses are not rel ated
by type pol ynorphic relations because the objects do not contain
types. Objects in an SPSL file are distinguished and referred by the
uni que values of their first attribute, known as the key attribute.

1.2.1 Categories
SPSL is conprised of the follow ng four categories:

Primtive Data - contain basic or atomic data el enments used in
policy specification, e.g., object-nane, ipv4-address,
i nt eger-range, date, etc.

Management Agents - contain information relevant to the nmanagenent
entities; the existing classes in this category are mmintainer
(mtner) and certificate (cert).

Network Entities - depict the network elenents that are rel evant
to policy specification; the existing classes are node,
node-set, gateway, gateway-set, polserver, and domain.

Policies - contain the policy specification; there are only two
cl asses at the moment: class policy specifies general packet
filtering rules and class ipsec-policy specifies |IPSec
sel ectors and actions. Objects of the policy class may appear
intw fornms for short or long policy specification

1.2.2 Class Design

Each class has a set of attributes which store information about the
objects of the class. Attributes can be mandatory (rman) or optiona
(opt). A mandatory attribute MIUST be defined for all objects of the
class, and an optional attribute MAY be onitted. Attributes can also
be single valued (s-v) or multiple valued (mv). A single val ued
attribute MJST only appear once per object. A nultiple valued

attri bute MAY appear nore than once per object. Each object is

uni quely identified by the key attribute of its class.

An SPSL object is textually represented as a list of attribute-val ue
pairs. An object's representation begins with the class-key
attribute-value pair. Each attribute-value pair is witten on a
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separate line. The attribute nane precedes the first colon, ":",

and is followed by the value of the attribute. An attribute-value

pair may span nmultiple lines. A "\" MJST be used as the | ast

character of a line to indicate that the line is continued.

An object's representation ends when a blank line (i.e., a line
cont ai ni ng only whitespace characters such as spaces, tabs, and

carriage returns) is encountered.

The order of attributes within a signed object is significant. The
order of the witten formof the attributes when signed nust be
preserved until the object is validated or resigned. This ordering is
necessary to be able to verify signatures of objects. The class key

nmust always be the first attribute. |f the 'char-set' attribute is
i ncluded, it nust always precede any 'notes' attribute. The |ast
attribute in any object nust be the 'signature' attribute(s). |If

multiple "policy' attributes are included in a single policy class
object then their ordering nmust be preserved, unless the policy is
bei ng specifically changed. This is required since the ordering of
policies my affect how they are applied (section 5.5).

A value of an attribute may be a single data itemor a list of data
items of the sane type. A list is represented by separating the |ist
menbers by conmmas ",". Note that the options of having a list of

val ues and/or multiple values are two i ndependent choices for an
attribute. A multiple valued attribute may appear nultiple tines

wi thin an object, and the value in each occurrence nmay or nmay not be a

list. A single valued attribute may al so have a |ist val ue.

The default character set is | SO 8859-1 (Latin-1) [1S08859]. The
character set is an eight bit encoding where the lower 7 bits are
identical to the ASCI|I character set. This default MJST al ways be
used for all the attribute tags and attribute values. The character
set for the notes attribute value MAY be overridden by using the
‘char-set' attribute.

An object's specification may contain comrents. A coment may appear
anywhere in an object definition. It starts at the first "#"
character on a line and ends at the first end-of-line character. The
"\" character may be used to escape the comment character, so that it
will be used as a "#" character and not a coment. "\\" will be used
to represent the "\" character. \Witespace characters may be used to
i nprove readability.

1.2.3 Nanming Schene and Scope

Since an SPSL object is distinguished by and referenced by its key
attribute, the value of that attribute (which is usually a name) nust
be unique in the entire policy specification file (SPSL file). The
actual scope of uni queness nmay differ depending on the choice of
policy nodel. In the node-based nodel, the nanmes nmust be uni que
within a node or a security enforcenent point that owns the policies.

In the domai n-based nodel, the nanes nust be unique within the set of
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security servers that manage the policies of one or nore donmains in a
pri mary-secondary server configuration. Note that the name of an

obj ect nust be unique anong all classes, not nerely anpbng its own

cl ass.

A reconmended nmethod for satisfying this uni queness requirenent

is to adopt the follow ng hierarchical nam ng scheme. A

hi erarchi cal object name is a sequence of nanes (usually, domain
node, or gateway nanes) separated by colons ":" The nanes are
arranged followi ng a descending order starting with the highest |eve
name. For exanple, SG BAZ: SG- BAR: SG-FOO is a valid hierarchica

obj ect nane with SG BAZ being the top | evel nane.

1.2.4 $I NCLUDE Ext ension

An SPSL file may actually consist of nultiple files containing
conpl ete SPSL objects. One SPSL file may be included as part of
another file using the foll ow ng:

$1 NCLUDE <fil ename>

The contents of <filename> are included in the SPSL file at the
exact place where the $INCLUDE Iine is in the SPSL file. As with
SPSL objects, this line nust be separated from other SPSL objects
by a blank |ine.

2. Prinmtive Data Types

The following are the comopnly used data types in SPSL. [Note: many
of these data types are identical to those specified in RPSL. [RPSL]]

<obj ect-nanme> All SPSL objects are identified by a nane. An
<obj ect-name> is nmade up of letters, digits, the character

underscore "_", the character period ".", the character colon
":", and the character hyphen "-"; the first character of a nane
must be a letter, and the last character of a nane nust be a

letter or a digit. Nanmes are case sensitive.

N
EAY

ilename> is made up of letters, digits, the character
underscore "_", the character period ".", the character col on
":", the character hyphen "-", the character slash "/", and
the character backslash "\". ("\\" nust be used to represent

a single "\". File nanes are case sensitive

<i pv4-address> An |Pv4 address represented as a sequence of four
integers in the range fromO to 255 separated by the character
dot ".". For exanple, 172.17.128.5 represents a valid |IPv4
addr ess.

<i pv6-address> An |Pv6 address represented as a sequence of eight
hexadeci mal integers in the range fromO to FFFF separated by
the character colon ":" The | ast two hexadeci mal integers may
be replaced with an <ipv4-address>. A single string of one or
nore hexadeci mal integers with value zero (0) may be omitted.
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For exanple, 129:0:0:0:5:800: 20C2: F35B
129: 0: 0: 0: 5: 800: 32.194. 243.91, and 129::5:800: 32. 194. 243. 91 al
represent valid | Pv6 addresses, and all encode the sane val ue.

<i p-address> An <i pv4-address> or <ipv6-address>.

<address-range> An address range is represented as an | P address
foll owed by the character dash "-" followed by a second IP
address, by an I P address followed by the keyword "nask"
foll owed by a second IP address, or by an IP address foll owed
by a slash "/" followed by an integer. The addresses MJST be
either both <ipv4-address>'s or both <ipv6-address>'s. The dash
formof an address range is inclusive. The following are valid
address ranges: 172.16.1.1-172.16.1.200, 172.16.1.1-172.16. 3. 33.
The mask form uses the second | P address to specify a bit nask.
One bits in the mask correspond to bits in the address that may
not vary. A valid masked address range is: 10.0.0.1 mask
255. 255. 0. 255. The slash formuses the integer to indicate the
nunber of bits in the address, beginning fromthe
nost -significant, that may not vary. A valid address range in
this formis: 192.168. 2.0/ 24.

<date> A date is represented as an eight digit integer of the form
YYYYMVDD where YYYY represents the year, MM represents the
mont h of the year (01 through 12), and DD represents the day of
the nmonth (01 through 31). For exanple, June 24, 1996 is
represented as 19960624.

<i nteger-range> specifies an integer, mninmminteger, nmaximm
i nteger, or range of integer values. It uses the follow ng
synt ax:

<integer> | mn <integer> | nax <integer> | <integer>-<integer>

The following are valid <integer-range>'s: 5, 67-100, mn 50
max 60.

<phone- nunmber> is a phone or fax nunber. A phone nunber may
contain digits, spaces " ", plus "+", mnus "-", and the letter
"X" to indicate extension nunbers. The following are valid

<phone- nunber>s: +31 20 123-4676, +44 123 987654 x4711

<enmi | -address> is as described in RFC-822 [rfc822].
<dns-nane> is as described in RFC- 1034 [rfcl1034].
<free-form> is a sequence of ASCI| characters.

<X-nanme> is a name of an object of type X. That is <mtner-nanme>
is a nane of a nmtner object.

<oid> is an object identifier of type <object-nane>.
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<or-address> is an X 400 address of type <free-fornr. See Appendi x
in [PKIXP1] for further definition of the syntax.

<rel ative-distingui shed-nane> represents an X 500 distingui shed
name of type <free-fornmr. See Appendi x in [PKIXP1] for further
definition of the syntax.

<edi - party-nanme> EDI Party Nane of type <free-form. See Appendi x
in [PKIXP1] for further definition of the syntax.

<uri> Uniform Resource ldentifier of type <free-fornp.

<general -nanme> is of the form <nanme-type> <nane>. <nane-type>
descri bes the type of nane used in <name>. <nane> is a string
that identifies a nane. |Its format depends upon the
<nane-type>. The follow ng nane types and their corresponding
<nane> formats have been defined as follows (based on CRL
Di stribution Points extension in [PKIXP1]):

<name-type> description of type <nanme> format
ot her O her Nane <oi d> <freefornme
ng822 RFC 822 Nane <enmi | - addr ess>
dns DNS Nanme <dns- nane>
x400 X400 Address <or - addr ess>
di r nane Di rectory Name list of

<rel ative-di stingui shed- nane>
edi name EDI Party Name <edi - party- name>
uri Uni form Resource ldentifier <uri>
i paddr | P Address <i p- addr ess>
regid Regi stered ID <oi d>

3. Managenent Agent Cl asses

The classes mtner and cert and the attributes mt-by and changed in
all classes contain information about the managenent agents of the
policy specification. Anmong them the mtner class specifies what
entities can create, delete, and replace other objects. These classes
do not specify security policies.

3.1 mmtner C ass

The mtner class defines entities that can create, delete, and repl ace
SPSL objects. A provider, before creating SPSL objects, first needs
to create a mtner object. The attributes of the mtner class are
shown in Figure 1.

Attribute Val ue Type (Sect. 1.2.2)
mmt ner : <obj ect - nanme> man, s-v, key
char-set: <char-set> opt, s-v
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Attribute Val ue Type (Sect. 1.2.2)
not es: <free-fornp opt, myv
aut h: <schenme-i d> <aut h-i nf o> man, myv
addr ess: <free-fornp man, myv
phone: <phone- nunber > man, myv
f ax- no: <phone- nunber > opt, myv
emai | : <emmi | - addr ess> man, myv
mmt - by: list of <mtner-nane> mn, my
certs: list of <cert-name> man, myv
changed: <mmt ner - nane> <dat e> man, myv
si gnat ure: see description bel ow man, myv

Figure 1: mtner Class Attributes

The 'mmtner' attribute is mandatory and is the class key. |Its

value is an SPSL nane. The '"auth' attribute specifies the schene that
will be used to identify and authenticate update requests fromthis
mai ntainer. It has the follow ng syntax:

aut h: <schene-i d> <aut h-i nf o>

E.g.,
aut h: crypt-pw dhj sdf hr uewf

The <scheme-id>'s currently defined are: "cert", "pgp", and
"crypt-pw'. The <auth-info> is additional information required by a
particul ar schene: in the case of "crypt-pw', it is a password in UN X
crypt format; and in the case of "pgp", it is a PGP public key; in the
case of "cert", it is a list of <cert-name> to match the public key
certificates in the 'cert' attribute. |If nmultiple "auth' attributes
are specified, an update request satisfying any one of themis

aut henticated to be fromthe naintainer.

The 'char-set' attribute identifies the name of the character set used
for the value of the notes attribute in this object. The 'char-set
does not apply to the attribute names; the default character set is

al ways used for them If this attribute is not included, then the
default character set is used.

The 'address', 'phone', 'fax-no', and 'enmil' attributes provi de contact
information for the maintainer. The 'address' attribute SHOULD contain
one conpl ete address per instance of the attribute.

The 'notes' attribute contains a free-formtextual description of the
obj ect and other notes about the object. The 'mmt-by' attribute is a
list of nmtner object nanmes. The authorization for replacenment or

del etion of this object is governed by any of the nmmintai ner objects
referenced. The 'changed' attribute docunments who | ast changed this
obj ect, and when the change was nade. This attribute is nulti-valued
so that a history of who made changes and when MAY be kept. Only the
nost recent change MUST be kept. If multiple 'changed' attributes are
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saved, then they MJUST be ordered fromnost to | east recent. The
<mtner> identifies who nade the change. <date> is the date of the
change.

The 'certs' attribute lists certificate objects that point to the public
key certificates for this mtner

The 'signature' attribute contains a signature of the object.

Si gnatures are computed over the textual representation of all the
attributes in the object, except any 'signature' attributes. For

pur poses of the signature, all white-space is reduced to a single
space, except for carriage returns which are included in the
signature. Line continuation characters and the follow ng carriage
return are included in the signature. Comm separated |ists do not
have a space on either side of the comma "," for the signature. There
SHOULD be at | east one 'signature' l|line for each <mtner-name> in
mt - by. When an object is nodified, all signature attributes MJST

ei ther be reconputed or renoved fromthe object so that all signatures
are valid. The attribute has the follow ng syntax:

signature: <mmtner-nanme> <cert-nane>
<si gnature-al g> <si gnature-data>

E.g.,
signature: XYZ-1R-MNT XYZ- X509- CERT rsa-pkcsl <signature-data>

The <mnt ner-nane> and <cert-name> identify which mtner signed this
obj ect and which certificate was used. <signature-alg> is the
algorithmused to create the signature. Currently the follow ng
signature algorithns are defined: "rsa-pkcsl", "dsa-shal".
<signature-data> is the signature that was generated.

Figure 2 shows an exanple mtner object. In the exanple, "cert"
aut hentication is used.

mt ner: XYZ- | R- MNT

not es: XYZ-1 R Mai nt ai ner

aut h: cert XYZ-1R- X509- CERT

addr ess: XYZ Corp, 1 XYZ Place, Anytown, AS 12345, USA
phone: +1 617 5551234

emai | : j doe@r.xyz.com

mmt - by: XYZ- | R- MNT

certs: XYZ- 1 R- X509- CERT

changed: XYZ-1 R- MNT 19970820

si gnat ure: XYZ- 1 R- MNT XYZ-1 R- X509- CERT dsa-shal <si gnat ure-data>
Figure 2: An exanple mtner object.

The 'char-set', 'notes', 'mmt-by', 'changed', and 'signature
attributes are attributes of all SPSL classes. Their syntax,
semantics, and type (mandatory, optional, nulti-valued, or

singl e-valued) are the same for for all SPSL classes. They are not
di scussed further in the renaining sections.
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3.2 cert Class

The cert class identifies a public key certificate that may be used to
sign SPSL objects. A cert object either specifies a certificate or
the location of a certificate. The 'cert' attribute identifies the
nanme of the object.

Attribute Val ue Type (Sect. 1.2.2)
cert: <obj ect - nanme> man, s-v, key
char-set: <char - set > opt, s-v
not es: <free-fornp opt, myv
certificate: see description bel ow opt, s-v
certlocation: see description below opt, myv
crllocation: see description bel ow opt, s-v
mmt - by: list of <mtner-nanme> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ur e: see description in Section 3.1 man, myv

Figure 3: cert class attributes
The 'certificate' attribute has the follow ng syntax:
certificate: <cert-type> <cert-data>

<cert-type> describes the type of certificate represented. Currently
the followi ng types are defined: "pkcs7", "pgp", "dnskey", "x509_sig",
"x509_ke", "kerberos", "spki". <cert-data> is the actual certificate
descri bed by this object, encoded as a hexadeci mal representation of
the certificate.

certificate type descri ption

pkcs7 PKCS #7 wrapped X.509 certificate
pgp PGP certificate

dnskey DNS si gned key

x509_sig X. 509 certificate - signature
x509_ ke X. 509 certificate - key exchange
ker ber os Ker beros t okens

spki SPKI certificate

The 'certlocation' attribute has the follow ng syntax:

certlocation: <cert-type> <fetch-protocol >
<general -nanme> | filenane <fil enane> |
rdn <rel ative-di stingui shed-name>

<cert-type> is as defined above. <fetch-protocol> specifies the

preferred protocol should be used to fetch the certificate fromthis

| ocation. Currently the follow ng protocols have been defined: "cdp",
"dns", "file". The location of the certificate is identified either

by using a <general -name> or a <rel ative-distingui shed-nane> when fetching
with CDP or DNS, or a <filenane> when fetching froma locally stored file.
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The 'crllocation' attribute indicates where a certificate revocation
list (CRL) may be found for this certificate. It has the foll ow ng
synt ax:

crllocation: <crl-type> <fetch-protocol >
<general -name> | filenanme <fil enanme>
rdn <rel ative-distingui shed-nanme>

This is simlar to the certlocation attribute, except that <crl-type>
is used in place of <cert-type>  <crl-type> describes the type of CRL
that may be found at this |ocation. Currently, the following CRL type
has been defined: "x509".

At least one 'certificate' or 'certlocation' attribute MJUST be present in
a cert object. It is possible for a 'certificate' and a 'certlocation'
attribute, or multiple '"certlocation' attributes to be present in a
single cert object, but they SHOULD all refer to the same certificate,
otherwi se the wong certificate nay be used.

4. Network Entity Cl asses

4.1 node C ass

The node class identifies a set of interfaces on a network entity that
may have policies associated with them This definition allows a
single network entity to be represented by one or nore node objects.
It also allows policies to be associated with specific interfaces or
addresses of a network entity.

Attribute Val ue Type (Sect. 1.2.2)
node: <node- name> man, s-v, key
char-set: <char-set> opt, s-v
not es: <free-forne opt, myv
name: <dns- nane> man, Ss-v
alias: <dns- nane> opt, mv
i faddr: <i p- addr ess> man, myv
mt - by: list of <mmtner-name> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 4. node class attributes

The 'node' attribute is the class key, which uniquely identifies the
node obj ect.

The '"name' attribute is a valid DNS nane identifying the network entity
to which the interfaces in the object are attached. Each 'alias'
attribute, if present, should be a canonical DNS nane of the network
entity. The "ifaddr' attribute specifies the | P address of each
interface of the node.
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Figure 5 shows two exanpl es of node objects.

node: SQUATCH

nane: squat ch. f 00. com
i faddr: 172.16.3.11

i faddr: 192.2.1.83

node: SG- FOO- FI REWALL: COTTON
name: cotton. foo.com
i faddr: 172.16.5.196

Figure 5: node object exanples
4.2 node-set Cl ass
The node-set class provides a nmeans to group several nodes into one
object. The class may be used to group together the interfaces of a
single host or of nultiple hosts. The nodes in a node-set object are
expected to contain the interfaces of a common set of network
entities.

The node-set class is defined bel ow

Attribute Val ue Type (Sect. 1.2.2)
node- set : <node- set - nane> man, s-v, key
char-set: <char-set> opt, s-v
not es: <free-fornp opt, myv
menber s: list of <node-nanes>

and/ or <node- set - nanes> mn, mv
mmt - by: list of <mtner-nanme> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 6: node-set class attributes

The 'node-set' attribute is the class key, which uniquely identifies the
node-set object. The 'nmenbers' attribute is a list of the node objects
and node-set objects which are grouped by the node-set object.

4.3 gateway Cl ass
The gateway class identifies a set of interfaces on a policy
enforcenent agent, e.g., a security gateway, that can enforce the

security policies associated with the enforcement agent or the domain
for which it enforces policy.
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Attribute Val ue Type (Sect. 1.2.2)
gat eway: <gat eway- nanme> man, s-v, key
char - set: <char-set> opt, s-v
not es: <free-fornp opt, myv
nane: <dns- nane> man, s-v
alias: <dns- nane> opt, myv
i faddr: <i p-addr ess> man, myv
pref erence: <i nt eger > man, s-v
mt - by: list of <mtner-nane> man, myv
changed: <mmt ner - nane> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 7: gateway class attributes

The 'gateway' attribute is the class key, which uniquely identifies the
gat eway object.

The "name' attribute is a valid canonical DNS nane identifying the
network entity on which the policy enforcenent agent is inplenented.
Each 'alias' attribute, if present, should be a canonical DNS nane of
the network entity. The '"ifaddr' attribute specifies the |IP address of
an interface.

The 'preference' attribute gives a hint as to the preference of routing
to use this gateway. 1 is the highest preference and the preference
decreases as the integer increases. This is only used for purposes of
the domain object and is explained further in section 4.6.

Figure 8 shows two exanpl es of gateway objects.

gat eway: SG FOO FI REWALL

name: foo-firewall.foo.com

i faddr: 172.16.0.1

i faddr: 192.2.1.83

preference: 1

gat eway: SG FOO- FI REWALL: SG- | S- FI REWALL
name: is-firewall.foo.com

i faddr: 172.16.5. 196

preference: 3
Figure 8: gateway object exanples
4.4 gateway-set Class
The gateway-set class provides a neans to group gateways. It can be
used to group together the interfaces of a single gateway or the

interfaces of multiple gateways spread across several gateway objects,
so that they may be referred to as a single object.
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The gateway-set class is defined bel ow

Attribute Val ue Type (Sect. 1.2.2)
gat eway- set : <gat eway- set - nane> man, s-v, key
char-set: <char-set> opt, s-v
not es: <free-forne opt, myv
menbers: list of <gateway-nanes>

and/ or <gat eway- set - nanes> man, s-v
mt - by: list of <mtner-nane> man, myv
changed: <mmt ner - nane> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 9: gateway-set class attributes

The 'gateway-set' attribute is the class key, which uniquely identifies
the gateway-set object. The 'nmenbers' attribute is a |ist of gateway
obj ects and/ or gateway-set objects which are grouped by the gateway-set
obj ect .

4.5 polserv Class

The pol serv class defines the policy servers that are capabl e of
managi ng security policies.

Attribute Val ue Type (Sect. 1.2.2)
pol serv: <pol i cy-server - name> man, s-v, key
char-set: <char - set > opt, s-v
not es: <free-fornp opt, myv
nanme: <dns- nane> man, s-v
alias: <dns- nane> opt, myv
i faddr: <i p- addr ess> man, myv
mmt - by: list of <mtner-nanme> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 10: polserv class attributes

The 'polserv' attribute is the class key, which uniquely identifies
the policy server object. The 'nane' attribute is a valid DNS nane

i dentifying the network entity on which the policy server is |ocated.
Each 'alias' attribute, if present, should be a canonical DNS nanme of
the network entity. The 'ifaddr' attribute specifies the |IP address of
an interface of the policy server.

Figure 11 shows a sinple exanple of a policy server object.
pol serv: PS-SECURI TY
nane: f oo- pol -server. foo.com
i faddr: 172.16.0.2

Figure 11: pol serv object exanple
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4.6 dommin Class

The domain class provides a means to define a security donmmin, which
is a cluster of network entities protected by a cormbn set of security
policies which are enforced by the policy enforcenment pointss |ocated
at the perineter of the donuin.

A security domain is the basic topological structure for a
domei n- based security nodel [Section 1.1.2]. It consists of three
conmponent s:

1. Coverage - a security domain nust be authorized to include a
specific set of network entities. That specification is provided
in the 'coverage' attribute, and can take the formof a list of IP
addresses, a list of |IP address ranges, a |list of nodes, and/or
a list of node-sets.

2. Policy Enforcenent Points - the network entities included in a
security domain are protected by a set of policy enforcenent
points | ocated at the perinmeter of the domain. The policy
enforcenent points are specified by the 'gateways' attribute,
which may contain a |list of gateways or gateway-sets. The
gateways in the |list MAY be ordered using the 'gateways
"preference' attribute.

3. Policy Servers - one or nore policy servers are assigned to
the security domain to manage the security policies of the
domain. These servers are given in a |list under the 'pol servs
attribute. The first nmenber of the list MJST be the primry
server, and the rest are any secondary servers.

Wth these three conponents, the donmain class is defined bel ow
I ndi vi dual domain objects are uniquely identified by the 'domain’
attribute, which is the class key.

Attribute Val ue Type (Sect. 1.2.2)
domai n: <domai n- nane> man, s-v, key
char - set: <char-set> opt, s-v

not es: <free-fornp opt, myv
cover age: [list of <ip-address > [,]]

[list of <address-range> [,]]
[list of <node-nanme> [,]]

[list of <node-set-nanme>] man, myv

gat eways: list of <gateway-name>
and/ or <gat eway- set - nanme> man, s-v
pol servs: list of <policy-server-nanes> man, s-v
mmt - by: list of <mtner-nanme> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 12: dommin class attributes
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5. Policy Cass

A policy class object specifies a binding between a set of
communi cation conditions and a set of actions.

In the current version of SPSL, two policy classes are defined. The
general class described in sections 5.1 and 5.2 defines the conditions
and a transfer action that allows for specifying packet filtering
rules. The class described in Section 5.3 is to be used for

speci fying |1 PSec and | KE poli cies.

Mor eover, objects of the general policy class may take one of two
possible formats. The short format expresses the policy in a single
"policy' attribute and the long format expresses each part of a policy
in a distinct attribute. Each of the two formats is appropriate for
different applications. They will be discussed in the next two
sections, along with comments on their strengths and weaknesses.

Both formats of the policy class share three attributes. Figure 13
shows the class definition (in short format) in order to display the
common attributes. Anmong them 'policy-name' gives the nane of the
policy. The 'cache-expiry' attribute indicates, in seconds, the nmaxi num
time that this policy should be cached. It can be regarded as a hint

to any entities that may cache this policy. |If the attribute is

absent or has a value of zero then no expiration tine is suggested.

The 'association' attribute specifies the names of one or nore nodes,

gat eways, or dommins that own the policy. |[If a node-based or
domai n- based policy nodel is being used, strict rules of association
nust be observed depending on the nodel. In the node-based nodel, a
policy can be associated with an object fromthe node, node-set,
gateway, or gateway-set classes but never with a donmain object. In

t he donmai n-based nodel, a policy can be associated with an object from
the node, node-set, or domain classes but not with a gateway or
gateway-set object. This is because the policy associated with a
gateway or gateway-set object will be enforced by that particul ar
object instead of by all of the enforcement agents of a specific
domai n. However, a node or node-set object is allowed its own
policies in a donmi n-based associ ati on because the object nmay be
regarded as a single/nultiple node donmin.

5.1 policy Attribute (Short Fornat)

The short format of the policy class specifies the policy in a
single "policy' attribute that is structured as foll ows:
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Attribute Val ue Type (Sect. 1.2.2)
pol i cy- nane: <obj ect - nanme> man, s-v, key
char - set: <char-set> opt, s-v
not es: <free-fornp opt, myv
associ ation: <node- nanme> | <node-set - nane>

| <gateway-name> | <gateway-set-nanme>

| <dommi n- nane> man, Ss-v
cache-expiry: <integer> opt, s-v
policy: as descri bed bel ow opt, myv
mt - by: list of <mmtner-name> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 13: policy class attributes, short format

policy: dst * | any | list of [not] <ip-address>
| list of [not] <address-range>
[port * | opaque | any | list of [not] <port>

| list of [not] <port-range>
[dynam ¢ [ <port-range>]]]

[src * | any | list of [not] <ip-address>
| Iist of [not] <address-range>
[port * | opaque | any | list of [not] <port>

| list of [not] <port-range>
[dynam ¢ [<port-range>]]]]
[ xport-proto * | opaque | any | list of [not] <proto>
| list of [not] <proto-range>]
[direction inbound | outbound [, symetric]]
pernmit [, forward <dest>] | deny [, forward <dest>]
| forward <dest>

The "dst" tag specifies a list of <ip-address>s or <address-range>s to
which this policy does (or does not) apply. The address may be

speci fied as "any" or the wildcard, "*", to indicate this applies to
traffic destined to all addresses. O herw se, the address is a |ist
of individual |P addresses, or address ranges specified by a m ninmum
and maxi mum address (inclusive), or address ranges specified using an
address and nmask.

An address may be preceded by the qualifier "not" to indicate that the
address from a packet nust not be the one specified. Note that it not
useful to include sonme list nenbers with the "not" qualifier and sone
without it. For a distinct X and Y, an expression "X or not Y" is

equivalent to just "not Y'. An expression "X and not Y" is equival ent
to just "X'. Note the special case where a |list contained the sanme
address both with and wi thout "not" -- those two |ist nenbers are
equivalent to "any". Consequently, when a |list contains no "not"

qualifiers, the interpretationis "X or Y or Z", while if each list
menber has a "not" qualifier, the list is interpreted as "not X and
not Y and not Z".

Condel I, Lynn, Zao [ Page 20]



Internet Draft Security Policy Specification Language July 1999

Attribute "dst" may optionally be followed by "port" and a |ist of
destination port nunbers or ranges of port numbers to which this
policy does (or does not) apply. Additionally, "port" may be foll owed
by the tag "dynami c" and an optional range of port nunbers. This
speci fies that a connection established by using one of the port
nunbers followi ng the "port" tag, may then use dynam c ports for the
rest of the communications using that connection. |[|f a range of port
nunbers follows the dynam c tag, then dynanmic ports are only all owed
within that specified range. |If the range is not specified, the port
range defaults to "*". If the dynamic tag is not used, then dynam c
ports are excluded fromthis policy.

A source address and port(s) nay optionally be specified in a sinlar
manner using the "src" tag. The source address and source and
destination ports default to "*" if they are not specified.

The transport protocol may be specified using the optional tag
"xport-proto", which defaults to "*" if not specified. The transport
protocol may be specified as a single transport protocol nunber, a
list of protocol nunbers, or a range of protocol nunbers in the form
<nunber >-<nunber>. It may al so be specified as "*", "any", or
"opaque". Note that when a port is specified as described in the
previ ous two paragraphs, then the protocol associated with those ports
nmust be specified using the "xport-proto" phrase.

The "direction" specification is used to specify whether a packet is
entering the domain associated with the policy (inbound) or exiting it

(outbound). If the optional qualifier "symetric" is present, a
second policy will automatically be created with the direction
sensitive fields -- "src" and "dst", and src port and dst port --
swi t ched.

The transfer action of "permt" or "deny" nust be specified to indicate
what her packets that match this policy should be passed or dropped,
respectively. The transfer action nmay additionally specify that

the matchi ng packets be forwarded to a specified destination, e.g.

a policy server. The destination may be specified by either a DNS
name, preceeded by "dns", or by an |IP address.

policy-nane: foo

associ ation: sg-bar

policy: dst 172.16.0.0-172.16. 255. 255
src 192.168.100. 0- 192. 168. 100. 255
Xport-proto 6 permt

policy: dst 172.16.0.0-172.16. 255. 255 deny

Figure 14: policy object exanple, short formt
In this exanple, this policy denies all packets destined to IP
addresses from 172.16.0.0 to 172.16. 255. 255, unless they are from

addresses 192.168.100.0 to 192.168. 100. 255 and use TCP. Note that the
ordering of the '"policy' attributes is inportant (see section 5.5).
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5.2 policy Attribute (Long Format)

The long format policy class nmakes each part of the policy attribute an
explicit attribute.

Attribute Val ue Type (Sect. 1.2.2)
pol i cy- nane: <obj ect - nanme> man, s-v, key
char-set: <char-set> opt, s-v
not es: <free-fornp opt, myv
associ ation: <node- nanme> | <node- set - nanme>

| <gat eway- name> | <gateway-set-nanme>

| <donmmi n- nane> man, s-v
cache-expiry: <integer> opt, s-v
valid-period: [list of <valid-tinme> opt, myv
dst: see bel ow opt, myv
Src: see bel ow opt, mv
xport - proto: see bel ow opt, myv
direction: i nbound | outbound [, symmetric] opt, s-v
useri d: * | any | list of [not] n822 <emuil -addr>

| list of [not] dn <distinguished-name> opt, myv
syst emmane: * | any | list of [not] <general-nane>

| list of [not] dn <distinguished-nanme> opt, myv
i pv6-cl ass: * | any | list of [not] <integer-range> opt, mv
i pv6-fl ow. * | any | list of [not] <integer-range> opt, mv
i pv4-tos: * | any | list of [not] <integer-range> opt, mv
secl abel : * | any | list of [not] <secl abel > opt, mv

see Section 5.4 for additional selectors opt, mv

tfr-action: see bel ow opt, myv
mmt - by: list of <mtner-nanme> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 15: policy class attributes, |long format

The attributes are specified as foll ows:

dst: * | any | list of [not] <ip-address>
| list of [not] <address-range>
[port * | opaque | any | list of [not] <port>

| list of [not] <port-range> [dynam c [<port-range>]]]

src: * | any | list of [not] <ip-address>
| list of [not] <address-range>
[port * | opaque | any | list of [not] <port>

| list of [not] <port-range> [dynam c [<port-range>]]]

xport-proto: * | opaque | any | list of [not] <proto>
| list of [not] <proto-range>

tfr-action: permt [, forward <dest>] | deny [, forward <dest >]
| forward <dest>
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<valid-tinme> [year yyyy-yyyy] [nonth 000000000000]
[ day- of - nont h 0000000000000000000000000000000]
[ day- of -week 0000000] [time [not] hh:mm ss-hh: nm ss]

The 'valid-period attribute describes one or nore tinme periods in
which the policy is valid. |f nore than one tinme period is expressed
in an object, then the periods are related by a logical OR  Each tine
period consists optionally of a range of years, bitmask of nonths,

bi t mpask of days-of-the-nonth and and -of-the-week, and a tinme period.
These fields of a tinme period are related by a | ogical AND.

The "year" is a range of years to which the policy applies. The
"month" is a 12-bit bitmask of the nonths with January as the first

bit and Decenber the last bit. |If a bit is set to 1, the policy is
valid during that nonth, if 0, it is not valid during that nonth. The
"day-of-nmonth" is a 31-bit bitnmask of the days-of-the-nmonth with 1 as
the first bit and 31 the last bit. |If a bit is set to 1, the policy
is valid during that day, if 0, it is not valid during that day. The
"day-of -week"” is a 7-bit bitmsk of the days-of-the-week with Sunday
as the first bit and Saturday the last bit. |If a bit is set to 1, the
policy is valid during that day-of-the-week, if 0, it is not valid
during that day. The "tinme" describes a range of tinmes during which
the policy is (or is not) valid. The tinmes use a 24-hour clock and
their values MJUST be expressed in Greenwich Mean Tinme (Zulu). |f any
period is not described that field is interpreted as "any."

Attributes '"dst', 'src', 'xport-proto', 'direction', and 'tfr-action’
(transfer action) are simlar to their counterparts in the short
format of the policy class. Note that the interpretation of a single
selector attribute with a list value is simlar to having each

list nmenber be a separate instance of the selector attribute since
nmul ti pl e occurances of these selectors (unlike the 'policy' selector)
are interpreted as |ogical ORs.

The direction MJUST be specified either in the '"policy' attribute or the
"direction' attribute. The "tfr-action' attribute specifies an action
that MJST be taken, as specified above.

The 'user-id' attribute specifies either an emanil address or a distinguished
name to identify a particular user. The 'systemmanme' attribute uses a DNS
name, an X. 500 general name, or an X. 500 distinguished nane to identify a
particul ar system

The 'seclabel' attribute is used to identify an inplenentation specific

security label. This should correspond to the inplenentation of the
security level selector in IPSec. This attribute is a good exanple of
the difference between "*" and "any". \Wien "any" is used, the packet

nmust contain the field which contains the selector value. Wen "*" is
used, the packet does not have to have that field. Thus "any" neans that
the packet nust specify a security |label, but its value is not of interest.
A "*" would nean that a packet need not contain any security |abel. The
val ue "opaque" is used to match packets for which a selector field cannot
be found, typically due to conpression, fragnentation, or confidentiality.
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Attributes '"ipve-flow and 'ipv6-class' specify a list of integers or

i nteger ranges, optionally preceeded by "not", corresponding to the

| Pv6 flow | abel and transport class fields in the | Pv6 header

"ipvd-tos' is a list of integers or integer ranges, optionally preceeded
by "not", corresponding to the IPv4 type of service field in an | Pv4
header. These attributes default to "*" if they are not included.

The '"tfr-action' and 'dst' attributes are mandatory, if the policy class
is used in this format.

In order to represent the policies described in the above exanpl e
(Figure 14), two policy objects nust be created. Note that the
ordering of the policy objects is inportant (see section 5.5).

pol i cy- nane: baz

associ ation: sg- bar

dst: 172.16.0.0-172. 16. 255. 255
src: 192. 168. 100. 0-192. 168. 100. 255
xport-proto: 6

tfr-action: accept

pol i cy- nane: foo

associ ation: sg- bar

dst: 172.16.0.0-172. 16. 255. 255
tfr-action: deny

Figure 16: policy object example, |long format

Cenerally, policy objects will use one of the two formats, but it is
possi bl e to conbine the features of both. The conbined policy class
| ooks as follows:

Attribute Val ue Type (Sect. 1.2.2)
pol i cy- nane: <obj ect - nanme> man, s-v, key
char-set: <char-set> opt, s-v
not es: <free-fornmp opt, myv
associ ation: <node- nanme> | <node- set - nanme>

| <gateway- name> | <gateway- set-nanme>

| <donmmi n- nane> man, s-v

Figure 17: policy class attributes, conbi ned format
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Attribute Val ue Type (Sect. 1.2.2)
cache-expiry: <integer> opt, s-v
valid-period: list of <valid-tine> opt, myv
policy: as descri bed above opt, myv
dst: as descri bed above opt, myv
src: as descri bed above opt, myv
Xport - proto: as descri bed above opt, myv
di rection: i nbound | outbound [',' symretric] opt, s-v
userid: * | any | list of [not] n822 <emmil -addr>

| list of [not] dn <distinguished-nanme> opt, myv
syst emmane: * | any | list of [not] <general-nane>

| list of [not] dn <distinguished-nanme> opt, myv
i pv6-cl ass: * | any | list of [not] <integer-range> opt, mv
i pv6-fl ow. * | any | list of [not] <integer-range> opt, mv
i pv4-tos: * | any | list of [not] <integer-range> opt, mv
secl abel : * | any | list of [not] <secl abel > opt, mv

see Section 5.4 for additional selectors opt, mv

tfr-action: as descri bed above opt, myv
mt - by: list of <mmtner-name> man, myv
changed: <mmt ner - name> <dat e> man, myv
si gnat ure: see description in Section 3.1 man, myv

Figure 17 (Cont’'d): policy class attributes, conbined format

If the "policy' attribute is specified and any of the other attributes
are al so specified, those others apply to all the policy lines in this
object. This holds true for sub-classes of the policy class, too. |If
a policy object has a conflict between a part of the policy attribute
and one of the other attributes specified, it is an invalid object.

Figure 18 illustrates the conmbination of the two formats. The first
policy object uses the conbined format of the policy class. It has

two 'policy' attributes and an 'xport-proto' attribute. The 'xport-proto
attribute is applied as part of the policy described by each of the
"policy' lines. This is equivalent to explicitly listing the
"xport-proto' attribute in each policy Iline, as shown in the second
policy object.

pol i cy- nane: tcp-foo
associ ation: sg- bar
policy: dst 172.16.0.0-172.16. 255. 255

src 192.168. 100. 0- 192. 168. 100. 255 accept
policy: dst 172.16.0.0-172.16. 255. 255 deny
xport-proto: 6
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This is equivalent to:

pol i cy- nane: tcp-foo
associ ation: sg- bar
policy: dst 172.16.0.0-172. 16. 255. 255

src 192.168.100. 0- 192. 168. 100. 255
xport-proto 6 accept
policy: dst 172.16.0.0-172.16. 255. 255 xport-proto 6 deny

Figure 18: policy object exanmple, combined format

While both formats allow the sane policies to be specified, they each
have their advantages and di sadvantages. The short format all ows
unconplicated policies, such as general default policies, to be
specified in a conpact format since it allows nmultiple policies to be
defined in a single object. The short format, however, is not capable
of specifying conplex policies. The long format allows conpl ex
policies to be specified in a nore straightforward manner. Also, the
ability to combine both formats of the policy class, allows greater
flexibility in how policies may be defined. Correct specification of
policies is nade easier by being able to specify those policies in a
strai ghtforward manner.

5.3 ipsec-policy C ass

The ipsec-policy class is a sub-class of the policy class. It is

used to state | PSec policies specifying whether or not AH or ESP

are required for a particular comunication, and the choice of

security nmechanisns to be used with | PSec protocols. It also

specifies the security mechani sns that nay be negotiated by | KE

using the IPSec DO [DA]. Since it is a sub-class of the general policy
class, it inherits attributes fromthe policy class. The inherited
attributes are marked with an "*" in Figure 19 bel ow

Attribute Val ue Type (Sect. 1.2.2)
*policy-nane: <object-nanme> man, s-v, key
*char-set: <char - set > opt, s-v
*not es: <free-fornp opt, myv

*associ ati on: <node-name> | <node-set-nane>
| <gateway-name> | <gateway-set-nanme>

| <dommi n- nane> man, s-v
*cache-expiry: <integer> opt, s-v
*val id-period: list of <valid-tinme> opt, mv
*policy: as descri bed above opt, myv
*dst: as descri bed above opt, mv
*src: as descri bed above opt, myv
*xport-proto: as described above opt, myv
*direction: i nbound | outbound [',' symretric] opt, s-v

Figure 19: ipsec-policy class attributes
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Attribute Val ue Type (Sect. 1.2.2)
*useri d: * | any | list of [not] n822 <emmil -addr>

| Iist of [not] dn <distinguished-name> opt, myv
*syst emrmane: * | any | list of [not] <general-nane>

| list of [not] dn <distinguished-name> opt, myv
*j pv6- cl ass: * | any | list of [not] <integer-range> opt, mv
*i pve-fl ow * | any | list of [not] <integer-range> opt, myv
*i pv4-tos: * | any | list of [not] <integer-range> opt, mv
*secl abel : * | any | list of [not] <secl abel > opt, mv
* see Section 5.4 for additional selectors opt, myv
*tfr-action: as descri bed above opt, myv
i psec-action: see bel ow opt, myv
i ke-action: see bel ow opt, myv
*mmt - by: list of <mtner-nanme> man, myv
*changed: <mmt ner - name> <dat e> man, myv
*signature: see description in Section 3.1 man, myv

Figure 19 (Cont’d): ipsec-policy class attributes

i ke-action: ikenode <ikenmpbde> pfs <usepfs>
aut h <aut h- met hod>
ci pher <ikeci pher> hash <hashal g>
[ gr oup-desc <group-desc>
group-type <group-type> <hex-string> <hex-string>
<hex-string> <hex-string> <hex-string> <hex-string>]
[prf <integer>] [field <integer>]
expiry ( seconds | kil obytes ) <integer-range>

where <i kenpde> is one of: "aggressive", "main", "quick"
<usepfs> is either "false" or "true"

<aut h-nmet hod> i s one of "any", "pre-shared", "dss",
"rsa", "rsa-encrypt", "rsa-revised" or an
<integer> as defined in [rfc2409], optionally
preceded by "not"

<i keci pher>is a list of one or nore of:
<i keci pheral g> [ keyl en <i nteger-range>]

<i keci pheral g> is one of "any", "blowfish", "cast",
"des", "des3", "idea", "rch5", or an
<integer> as defined in [rfc2409], optionally
preceded by "not"

<hashal g> is "any", or one or nore of: "nd5", "shal", "tiger",
or an <integer> as defined in [rfc2409], optionally
preceded by "not"

<group-desc> is one of: "nodp-768", "nopdp-1024", "ec2n-155"
"ec2n-185", or an <integer> as defined in [rfc2409].
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<group-type> is one of: "nodp", "ecp", "ec2n", or an
<integer> as defined in [rfc2409].

i psec-action: [ esp <proposal -choi ce> ci pher <ipseccipher>
[integrity <ipsecintegrity>]
[expiry ( seconds | kilobytes ) <integer-range>]
[tunnel | transport]
[from <l ocation> [, <location>]]
[to <location> [, <location>]]

]

[ ah <proposal -choice> integrity <ipsecintegrity>
[expiry ( seconds | kil obytes ) <integer-range>]
[tunnel | transport]

[from <location> [, <location>]]
[to <location> [, <location>]]

]

[ i pconmp <proposal -choi ce> <i pconpal g> ]

req", "opt

wher e <proposal -choice> is one of

<i pseccipher>is a list of one or nore of:
<i psecci pheral g> [ keyl en <integer-range>]
[rounds <integer-range>]

<i psecci pheral g> is one of "any", "blowfish", "cast",
"des", "des3", "idea", "idea3", "none", "rc4",
"rc5", "rfc1829-iv32", "rfcl829-iv64", or an
<integer> as defined in [rfc2407], optionally
preceded by "not"

<i psecintegrity>is a list of one or nore of:
<integrityal g> [ keyl en <integer-range>]

<integrityalg> is one of "any", "hmacdes", "hmacnd5",
"hmacshal", "kpdk", or an <integer> as defined
in [rfc2407], optionally preceded by "not"

<i pconpal g> is "any", or one or nore of: "deflate", "lzs",
"oui", or an <integer> as defined in [rfc2407],
optionally preceded by "not"

<l ocation> is "any", or one or nore of: "dest", "host",
"l ocal -sg", "renpte-sg", <ip-address>
"dns" <dns-name>

Two action attributes, 'ipsec-action' and 'ike-action', in addition to
the policy class attributes, formthe ipsec-policy class.
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The 'ipsec-action' attribute specifies ESP, AH, and | P conpression
proposal s that must be used to protect this conmunication. Each
proposal may be either a required, "req," or optional, "opt," part of
the specified conmunication. |If a proposal is not included in the
"ipsec-action' it is prohibited.

If an ESP proposal is specified, the cipher algorithmto use is

speci fied by the "cipher" tag and "any", a string describing a cipher
al gorithm or a nunber corresponding to a cipher algorithm as defined
in [rfc2407]. Each cipher algorithm may be further defined by an

opti onal key length and nunber of rounds, if the cipher requires it.
An integrity algorithmand its key length may optionally be specified.
It defaults to "any" if not specified. Values are defined in
[rfc2409]. The SAlife type and life tine may be specified with the

"expiry" tag. |If not used, the values default as described in section
4.5 of [rfc2407]. Tunnel or transport node may be specified with the
"tunnel" or "transport" tags. |If neither are specified, either my be

used. The end points of the SA may be specified with the "to" and
"from' tags which are described in detail bel ow

If an AH proposal is specified, the integrity algorithmto use is
specified by the "integrity" tag and "any", a string describing an
integrity algorithm or a nunber corresponding to an integrity
algorithmas defined in [rfc2407]. Values are defined in [rfc2409].
The key length for each algorithm may al so be specified. The SAlife
type and life tine may be specified with the "expiry" tag. |If not
used, the values default as described in section 4.5 of [rfc2407].
Tunnel or transport node may be specified with the "tunnel™ or
"transport" tags. |If neither are specified, either may be used. The
end points of the SA may be specified with the "to" and "fron' tags
whi ch are described in detail bel ow

If an I P conpression proposal is specified, the conpression algorithm
to use is specified by the "ipcomp" tag and "any", a string describing
a conpression algorithm or a nunber corresponding to a conpression
algorithmas defined in [rfc2407]. The SAlife type and life tinme my
be specified with the "expiry" tag. |If not used, the val ues default
as described in section 4.5 of [rfc2407].

The "to" and "fronm' tags identify the endpoints (policy enforcenent
poi nts) of the security association that the proposal describes. A
network node may be explicitly specified as an endpoi nt using either
its I|P address or its DNS nane. This node MJUST be used as the

speci fied endpoint of the SA. The endpoints of the SA nmay al so be
speci fied using a generic specification that allows the policy

deci sion points to determnmine at which enforcenent point to end the SA
"any" allows any enforcenment point to be chosen as long as it is not
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the sane as the other endpoint. "host" specifies the appropriate
(i.e. source or destination) endpoint of the comrmunication. "dest",
"l ocal -sg" and "renote-sg" still need to be further thought and

definition. [***] If the SA endpoints are not specified, they default
to the source and destination endpoints specified in the policy
obj ect.

The 'ike-action' attribute specifies attributes that may be negoti ated
during | KE pahase one and whether perfect forward secrecy nust be used
in quick node. The "ikenode" tag specifies whether |IKE should use
this specification in main, aggressive, or quick node. The "pfs" tag
specifies if perfect forward secrecy should be used. "auth",

"ci pher", and "hash" describe the authentication nethod, encryption
algorithm and hash algorithmto be used. These may be specified by
"any", a string describing the appropriate algorithm or a nunber
corresponding to an algorithmas defined in [rfc2409]. A key length
for the encryption algorithmmy optionally be specified with each

ci pher algorithmusing the "keylen" tag. A predefined group or a
user-defined group may optionally be specified. A predefined group
uses the "group-desc" tag followed by a string describing the group

or a nunber corresponding to a group as defined in [rfc2409]. A
user-defined group uses the "group-type" tag followd by the string or
nunber describing a group type (as defined in [rfc2409]) and the group
description: the group prine/irreducible polynonm al, group generator

1, group generator 2, group curve A, group curve B, and group order

A psuedo-random function nay be specified with "prf" and the field
size of a Diffie Hellrman group may be specified with "field" and the
size in bits. Finally, the life tine and life type nust be specified
using the "expiry" tag.

If multiple '"ipsec-action' attributes or nmultiple 'ike-action'
attributes are specified, they should be taken as |ogical ORs.

5.4 Selectors and Actions

SPSL policies all contain two types of attributes: selectors and
actions. Selectors are the policy attributes that are used to match
packets with a particular policy. Currently, all the selectors that
are defined are contained in the base policy class, though sub-cl asses
may al so contain additional selectors. The selectors currently
defined in the IPSec DO are

src dst
Src-port dst - port
Xport-proto userid
syst emnane i pv6-cl ass
i pv6-fl ow i pv4-tos
secl abel di rection
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ah- hdr

ah- nhdr
direction
dop- hdr
dop- nhdr
dst
dst - port
esp- hdr
esp- nhdr
frag- hdr
frag- nhdr
hop- hdr
hop- nhdr

i cnp4- code
i cnp4- gwy

i cnp4- hdr
icmp4-id

i cnmp4-ntu
i cnp4-seq
i cnp4-type
i cnp6- code
i cnp6- hdr

i cnmp6-id

i cnp6-ntu
i cnp6- seq
i cnp6-type

i pconp- hdr
i pconp- nhdr
i phdr

i pv4-dst

i pv4-frgm

i pv4d-frgo

i pv4- hdr

i pv4-hlen

i pv4-id

i pv4-opt-|srr-dst
i pv4- opt - ssrr-dst
i pv4- pr ot

i pv4-src

i pvd-tlen

i pv4-tos

i pv4-ttl

i pv6-cl ass
i pv6-dst

i pve-fl ow

i pv6- hdr

i pv6- nhdr

i pv6-src

i pver

r h- hdr

r h- nhdr
rh-vers
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of selectors supported by SPSL incl udes:

rhvl-dst
rhvil- nhop
rhvl- phop
secl abe

src

src-port
syst etmane

t cp- ack
tcp-dato

t cp-dst-port
tcp-fin

t cp- hdr
tcp-psh
tcp-rst
tcp-src-port
tcp-syn
tcp-urg
tcp-urgp
udp- cks
udp- dst - port
udp- hdr
udp-id

udp- src-port
userid
Xport - pr ot
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SPSL uses a sinple rule to determ ne which policy should be applied to
t he on-goi ng communi cati on - physical ordering of the policies. The
policy applied should always be the first policy that matches all the
sel ectors of the comunication. This ordering holds for both the
ordering of the policy objects and the ordering of 'policy' attributes
within policy objects, if the long format of the policy class is used.
The physical ordering is the ordering of the policies in a file of
SPSL policy objects. This ordering nmust be maintained by the parser
and ot her applications that use the SPSL objects.

6. Security Considerations

SPSL is used to define a set of security policies for a host or a
domain. It is necessary to insure that the policies are only nodified
by authorized naintainers, so that the intended policies are enforced.
The | anguage provides the mechanisns to insure this and the integrity
of the policies, however the mechani sms nust be used to secure them

Tools that create and nodify SPSL objects MJUST use the 'auth'
attribute in the mtner object to authenticate the maintainer before
permitting any objects to be nodified. Wen defining the nmintianer
initially, the relative strengths of the provided authentication
mechani sms SHOULD be consi dered before using a particular one. The
integrity of an SPSL policy file is only as strong as the weakest
"aut h' nmechani sm provi ded.

Tools that nodify or use SPSL objects SHOULD verify the signatures on
the objects before using them A successful verification indicates
that the policy was witten or nodified by an authorized maintainer
If the policy fails verification, it is suspect and SHOULD NOT be
used.

7. Renmining |ssues

The followi ng issues are not resolved in this first draft of |anguage
definition. Solutions will be devel oped and included in the
subsequent revisions of the document.

* CGeneral SA endpoints need to be thought out nmore, as noted in
t he docunent.

* We are considering addi ng support for DNS names as policy
endpoi nts and for domain coverage in addition to | P addresses.
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Appendi x A, BNF Form of SPSL

spsl-file -> spslobjlist | (enpty)
spslobjlist -> spslobjlist spslobj | spslobj
spslobj -> "mtner:" objectnane line-term mtner-attributes blankline
| "cert:" objectname line-termcert-attributes blankline
| "node:" objectname |ine-term node-attributes blankline
| "node-set:" objectname |ine-term node-set-attributes blankline
| "gateway:" objectnane line-term gateway-attributes blankline
| "gateway-set:" objectnane |line-term gateway-set-attributes
bl ankl i ne
| "domain:" objectnanme line-termdomain-attributes blankline
| "polserv:" objectnane line-term polserv-attributes blankline
| "policy-nanme:" objectnane line-termpolicy-attributes blankline
| line-term

# checking for mandatory attributes is necessary after parsing
mtner-attributes -> nmmtner-attri butes mtner-attribute
| nmtner-attribute
cert-attributes -> cert-attributes cert-attribute | cert-attribute
node-attributes -> node-attributes node-attribute | node-attribute
node-set-attributes -> node-set-attributes node-set-attribute
| node-set-attribute
gateway-attributes -> gateway-attributes gateway-attribute
| gateway-attribute
gateway-set-attributes -> gateway-set-attributes gateway-set-attribute
| gateway-set-attribute
domai n-attri butes -> domain-attributes domain-attribute
| dommin-attribute
pol serv-attri butes -> polserv-attributes polserv-attribute
| polserv-attribute
policy-attributes -> policy-attributes policy-attribute
| policy-attribute

mtner-attribute -> shared-attribute | "auth:" auth-info line-term
| "address:" string line-term| "phone:" phonenum|ine-term
| "fax-no:" phonenumline-term| "email:" emailaddr line-term

| "certs:" objectnanelist line-term

cert-attribute -> shared-attribute
| "certificate:" certtype hexstring line-term
| "certlocation:" certtype fetchproto |ocnanme |ine-term
| "crllocation:" crltype fetchproto locnane line-term

node-attribute -> shared-attribute | "nane:" dnsnane |line-term
| "alias:" dnsname line-term| "ifaddr:" ipaddress line-term

node-set-attri bute -> shared-attri bute
| "menbers:" objectnanelist line-term

gateway-attribute -> shared-attribute | "nane:" dnsnane line-term
| "alias:" dnsname line-term| "ifaddr:" ipaddress line-term
| "preference:" integer line-term
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gateway-set-attribute -> shared-attribute
| "menbers:" objectnanelist line-term

domai n-attri bute -> shared-attri bute

| "coverage:" domai ncover line-term
| "gateways:" objectnanelist |ine-term
| "polservs:" objectnanmelist |ine-term
pol serv-attri bute -> shared-attribute | "name:" dnsname |line-term
| "alias:" dnsname line-term| "ifaddr:" ipaddress line-term

policy-attribute -> shared-attribute
| "association:" objectnanelist line-term
| "cache-expiry:" integer line-term| condition-attribute
| action-attribute
shared-attribute -> "char-set:" charset |ine-term
| "notes:"™ string line-term| "mt-by:" objectnamelist |ine-term
| "changed:" objectnane date |ine-term
| "signature:" objectnane objectnanme hash-al g signature-data
[ine-term
| comments bl ankline

condition-attribute -> "policy:" "dst" addresslist ports-opt src-opt
xport-opt dir-opt actiontype line-term

"valid-period:" valid-period-list line-term

"dst:" addresslist ports-opt line-term

"src:" addresslist ports-opt line-term

"Xport-proto:" integerlist line-term

"direction:" dirtype symmetric-opt line-term

"userid:" user-nanelist line-term

"systemane:" systemnanelist |ine-term

"i pvb-class:" integerlist line-term
"ipve-flow " integerlist line-term
"ipv4-tos:" integerlist line-term
"secl abel : " seclabellist line-term
"ipver:" integerlist line-term
"ipv4-hlen:" integerlist line-term
"ipvd-id:" integerlist line-term
“i pvd-frgm" zeroone line-term
"ipvd-frgo:" integerlist line-term
"ipvd-ttl:" integerlist line-term
"ipv4-prot:" integerlist line-term
"ipv4-src:" ipvdlist line-term
"ipv4-dst:" ipvadlist line-term

"i pv4-opt-Ilsrr-dst:
"i pv4-opt-ssrr-dst:’

i pvdlist line-term
i pvdlist line-term

I
I
I
I
|
I
I
I
I
I
I
I
I
| "ipv4-tlen:" integerlist line-term
I
I
I
I
I
I
I
I
|
I
I
I
I
I

"i pv6-dst:" ipv6list line-term
"ipv6-src:" ipvblist line-term

"i pv6-nhdr:" integerlist line-term
"rh-nhdr:" integerlist line-term
"rh-vers:" integerlist line-term
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"rhvil-dst:"
"rhvl-nhop:" ipvélist
"rhvl-phop:" ipv6list
"ah-nhdr:" integerli st
"dop-nhdr:" integerlist
"esp-nhdr:" integerlist
"frag-nhdr:" integerlist line-term
"“hop-nhdr:" integerlist line-term
"ipconmp-nhdr:" integerlist line-term
"tcp-ack:" zeroone line-term
"tcp-dato:" integerlist line-term
"tcp-dst-port:" integerlist line-term
"tcp-fin:" zeroone line-term
"tcp-psh:" zeroone line-term
"tcp-rst:" zeroone line-term
"tcp-src-port:" integerlist line-term

| line-term
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| "tcp-syn:" zeroone line-term
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

line-term

line-term

line-term
line-term
line-term

i pv6li st

"tcp-urg:" zeroone line-term
"tcp-urgp:" integerlist line-term
"udp-cks:" integerlist line-term
"udp-dst-port:" integerlist line-term
"udp-src-port:" integerlist line-term
i cnp4-code: " integerlist line-term

i pvd4list line-term
integerlist line-term
integerlist line-term
integerlist line-term
integerlist line-term
integerlist line-term

i pv6list line-term
integerlist line-term
integerlist line-term
integerlist line-term
integerlist line-term

[
i cnp4- gwy: "
icnp4-id:"
i cnp4-mu: "
i cnmp4-seq: "
i cnp4-type: "
i cnp6- code: "
i cnp6-gwy: "
icnp6-id:"

i cnp6-ntu: "
i cnp6-seq: "
i cnp6-type: "

action-attribute -> "tfr-action:"
| ipsec-attribute
actiontype -> actionpd | actionfwd |
actionpd -> "pernmit" | "deny"
actionfwd -> "forward" actionfwd-dst
actionfwd-dst -> "dns" dnsnane | ipaddress

actiontype line-term

addresslist -> ipaddrlist | "any" | "*"
auth-info -> "crypt-pw' string

| "cert" objectnanelist

"pgp" hexstring

certtype -> "dnskey" | "kerberos"
| "x509 ke" | "x509_sig"
crlitype -> "x509"

"pgp" | "pkcs7"

date -> digit digit digit digit digit digit digit digit
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dir-opt -> "direction"” dirtype symetric-opt | (enpty)

dirtype -> "inbound” | "outbound"

symretric-opt -> "," "symetric" | (enpty)

dn -> # see rfc 1779

# DNS nane based on RFC 1034

dnsnanelist -> dnsnanelist "," dnsnaneconp

dnsnaneconp -> dnsnane

dnsname -> dnsnane "." |abel | |abe

| abel -> letter |abel-end-opt

| abel -end-opt -> I dh-string letdig | (enpty)

| dh-string -> I dh-string | etdi ghyph | (enpty)

| etdi ghyph -> letter | digit | "-"

letdig -> letter | digit

domai ncover -> ipaddrlist | objectnanelist
| ipaddrlist "," objectnamnelist

edi pn -> string

# emai|l address fromrfc 822

emai | addr -> username "@ dnsnane

expiry-opt -> expiry | (enpty)

expiry -> "expiry" expiry-type integerrange

expiry-type -> "seconds" | "kil obytes"

fetchproto -> "cdp” | "dns" | "file"

field-opt -> "field" integer | (enpty)

filenanme -> filenane filechar | (enpty)

filechar -> al phanum | "_" | "-" | ":" | "." | "“/" | "\"

gennane -> "dirname" rdnlist | "dns" dnsnanme | "edi nane" edipn
| "ipaddr" ipaddress | "n822" enumiladdr | "other" oid string
| "regid" oid | "uri"™ uri | "x400" or-address

hash-al g -> "dsa-shal" | "rsa-pkcsl”

integerlist -> integerslist | "any" | "opaque" | "*"

integerslist -> integerslist "," integerconp | integerconp

i ntegerconp -> integerrange | "not" integerrange

i ntegerrange -> "nmin" integer | "max" integer
| integer "-" integer | integer

integer -> integer digit | digit

i paddress -> ipv4address | ipv6address

i pvdaddress -> twob5 "." twob5 "." two55 "." two55

i pv6address -> vé6digit ":" veédigit ":" védigit ":" védigit ":"
vedigit ":" vedigit ":" vedigit ":" védigit

vedigit -> hexdigit | hexdigit hexdigit | hexdigit hexdigit hexdigit

Condel | ,
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i paddrlist -> ipaddrlist "," ipconp | ipconp
i pcomp -> ipvdconp | ipveconp
i pvdlist -> ipvdlist "," ipvdconp | ipvdconp
i pvdconp -> i pv4address | ipv4daddress-range
| "not" ipvd4address | "not" ipv4address-range

i pvd4address-range -> ipv4address
| ipv4address "nmask" ipv4address
| ipv4address "/" integer

i pvd4address

i pv6list -> ipv6list "," ipveconmp | ipveconp
i pvéconp -> i pvbaddress | ipvb6address-range
| "not" ipv6address | "not" ipv6address-range

i pv6addr ess-range -> ipv6address
| ipvbeaddress "mask" ipv6address
| ipv6address "/" integer

i pv6address

i psec-attribute -> "ipsec-action:" ipsec-action line-term
| "ike-action:" ike-action |ine-term

i psec-action -> ipsec_action_esp_opt ipsec_action_ah_opt
i psec_action_i pconp_opt

i psec_action_esp_opt -> esp-proposal ipsectype ipsecloc | (enpty)
i psec_action_ah_opt -> ah-proposal ipsectype ipsecloc | (enpty)
i psec_action_i pconp_opt -> ipconp-proposal | (enpty)

i psectype -> "tunnel" | "transport” | (enpty)
usepfs -> "true" | "fal se"

proposal -choice -> "req" | "opt

ah- proposal -> "ah" proposal-choice "integrity"

integrity-alg-any expiry-opt | "ah" "proh"
integrity-al g-any -> "any" keylen-opt | integrity-alg-1list
integrity-alg-list -> integrity-alg-list "," not-opt integrity-alg
keyl en-opt | not-opt integrity-alg keyl en-opt
integrity-alg -> "hmacdes" | "hmacnd5" | "hmacshal"
| "kpdk" | integer

esp- proposal -> "esp" proposal -choice "cipher" ipsec-cipher-alg-any
integrity-opt expiry-opt | "esp" "proh"

i psec-ci pher-al g-any -> "any" keyl en-opt rounds-opt
| ipsec-cipher-alg-list

i psec-ci pher-alg-list ->

i psec-ci pher-alg-list "," not-opt ipsec-cipher-alg keyl en-opt
rounds-opt | not-opt ipsec-cipher-alg keyl en-opt rounds-opt

i psec-ci pher-alg -> "blowfish" | "cast" | "des" | "des3" | "idea"
| "idea3" | "none" | "rc4" | "rc5" | "rfcl829-iv32"
| "rfcl829-iv64" | integer

rounds-opt -> "rounds" integerrange | (enpty)
integrity-opt -> "integrity" integrity-alg-any | (enpty)
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i pcomp- proposal -> "ipconp" proposal -choice ipconmp-al g-any

| "ipcomp"” "proh"

i pconp-al g-any -> "any" | ipconp-alg-Ilist

i pconp-al g-list -> ipconp-alg-list "," not-opt ipconp-alg
| not-opt ipconmp-alg

i pconp-alg -> "deflate" | "lzs" | "oui" | integer

i ke-action -> "ikenode" ikenode "pfs" usepfs
"aut h" i ke-aut h-nmet hod- any
"ci pher" ike-cipher-al g-any "hash" ike-hash-al g-any
i ke-group-opt prf-opt field-opt expiry

i kerode -> "mmin" | "aggressive" | "quick"

i ke-aut h-net hod-any -> "any" | ike-auth-nethod-Ili st

i ke-aut h-nethod-1ist -> ike-auth-nmethod-list "," not-opt
i ke-aut h-nmethod | not-opt ike-auth-nmethod

i ke-aut h-nethod -> "pre-shared” | "dss" | "rsa" | "rsa-encrypt"”
| "rsa-revised" | integer

i ke-ci pher-al g-any -> "any" keylen-opt | ike-cipher-alg-list

i ke-ci pher-alg-list -> ike-cipher-alg-list "," not-opt ike-cipher-alg
keyl en-opt | not-opt ike-cipher-alg keylen-opt

i ke-ci pher-alg -> "blowfish" | "cast" | "des" | "des3" | "idea"
| "rch5" | integer

i ke-hash-al g-any -> "any" | ike-hash-alg-1list

i ke-hash-al g-list -> ike-hash-alg-list "," not-opt ike-hash-alg
| not-opt ike-hash-alg

i ke-hash-alg -> "nmd5" | "shal" | "tiger" | integer

i ke-group-opt -> "group-desc" ike-group-desc
"group-type" ike-group-type | (enpty)
i ke-group-desc -> "nodp-768" | "nodp-1024" | "ec2n-155"
| "ec2n-185" | integer
i ke-group-type -> ike-group-nane hexstring hexstring hexstring
hexstring hexstring hexstring
i ke-group-name -> "nodp" | "ecp"” | "ec2n" | integer

i psecloc -> fromopt to-opt
fromopt -> "fronl' anylocation | (enpty)
to-opt -> "to" anylocation | (enpty)

anyl ocation -> "any" | |ocations

| ocations -> locations "," location | location

| ocation -> "dest" | "host" | "local-sg" | "rempte-sg" | ipaddress
| "dns" dnsnane

keyl en-opt -> "keylen" integerrange | (enpty)
| ocnanme -> gennane | "“rdn" rdn | "filenanme" fil enane
not-opt -> "not" | (enpty)
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obj ect nanel i st -> objectnanelist "," objectnane | objectnane

obj ectnanme -> extletter objectinternals al phanum | extletter al phanum
| extletter

objectinternals -> objectinternals objectinternal | (enpty)

obj ectinternal -> al phanum| "_" | "-" | ":" | "."

oid -> objectnane
or-address -> string
phonenum -> phonenum phonenum | digit | " " | "+" | "-" ] "X

ports-opt -> "port" integerlist dynam c-opt | (enpty)
dynam c-opt -> "dynam c" portrange-opt | (enpty)
portrange-opt -> integerrange | (enpty)

prf-opt -> "prf" integer | (enpty)
rdnlist -> rdnlist rdn | rdn
rdn -> # see rfc 1779

src-opt -> "src" addresslist ports-opt | (enpty)

secl abellist -> seclabelslist | "*" | "opaque"

secl abel slist -> seclabelslist "," not-opt seclabel | not-opt seclabe
secl abel -> hexstring

si gnature-data -> hexstring

system nanel i st -> systemnaneslist | "*" | "any"

system namesli st -> systemnaneslist "," not-opt system nane
| not-opt system nane

system name -> gennane | "dn" dn

uri -> # see appendix A of draft-fielding-uri-syntax-03.txt
username -> # see definition in RFC 822

user-nanelist -> user-naneslist | "*" | "any"

user-naneslist -> user-naneslist "," not-opt user-nane
| not-opt user-nane

user-nane -> "n822" enmiladdr | "dn" dn

val i d-period-list -> valid-period-list "," valid-period

| valid-period
val i d-period -> year-opt nonth-opt dayof-nonth-opt
dayof - week-opt ti nme-opt
year-opt -> "year" integer "-" integer | (enpty)
nmont h-opt -> "nonth" bitstring | (enpty)
dayof - mont h-opt -> "day-of-nmonth" bitstring | (enpty)
dayof - week- opt -> "day-of -week" bitstring | (enpty)
time-opt -> "tinme" not-opt tinme "-" time | (enpty)
time -> integer ":" integer i nt eger

xport-opt -> "xport-proto" integerlist | (enpty)
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al phanum -> extletter | digit
charset -> string
digit ->0] 1] 2] 3] 4] 5] 6] 7] 8] 9
extletter -> A .Z | a..z | #140 | #156 | #192..#214
| #216..#246 | #248..#255
letter -> A .Z | a..z
two55 -> [0-9] | [0-9][0-9] | 1[0-9][0-9] | 2[0-4][0-9] | 25[0-5]
hexstring -> hexstring hexdigit | hexdigit
hexdigit ->[0-91 | a| A|] b| B] c|] C| d| D] e]| E| f | F
string -> string char | (enpty)
zeroone -> 0 | 1
bitstring -> bitstring zeroone | zeroone

line-term-> comments blankline | blankline
coments -> comments conment | comment
coment -> "#" string

bl ankl i ne -> whitespace LF
whi t espace -> whitespace whitechar | (enpty)
whitechar -> tab | " " | ff

char -> any character in | SO 8859-1 (Latin-1) except special characters

("#" and "\'") which nust be replaced by their escaped versions
("\#" and "\\").
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