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- Foreword
 Security ial of i i ks. Strong
i whnolngy is mqulmd 1o pﬂ:llecl users’ itive or valuabl

% ‘within the communication network and within information pro-

;m connected to the network. Significantly, the network itself now
C s of a collection of different types of processors used to route informa-
vidly and to provide network support services. Reliability and integrity
! sysiem are of utmost importance.
The mformannm pmcnl.ed in this book represents the broadest current
from the p ves of end users and system
The end user expects a certain level of reliability from a communica-
work and generally wanis to protect inf ion at a level
the perceived value of, and risk to, the information. Both ubiquitous
ity provisions to protect the network and user selectable security
transcending the network are needed.
' I.Im of ks are largely of the p | threats to
orrmunn or they choose to ignore such threats. The number of
w of disruption or loss, on a per-user basis, is still very low. Just as
residents in most ol‘ the free world are not typically concerned about terrorists
or sabotage. users of networks are not typlcalty concemned about information
lqumtleswauan( ‘It won't happen to me”). However, both could happen
casily. The major cause for concem is the continual rise in the number of
incidents and the costs of these incidents throughout the world.

In order for security to become a pervasive network characteristic and for
info 1o be p dag d or selectable level of protection
end-to-end, uaududs for security are of utmost importance. Standards are
developed for various reasons. We need both baseline standards to assure a

-_lifﬂm'lh\'ei of i and i bility standards to assure
among network components.
In the US. fedcu] government, security dards were

as a high-priority initiative at the National Bureau of Standards in the

carly 1970s. Two technology milestones, time-sharing systems and remotely
computers, caused leading computer science experts to become

concerned about potential risks to the security of the systems and the informa-
tion they d. Other or such as the U.S. Department of
De(ame had recognized the need for protecting classified information in their

v




systems in the mid-1960s but relied primarily on physical security of the stand-
alone systems for the needed protection. Representatives of the two govern-
ment organizations and several professional computing iati P d
a workshop in the fall of 1972 that established a foundation for many of the

P ity prog and dards that were subseq) developed.

In recent years, a large number of ional and dards-making
organizations have contributed to the development of computer security

and standards. The American Bankers Association, the American
ﬁnnonal&t dards Insti the International Organization for Standardizati
(IS0), and the I ional Tels ication Union have led the development
of voluntary industry standards in security. The U.S. Department of Defense
established a series of fards and guideli including the Orange Book
evaluation criteria) for its use. The National Insti of Standards and
Technology (NIST; formerly the National Burcau of Standards) und,
development of Federal Infi ion P ing Standards for p ing
unclassified information (highlighted in the Comp Security Act of 1987).
The NIST standards included the Data ion Standard (DES) and other
standards supporting the application of DES. ile each of these activities has
contributed to a comprehensive security [ it has always been difficult
for an end user or system architect to understand all aspeets of the security
problem, especially in a widely distributed netwaork.

Warwick Ford has produced a thorougt of k security
from the perspectives of end users and system architects. The content is broad
enough 1o be used as a reference and deep enough to be used as a textbook. It
takes a serious approach to a serious topic but in a readable style. The truly
human nature of the comp security problem is made app . The
fundamental desire for safety (i.c., security) and the typical unwillingness to
meet the disciplinary requirements for achieving it are human characteristics that
are often carried over into computer security. This book presents the big
picture of network security, then elaborates on the details, It describes the
elements needed for the network to exhibit and enforce the necessary discipline
on a full time, automated basis.

[ first met Warwick when he started participating in the NIST. p 1
Systems | (OSI) Tmpl Workshop in the mid-
1 . T 'was the first ch of the Workshop's security working group. In
ing this A lian-born Canadian 1 offered the Australian “G'Day." 1

remember the smile in response. Over the past seven years 1 have gotien to
know Warwick well, and 1 responded with a similar smile when he asked me 1o
write a foreword 1o his excellent book.

Warwick is an established expert in the world of commercial telecommuni-
cations security, contributing greatly to international network security
standards. In addition to his individual contri to many dard
projects he has produced, in this book, a i dium of

Avii

o 1.on the field. Both formal and informal students of the field will
| this a valuable document. While security books are not intended to
duce laughter I believe that, for many readers, this book will produce a

appreciation.

Dennis K. Branstad, Fellow

National Institute of Standards
and Technology

Gaithersburg, Maryland, U.S A,

Preface

- communications security involves protecting computer networks
penetration, eav ing, data alteration, or disruption by unauthor-
Concemns in this area are currently mounting steadily. These
ract with another important trend — the move away from a world
tible vendor-proprictary networking architectures to the open-
world, in which networks can be constructed by straightforward
ion of hard and sofi p from a range of
key to the open-systems world is standardization.
a heterogeneous (i.e., mixed vendor) computer network secure,
1o agree to common specifications for mqw—rverlm:lepmlmg!s
i icati to specifi or curity
ﬂl:\ll‘l‘hﬂie these protocols. These specifications are embodied in
ious types including i ional an 1
standards, and community (e.g., Internet) standards. Many
for dard ity p Is and ity technigues have
the late 1980s and early 1990s. We can now assemble a picture of

protocols and technigues can be used together to satisfy the full
ons security needs of network users.

objectives in this book are to create an and an und ding of

dized methods for securing computer networks and their applications,
dtoi , security i -

as a tutorial/ref for any technically d
g 4 riceting, o prox :

uler communications networks. Readers should have a basic

nding of data king principles. No prior } Ige of security

gy is needed.

The book is organized into two parts. Part I provides a technical tutorial
the computer communications security field. It includes an introduc-
the inology, P hods, and overall architectural
 used throughout the field. This part is intended primarily for
without a secunty background. However, material on newer topics,
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such as non-repudiation and the pl. of security in layered architectures,
may be of value to the experienced security practitioner as well.

An understanding of the Part | material is a prerequisite to Part 11, which
describes specific security lechniques and security protocols resulting from a
wide range of standardization activities. Part Il is targeted equally al readers
with security experience and newcomers to the field.

The “roadmap™ presented in this preface will assist in appreciating the
organization of the material.

Stability of the Field

Is this a good time 1o publish a book on computer network security? Certainly,
the subject is currently surrounded by its share of controversial issues,
including:

() moves to promote encryplion schemes that try to balance two conflicting
interests — the interests of those seeking information privacy and the

interests of law enforcement ies which see
hiding as an impedi 1o their fi ing

(b) the U.S. federal g move to dardize a new digital sig
algorithm in competition with the worldwide de facro standard RSA
algorithm; and

(c) the inui b fard” network protocol

2 competiti two
development activities — the OSI and Internet protocol suites.

However, such issues do not necessarily imply instability in this field.
Issues (a) and (b) simply underscore the need to adopt a “plug-in" philosophy
when incorporating cryptographic algorithms into product or network designs.
Recognizing that algorith hnology will continually advance, and that user
needs, preferences, and biases will continually change, the wise designer will
always use this philosophy,

Regarding issue (c), both the OS] and Intemet suites have their strengths
and weaknesses, and one would hope that the long term will bring a merging of
the strong parts of both. From the security perspective, there is no significant
difference in overall app h or in technological soluti for the two
architectures. Consequently, the security aspects of both protocol suites can be
covered in one coherent treatment of the field.

I believe this is a good time 1o publish a book on computer network
mﬁry.l bec_ause the field has just reached _ar solid ledge of stability, in terms of

logy a ; gy-wise, the most signifi- - ——
cant factor is the bedding-in of public-key technology, which is now at the i sl e | | oata Link Layer
brink of large scal= deployment. Standards-wise, the early 1990s have seen the ‘Roadmap - pan |I: el |
completion of several important network security standards, such as the access ‘Standard Protocols and Techniques Physical Layes
Sty

b
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control extensions to the X.500 Directory standards, Internet network

g SNMP ity | Is, Internet Privacy Enhanced Mail, the
IEEE security protocol for local area networks, and the OSI Transport and
Network Layer security protocols. t i

There are, inevitably, some areas where the work is not stable as this
book is being written. In such areas, I limit the technical coverage appropriate-
ly, to ensure that the overall accuracy of the book will be preserved into the
éme. The most notable area is security evaluation criteria, which is currently
undergoing major change. For that reason, the coverage of this topic is much
briefer than I would have liked.
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ce of communications security has long been recognized in
d other envi where national ity can be at stake.
ications security — and of its opposite number,
— is recognized as a significant factor in the winning of many of
major military conflicts, including the second world war. In this
nunications security is the means of hiding sensitive information
it against tampering while in transit. Cryptanalysis is the means
the communications security capabilities of one’s enemies.
k does not deal with national security grade communications
er, it deals with the application of these same types of technigues
networks in commercial and unclassified government environ-
pread application of such techniques in such envi has
d. Sophisticated attacks, such as cryptanalysis,
considered so unlikely that the costs of sophisticated security
not justified. However, there are three major trends now
urgent reassessment of this attitude and causing communications
s to escalate:

of and of networks, making any

Warwick Ford ible to a rapidly growing population of (known

Ottawa, Ontario, Canada

ing use of comp ks for security itive informa-
for example, electronic funds transfer, business data interchange,
nm unclassified but sensitive information, and corporate
information; and
ing ease of engineering a network attack, given the ready

BIERGFincreasi o 2y and the rapidly falling
€osts of such technology to a would-be attacker.

an i ined el of the wid networking
nt [STE1]. Networks of g fi ial instituti
lications carriers, and private corporations have all been victims of
tions and they continue to be targets.
trations can have very wide-ranging impacts, as was
lowing well-documented cases:




Chapter 1: Introduction

+ The sequence of hacker attacks into hundreds of U.S. military and
vernment research facilities, dmnbed in detanl by Chff Stoll [STO1].
g‘(l'us was a case of ful (al h not ) attacks over a
period of many months. The ob]acll\-'c was foreign espionage. The
hacker’s personal manvmon was opportunistic financial gam From
CIiff Stoll’s story, the most disc 0]
and users is the ease with whlch the pemrauons were made, usmg very
basic equif and only a level of
The Internet worm, unleashed on the Internet in November 1988 by
Cornell University student Robert Morris Jr. [SPA1]. The worm, a self-
S across the Intemmet, infecting and
eﬂ'ecuvely d|sablmg at least 1,200 (possibly up to 6,000) Internet
computers running certain versions of the UNIX operating system.

on hacker p and other idents are

difficult to obtain because of an unwillingness of many victims to publicly

admll they are (or even were) vulnerable. An md;cauom of mds can be
1 from ined by the I

Emergency R,esponse Team (CERT) whlch was formed i in the wake of the
worm The 1 in the 1989-1992

period are shown in Table 1-1. Note tlm an incident may involve one site or

may involve up to thousands of sites, and incidents may be ongoing for long

of time.

Year Incidents
1989 132
1990 252
1991 406
1992 773

Table 1-1: Reported Internet Security Incidents 1989-1992

There are many potential motivations for attacks on commercial or
The: d

lassified go net ial fraud, thefl of
ial illicit pping for

financial or | 1 gain, eg 1 gratification, udvemuusrn and malicious
attacks by dnsgn.ntled mployees or wanton d In addition to these

deliberate types of attack, communications security needs to protect against

. Accidental connection of a sensitive communications
g address or accidental failure to properly protect sensitive
prove as damaging as a successful deliberate attack.

it is a concern in all networks which have public network
 use public network facilities. However, this is not the only
er to assemble a picture of other security

¢ main security concerns in some key network apphcmon

electronic funds transfer (EF!') has been the focus for
the mdustry [PAR1]. The

issue with the financial institutions which generate and
s, as they face the prospect of bearing the cost of such a
fraud is detected, prosecution may not be pracucal for many
g the public exp il the
constitutes such a critical ele'mcnt oc‘socsety protection of this
s governments. A sufficiently serious attack on a major
network could have the effect of destabilizing a nation's

sness of the financial industry’s concerns and the support
government have resulted in this industry leading the application
nology in the commercial world.
, the i of teller (ATM)
nm?rm point-of-sale (EFTPOS) raised a new set of communica-

ncerns in the retail banking arena [DAV1, MEY ). The use of
employs plastic cards and personal identification numbers
cards are frequently stolen and are easily forged, the security
depends upon the secfecy of the Ple Prmxvmmn of the
ia complicated by the fact that p

ntly involved in the | gofa

banks foresee oormnumg cost savings in replacing
n services by elecr.rmlc services. _As new electronic services
ively introduced grow ly.

L
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lncmsm,gly banks need to be sure that the party claiming to originate a
An ofa

§ paper
is needed. Banks are also concerned with protecting the privacy of their
customers’ transactions.

Electronic Trading

El data i ge (EDI) began to emerge as a major
telecommunications application area in I.'h\: 19805 [SOK1]. The goal of EDI is
to replace the whole range of paper b (eg., p

orders, i . and pay ) with eq i EDI
can pmenually pm\rlde massive reductions in the costs of doing business.

For EDI to become widely accepted in commercial trading, security is an
essential clemenl Users must be d that the el
them with equivalent (if not better) against i
tions, and fraudulent activities than the protection offered hy the paper-and-
signature scheme to which are accustomed.

In EDI, there is a critical need for protection against deliberate or
accidental modification of data and for assurance that the source of any
transaction is legitimate. Conﬁdenualuy ofu-ansacuons must also be preserved
because of the corporate d therein. In these
respects EI)[ is similar to EFT. However, EDI introduces new security

hall the y of users is much larger and the business
associations are often much more tenuous.

EDI also introd: 2 major new req EDI i
business contracts, which means they must have electronic signatures which
have the same legal significance as paper signatures. For example, they should
be acceptable as evidence in usolvmg disputes in courls of law. While the
le; of el bated for several years, that legal
standing is now being rocogmz,ed For uample in 1992 the American Bar
Association approved a resolution! to:

i ic system pi

that i in ic form, where appropriate, may be

to satisfy legal requi ding a writing or signature to the
same extent as lnfonnmun on paper or \n other conventional forms, when
approp security practices, and dures have been adopted.

Because of the cost savings to users and the extensive market opportun-
:ln? for oqulpment vendors, EDI is \newed as a massive opportumty for users
i for

alike. Tech il EDI
ing of major i “, all industry.

are b tc-‘

1A

number 115, August 19, 1992.

for
nsfer. Huc;i uf thls m.fonnauon is not of a national security
5 unclassified. However, is required for other
:ap-wwy lepsha.tl.on This w&n.mﬁed but sensitive informa-
C ilable networking equipment,

L
1 q

le, in the Umwd States the Computer Security Act of 1987

¢ mmnhom.ed access to or modification of which could
: ﬂnmﬁmallworﬂn conduct of Federal programs, or the
! hdmduals are entitled under section 552a of title 5, United

| Act) , but which has not been specifically authorized

erest of national defense or foreign policy.”2 The National
rds and Technology (NIST) was assigned “responsibility for
s and guidelines . . . to assure the cost-effective security
sensitive information.” This assignment reinforced the
sensitive and classified information, the latter being the
National Security Agency. Many other countries have
for recognizing and handling unclassified but sensitive

prominent secuﬁty concern !s msurlllg t]lal pnvncy is
, that information is not di or
anyone not authorized to have that mformauon Another
wﬂm information cannot be entered or modified by anyone
10 do 50.
savings of electronic transactions over paper transactions, e.g..
filing of tax returns, malsobnn,gmptd!y reahzedbyguvem
to privacy the need for
e elemnmcmgmnms h1 1991, with the removal of the main
,ﬁsm was paved for U.S. federal government use of electronic
Decision of the Comptroller General stated that contracts formed
! i valid bli; of the g
erly secured systems are uml (t’od.eml government message
code or digital si must be followed) 3

c‘lum. The Computer Security Act of 1987, Public Law 100-235,

Comptroller General of the United States, Decision B-245714, Decisions of the
General, vol, ‘HCDmp Gl:n 109 (1991}, December 13, 1991.
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Public Telecommunications Carriers

The 2 of public
of functions, collectively known as op tistrati
and provisioning (OAM&F). These 2 functions employ
substantial data networking facilities, interconnecting a vast range of equipment
and having a large population of human users (operations and ma
personnel). While access to such networks was once tightly restricted, new
access paths are continually opening up. Capabilities such as customer
k provide for er | 1 to access the management

ks covers a ‘ml'oed range

k o peT-fonn I on the public network resources
used by that customer organization. vt
Tel icati 2 ks and are susceptibl

to hacker penetrations [STE1]. A i {or auu:hlr is

theft of telecommunications services. Having p
such theft can be engineered in various ways, sucl; as
et B : e i il

invoking dig;i_'nos_lic

¥ ] 5 P

oA ey B el ba i dat drop
ping on subscriber calls. e i ) )
A major of carriers is the prospect of security
promi g k down-time, which can be extremely costly in
terms of lati lost , and recovery costs. Deliberate

attacks on the availability of the national can
even be viewed as a national security concern. ,
i i carriers are d about security
p from i such as invalid changes to network
management databases on the part of personnel who are not authorized to make
such changes. Such occurrences may be accidental or deliberate, e.g., actions
of a disgruntled employee. To protect against such occurrences, access lo
every management function needs to be restricted to only those individuals who
legitimately require it. It is important to know correctly the identity of an
individual aempting to access a management function.

Corporatel Private Networks
Virtually all private corporations have req 1o protect sensitive
proprietary information. Discl of such infi to competitors or other

external entities can severely damage business, to the extent of winning or
losing major contracts and possibly impacting corporate survival. Networks
are being increasingly used for conveying proprietary information, e.g..
between individuals, office locations, corporate subsid and/or b
collaborators. Closed corporate networks are now a concept of the past — the
growing trend of working at home (relec ing) has d that.

‘and Open Systems

on of proprietary information is not the only concern. Many
are entrusted with information about other organizations or
for which they are obliged to provide privacy protection,
the health-care and legal sectors.

for ensuring the authenticity of messages also arise in
s. A sufficiently important electronic message always needs
,in the same way that an imj paper d i

cently, corporations have operated under the assumption that
ely simple protection mechanisms will satisfy their security
s. They have not been d about technologically sophisti
rations, as might concern the government classified arena,
there is increasing evidence that the resources of some foreign
ot intelligence agencies are now being used for industrial espionage
A4 Commercial industry can no longer be complacent about the

security protective measures employed to protect sensitive
information,

|

and Open Systems

rk security and open systems may appear to be contradictions in
not necessarily the case. The open-system concept represents the
i to many years of lock-in to individual computer and communi-
vare and software vendors. It is seen as the path to open choice of
System comp with confid that I from
will readily work together to satisfy a buyer's needs. The
'ms drive is tied to the establish and widespread impl i

networking and open systems go hand in hand, The flagship

initiative — Open Systems Interconnection (OSI) — has been

since the 1970s, developing i ionally agreed comp

ations protocol standards. In addition to the formal OSI standards,

networking protocols have been established by other groups —

the Internet community, with its TCP/IP protocol suite.  Through
i | bkt

: ng activities, it is becoming [

4 See for example, the disclosures of the former head of the French

o e, . Secret

%€ organization, DGSE [MARI1]. These disclosures indicate that the French Secret

5 4 policy of mpﬂy:nxlmuh industry with industrial espionage information
gh its ion facilities, and that such
has been successfully used by French corporations in procuring major

B Chapter 1: Introduction

equipment from many vendors, using virtually any communications technology
and satisfying the needs of virtually any application 3 )

The incorporation of security protection into open-system networks is a

ively recent . It has proven to be a complex task, largely

it ref a of two ies — security technology and

communication protocol design. To provide open-system network security, it

is Y to loy security technigues in nj ) with security
protocols, the latter beri.ng i d with protocols.
Needed are compatibl pl » fards which agmis thiee
broad fields:
* security technigues;
+ general-purpose security p Is: and ) )
+ specific application | Is,e.g..t g, el mail.
Relevant standards for these fields are from four main sourcest:
o gy e : hnology, developed under the
I ional Organization for Stand (150), the International
Electrotechnical Commission (IEC). ional Te

(IEC), the I y .
Union (ITU), and the Institute of Electrical and Electronics Engineers

+ banking industry standards, developed either i Ily under ISO or
in the United States under the A National Standards 1
(ANSI):

* national go dards, especially those of the U.S. federal
government; and

« Internet standards, developed by the Internet community.
Security-relevant standards from all of these sources are described in this book.

Summary

Network security is no longer a specialized requirement of military and national
security environments. Network security requirements have emerged in

% The apen systems concept has also spread beyond networking into areas such as

database models and | T P 1g system inte and app

software interfaces [NUT1]. However, the scope of this book is restricted to networking.
LEY ix A provides an of relevant standardization groups. i i

i the
organizations identified here, and describes the way they operate.

‘all network application envi including banking, el
g, government (unclassified), public telecommunications carriers, and
vate networks. A collection of typical requirements of these
ats is summarized in Table 1-2.
security needs to be implemented in concert with the move 10
n (i.e., vendor-independent) networking. This means that the basic
its of network security — security techniques and security protocols
o be reflected in appropriate open-systems standards,
apter 2, we use the collection of i Jui in Table 1-2
tration of how such informally stated requirements translate to
how security services can be used to counter these threats.
P descrit hods of impl ing these security services.

Requirements

Prevent outside penetrations (hackers)

Protect against fraudulent or accidental modification of
transactions

Identify retail ransaction customers

Protect PINs from disclosure

Ensure customens” privacy

Assure source and integrity of transactions

P e
Protect against ized di ar ion of

unclassified but sensitive information

Provide electronic sigi on government documents

Restrict access 1o administrati ions to authorized
individuals

Protect against service interruptions

Protect subscribers” privacy

Ensure message authenticity

Table 1-2: Typical Ni

k Security Requi
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PART I

CAL BACKGROUND

2 Network Security
Fundamentals

security has been considered to have three fundamen-

that infi ion is not disclosed or led to

e Ensuring that resources are not used by unauthorized
uthorized ways.

_ncmtypohcy Sectmtynmsmesfal] into several
 categories. ad:hmed in this book are communications
! m:m:y.l Communications security is the protection of
e it is being commumcawd from one system to another.
is the p of i ion within a computer system,
ies as ing system ity and d.

s secnntyandcompummntymsmneedm

deals mainly with communications security, but also addresses some
er security, e.g., the of between
support computer security.
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(1) security policy;
(2) threats and safeguards;

Chapter 2: Network Security Fundamensaly

(3) the five glenenc security se;;llces authentication, access contral, fu ;l t]:a:‘to ofa I1sh;ns pu?ll::ymay do what 1o ::::t.
ty, data : pudiation; and ts — it amounts to establ
@ i and ity audit. (at the organi | security policy
Consideration of mect for impl security is left to later
plers. ) = 1-X-Status can only be modified by Smith, and can
e i by persons G. Smith, P. Jones, mgcrsonhem of the Project-

2.1 Security Policy

A security policy is a set of rules to apply to all security-relevant activities ina
security domain (a secumy domam is ty]um]ly the set of processing and
The rules are

emblnhedbymaumomyformmumydnmurf

Security policy is a very broad concept, and the term is used in many
different ways in the literature and in standards. Some recent analyses of this
issue [CHII, STE1] have concluded that there are several different levels of

security policy, such as:

. Sn;;r?r policy objectives: Statements of an organization's intent with

wp identi

* Organizational s«wu'ypaluy The set of laws, rules, and practices that
and di

regulate how an organization

¢ twurdcanonzy be created or modified by personnel division

 be read by personnel division staff, by executive managers,

individual to whom it refers.

clnulﬁed within 1he hlerm:hy corgﬁdemuﬂ secrel-lop secret
with a ¢ level equal to or

on various 1 categories,
lng" ol

In the p
flected in a type of

are

to achieve security policy ohjecuves 2

* System security policy:  Statements as to how a specific information
1 to support organizational security policy

In this book, use of the term security policy usually means the system securi
policy level, hulmldersshouldbearmnundlhﬂlhlsformmﬁ’ﬂmhmadg

licy concept.
The following suhsectmns identify some key aspects of security policy

which impact 4 m and design. Securi licy models
md[:iu_;ﬁd flmlnrmChnpmré Fora mmdemdedwagri':f‘u‘gsuhjml.
see R

security, and personnel senmly

2 Organizational senm:y policy may have :mplmnom upon the full range of
security, security, physical

ased policy: A policy that permits or denies access to explicitly
mﬁwﬂnals or groups of individuals; £
A variation of an identity-based policy that assigns |

vithals and applies authorization rules based on these s 14

bed el
I policy: A policy em loying gmml] rules, based on broad
'Ib};a sasitivity fy i ponding levels of "
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md other gnvmu'nent clasmﬁed envmmnenls policy (c) above is an example,
users with access to resources (e.g.,
mfmnalmn] then Icave it to these users to conl.rol furlher acccss 1o the
resources. Policies (a) and (b) above are ples of di
classified y policies are used to enf Ihe-l'leadi’o-
know concept.

Access control policies are discussed further in Chapter 6.

Accountability

A fundamental principle underlying any security policy is accountability.
Individuals taking actions which are gwrmd by security policy need to be

accountable for their actions. This pi an imp link to p

. Some k security saf d 1 with auth
human identities and linking actions with such identiti , contribute dmu:uy to
support of this principle.

2.2 Threats and Safeguards

Basic Concepts
AMmapemn.Uung,evenlormmlchposessomc 1o an asset,
in terms of that asset's mnﬁdmm]nty. megnty ava:labullly gmmm use.

An attack is an actal realization of a threat
licies, and p d thut protect assets from tlmats

l%mhma are weak ina or the at ofa
Risk is a measure of the cost of a realized vulnerability that i
probability of a successful attack. Risk is high if the value of a vulnerable
mﬁ is high, and the probability of a successful attack is high. Conversely,
is low if the value of the vulnerable asset is low and the probability of a
successful attack is low. Risk analysss can}xowde a quantitative means of

Threats can sometimes be c!uslf‘ed as hems deliberate (e.g., hacker
addmss)

sent in error to the wrong
be.llbem:r.hreusmlybeﬁmﬁetclaul asbeunsms!veoracm Passive
threats involve

(eg
“Active threats involve dellbem alteration o:‘ information (e.g changing. dle
dollar amount of a financial transaction). In general, passive attacks are easier
and less costly to engineer than active attacks.
There is no universally way to identify, classify, or interrelate
threats. The existence and significance of different threats varies from

17

ent. However, in order to explain the role of network
hmasembleaplcm of the threats l@ﬂy encountered
networks. Wedothlsmlhme —wendmufy

A o : cermpronignd )

, Inf is disclosed or to an

n or entity. We shall later see how this might involve direct

pping or more subtle types of

+ el n«m'g = covipuemized ).
The of data is

creation, alwta.uc:nwo: - destruction of

ice: Legitimate access

impeded. This might involve, for example, mnkmg a

available to legitimate users through a heavy load of

unsuccessful access
se: Ammsﬁ?ﬁmuauﬂwﬂ‘mpﬂmnmmm
d way. E les are
imwswnelﬂternslhcbmsofﬂwﬁnftelwmmumm
or as a staging point for penetrating another system.
Threats

r

enabling threats are significant because a realization of any of these
n lead directly to a realization of any of the fundamental threats.

Mefommab{emeﬁmdmmmmu The primary enabling
threats and planting threats. The main penetration

P

d through

!y

: An entity (person or sug;_smn] pnemd.s to be a different
way

is the most p peri
puter’s login p thorized enmy a
guard that he is an d entity and th the
privn]am of the authorized entity. Hackers succeed largely
the use of masquerade.
g controls: An attacker exploits systems flaws or security

(e.g., system “features” whose existence was intended tn»he
m),muﬂermmquue unauthorized rights or privileges, — =% 57

s ol
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. Rt A peron
for one purpose uses it for her, ized purp
known as an insider threat.

d to use a system or resource
h This is

The main planting threats are:

= Trojan horse: Soft ins an invisible or apy Iy i part
which, when i promises the ity of its user. An example
of a Trojan horse is a software application which has an outwardly
legitimate purpose, e.g., text editing, but which also has a surreptitious

¢.g., copying user d into a hidden private file which is
read later by the aitacker who planted the Trojan horse.

* Trapdoor: A feature is built into a system or system component such that
the provision of specific input data allows security policy to be violated.
An ple is a login- ing subsy which allows processing of
a particular user-identifier to bypass the usual password checks.

Planting threats are usually realized by the planting party only after the planted

capability has been ieft dormant for a pmo‘r of time.

Underlying Threats

If we analyze any of the fund I threats or primary enabling threats in a
given environment, we can identify particular rlying threats, any of which
mﬂu more fundamental threats. For example, if we consider the

threat of information leakage, we might find several underlying
threats (apart from the primary enabling threats), such as:

* eavesdropping;

+ traffic analysis;

* indiscretions by personnel; and
* media scavenging.

Figure 2-1 illustrates typical threats, and their interrelationships. Note
that the path can become convoluted. For example, masquerade is a threat
which can underlie all fundamental threats. However, masquerade can itself
have information leakage as an underlying threat (because information leakage
might reveal a password, which can enable masquerade), Table 2-1 lists the
threats identified.

integrity violation

Figure 2-1: Threats Underlying Threats

on of the real-life significance of such threats can be obtained
In a sampling of a collection of over 3,000 cases of computer
, drawn from the media and personal reporting, the following
he most predominant (in order of decreasing frequency):
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o abetmdn: of peecbis melpadire /ot
]

Descriprion

ﬁpmnnﬂmimdwuseuymmruruuwrpouumitfonmﬂm
ung i 1
Anmxhercxplod:ssysmnﬂawmrm’_q_ k
Denial of service * | Legiti access 1o i other

s deliberately

inpeded.

Information is revealed from COMmmMu
EM/RF I ion is d from radio freg or other ck T
i i field emanations from electronic or electromechanical equipment.
A resource is used by an unauthorized person or in an unauthorized way,
‘An authorized p R T TP = :
... for money or favors, or through carelessness.
ln{mniunhdischuedwmunledlommﬂmrmdpermwcmq,
The of data is

c ised through b
modification or destruction of data.
I P = A i data item is changed, deleted, or substituted while in
transit.
An entity (person or system) pretends to be a different entity.
Information is obtained from discarded ic or printed media.
An intruder gains access by circumventi sical controls.
A captured copy of a legitimately communicated data item is
retransmitted for i imate purposes.

o~ A party to a communication exchange later falsely denies that the

exchange took place.

access port) is deliberately used so heavily that service
disrupted.

Service spoofing A bogus system or system component aims (o dupe legitimate users of
systems into voluntarily giving up sensitive information.
Theft A security. ~critical item, e.g.. a token of identity card, is stolen.
Traffic analysis* | I ion is leaked t horized entities, through observation of
ions traffic pattems.
“Trapdoor A feature is built into a system or system component such that the
provision of specific input data allows securil licy to be violated.
Trojan horse Software that contains an invisible or apparently innocuous part which,

when executed, compromises the security of its user.

* Threats that computer communications securily can counter,

Table 2-1: Typical Network Threats
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bypassing

et worm [SPAI] employed a oomtllinga.ior‘l of
18 je attacks. B 1 ploiting

e Berkeley UNIX system. Masquerade involved p
sued further in Chapter 5).

bt -f iRt et

categories of threat safeguard. Communications security , the
o1 0 bouk?:nd computer security were introduced at the start
Other categories include:
Locks or other pk | access
¢ equipment; environmental controls.
security: Identification of position sensitivity; employ
processes; security training and awareness. )
e securify: ConlmllingL im]zorl of foreign software;

P

gating security ng audit trails,
ility controls.
rc ity: Safeguarding storage of information; controlling
ion, and d ion of sensitive infi

d paper or ic media containing sensitive information
royed securely; scanning media for viruses. 3
ns security: Radio frequency (RF) and other electromagnetic
tions controls (called TEMPEST protection).
controls: Trusted system design, implementation, evaluation,
- ik and FE

o

rity system is only as strong as its weakest link. For effective
ntermeasures from the different categories need to be used

le, a technically sound p 4 system, d 2d to
erade, will be ineffective if users leave written passwords in an

e or can be duped into gap d to an
anbepmﬁdudagainstmosutnuts.buteve_'rysu.fggufrdhas
k user or needs to fully d the
v pendi on saf ds. For
in ial networks, are not il ded

s P
EM/RF interception, because the risks are very small and the
neasures are \r:yptoosﬂy (in a classified environment, the analysis may
a different conclusion). The field of risk management assists in
1 Various qualitative and quantitative risk management

ch di
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tools have been developed; for further information see [COX1, GIL1, HOF1,
MIGI, PFL1].

Viruses

< Protects against data being changed, deleted, or
authorization.

n service: Prolects against one party to a communication
falsely denying that the exchange occurred.

A virus is a piece of executable program code that can “infect” other programs for a security domain will govern whether any security - 15=
by modifying them to include a (possibly evolved) copy of itself. A virus that domain or in ) that domain =
it Ly ins two functions — a function which causes the “infection” of 5. It will also govern under what circumstances a security — o=
other prog plus another function which is usually either a damage-causing what constraints are placed upon any variable parameters ="

function or a attack capability. - . ’
While there is little that can be done to totally eliminate viruses in “open” ineric security services was conceived specifically for data
environments, their spread can be readily lled through rigid soft and pvironments or even electronic environments. All of these
media practices in conjunction with some technological support. electronic analogs, which employ supporting mechanisms
“lf;:eclmiogical support involves both proactive and reactive “antiviral” ders. Table 2-2 provides some examples.
software,
. Viruses are a P ity probl not limited to network

Neverthel, rh can foster the spread of L v
viruses, by facilitating fer of ble code b 3 .
Access Is to ble prog are therefore particularly = ificati
important. In countering viruses, the benefits of network environments should : Knowledge of mother's maiden name
be exploited, e.g., by providing centrally initiated virus scans of distributed = Locks and keys; master key system
computers. 3

For an excellent study of the fundamental nature of viruses, see [COH1].
For a more recent insight into the practicalities of the virus problem, see

[KEP1].

2.3 Security Services

In the computer communications context, the main security safeguards are . .2: Non-electronic ity Mechanisms
known as security services. There are five generic security services: ! 2 Non-elec ek

ollowing subsections, the purposes of the five security services
: h i

in more detail. The means of providing them d in

gh 8.

* Authentication service: Provides assurance of the identity of some entity
(a person or a system).

* Access control service: Protects against horized use or ipulati
of resources.
* Confidentiality service: Prolects against information being disclosed or 5
revealed to unauthorized entities. n services provide of the id of or
his means that when someone (or something) claims to have a
ity (e.g., a particular user name), an authentication service will
2 of confirming that this claim is correct. Passwords are a well-
[ o The security gervi and the fi ic security services arc from the OST Iway of providing authentication.
: Mﬁmmywulmmalawpmmmmm the O providing
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Authentication is the most important of the security services, because 3
other security services depend upon it to some extent. Authentication is the

means of countering the threat of masquerade which can directly lead 1o control is to protect against unauthorized access to any -
AR AR TR

o P " ing ications resource, or
compromise of any of the y obj L 'E m"!’uj’mllml. 3 Mo s
TR T ; 3 : . horized access use, unauth-
: Au}he:;ucmon ‘phes o": a particular conlc:@, I:, ille _f?:efl in which n o Tinsatin g

of commands. Access control contributes directly to
ty goals of confidentiality, integrity, availability, and
contribution to confidentiality, integrity, and legitimate use
The contribution to the availability goal lies in controlling:

rh ds which may impact

T e, Spp——

* An identity is presented by a remote party participating in a communica.
tion connection or session. The authentication service in this case jg
known as entity authentication. e

+ An identity claiming to be thaf of the originator of a data item is presented

along with that data item. The authentication service in this case is known

as data origin authentication. e e

revciiced

Nowﬂla.tda:am'iginaumentica:ioncanheusedmauthenljca:cu:emnlmumgnf

e up resources in a way which does not productively use them;

a data item, regardless of whether that source is involved in current information which may be used subsequently in a denial-
tions activities. For example, the data item may have been relayed through —1: A
many systems whose identities may or may not have been authenticated. b

Both types of authentication services have significant roles in meeting the sontrol is a means for enforcing authorization. It is as much a ]

| security obj . Data origin authentication is a direct means of gl issue as aon Hogs security m‘te‘ by -
ensuring part of the integrity objective, i.e., ensuring that the true source of a ces significant req L T
data item is known. Entity authentication contributes in various ways to need to communicate access control information l?e::'een A
meeling security objectives: - for b ey ofbus, femitiesi
* As anecessary support for access control services, the operation of which ,or subjects, which attempt to access members of a set 0
d s upon d knowledge of identities. (Access control services s called targets) or objects. While the subject/object terminol-

contribute directly to meeting iality, integrity, availability, and | s literature, the term object can be confusing
legitimate use objectives.) erloading of this term in mod pier ] i b
As a possible means for providing data origin authentication (when used ~ For this 2 e d” ma‘mr.‘tarf:& -"’f';"m"ﬁ m‘i: bu;;f
in conjunction with a data integrity mechanism). decisi mm which initiators A access which largeis
* As a direct support for the accountability principle, e.g., providing e mlmswhich conditions. These decisions are reflected
assured identities associated with actions, for recording in audit trails. licy. Access requests are filtered through an access

311 important special case of entity authentication is p [ authenti nf— com:ro]ll S h ge can be !p‘oljczs comprising two
tion, that is, authentication of a person at a network termination point. It functi decision function.
requires special recognition for two reasons. The first is that different people BN — i cxfioemen fnciion aad & 4ecty

s control model (in standard [SO![EC 10}8!—3) uses these

can very easily replace each other at a termination point, The second is that : in Figure 2-2. In the
special technologies may be applicable in identifying individual people. i ,.,':, ’f:-y widely. Typically, some are co-located.
The provision of services is in Chapter 5. Sihere is lly a need to i access control information

¢ components. The access control service provides for this

1 4 Note also that, as masquerade is the number-one tool of the hacker, authentication
is the primary countermeasure against hacker attacks.




27

, value 1 indicating “the missile has been launched” and
“the missile has not been launched™;

the si‘u of a data item containing a list of missile launch
er than it was after the preceding missile launch; or
a counter of missile flight miles can be observed to be

function | tiality objective id'eaﬁlly reguires, pro‘tecling against
y

i i ontrol ptual Compone ications security, this leads to the recognition of two
I s e v s Con e Py entiality servi 'mfﬁ A dar?; confidentiality service makes it
sensitive information from the content or size of a given
encryption). A traffic flow confidentiality service makes
e sensitive information by observing network traffic flows.
data confidentiality services, there are several variations,
granularity, i.e., to what data item(s), confidentiality is to
rent cases are significant. The first, known as a connection
, applies to all data rransmitted on a connection.® The

. Anmher‘aspeclofmcmmiisr ing itive infc ion from
being transmitted through environments where it might be at risk, This
mvolme;fm_ nt ?fmu.'in,g control of network traffic or

iscussion of access control services depends on two factors:
Vi ofamess control policy and the configuration of the St::::
ZS'fuum is deferred to Chapter 6. =

fmidncioll " lity service, applies o all the
. r one connectionless data unit. TJhe thimllﬁ;s a I;e!ecﬁ;r Sfield

Confidentiality services protect against information being disclosed or revealed , which applies only to nominated fields within a data unit

Lo.enities (.g., people or organizations) not authorized to have that inform- senton a ora data unit).

e providing confidentiality services are discussed in Chapter

At_ thuod'l:.;: i:' i‘i woﬂhwl;:: Gmphqﬁzing the difference between discussion of cryptographic techniques in Chapter 4.
g i . or i item i

mghm'c&wm’mhus[mtw icate an enc gl

0l a picce of information. Hence, a data item in storage or communication

itutes one form of information channel [DEN1]. However, this is not the

i i . Other

only info in a comp
information channels include:

‘services (or simply integrity services ¥ act as safeguards against
at the value or existence of data might be changed in a way
h the recognized security policy. Changing the value of a data
inserting additional data or deleting, modifying, or reordering
4. Changing the existence of a data item means creating or

* observing the existence or non-existence i i
. -e of a data item (regardless of its
* observing the size of a data item; and
* observing dynamic variations in data item characteristi i
contents, existence, size, efc.). @ e

fterms fon and less are explained in Section 3.1,

The wider subject of information integrity has been expounded in the Clark-Wilson
This model defines integrity as those qualities which give data and systems
i and a good P 1o real-world exp ions for the systems
are needed for both internal i y and external nsis Y.
ons data integrity cannot help with exteral consistency. It helps with internal
of data by ensuring that a data item maintains its value while in communication.

For example, [h? inlfnrrlllation “the missile has been launched” may be
[ or ionally) in any of the foll ing ways:
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Depending on the envil any of the above forms of threat may be For ple, the will be rolled back to

serious. Consider, for ple, a (hypothetical) ic teller machine restarted. 4 u i L

{ATM) communicating with its controlling bank. If adoql:m consideration jg providing data integrity services are discussed in Chapter

not given to integrity, it is conceivable that any of the following attacks might i i cryptograph jues in Chapter 4.

be perp d i ing his or her own equipment in the commun;.

cations link:

Maodifying the dollar amount on a withdrawal-request message from ATM
to bank (say from $500 to $50), then modifying the amount on the
approval message from bank to ATM (back to the original $500), causing
the ATM to pay out much more than was recorded for debit at the bank.

* Repeating the physical motions of an earlier withdrawal at the ATM, but
passing nothing to the bank and replaying to the ATM all the responses
recorded from the earlier transaction. The ATM pays out again, but
nothing is debited at the bank.

fundamentally different from the other security services, Iis
to protect communications users against threats from other

er than from unk k Repudiation was earlier
eat, whereby a party to a communication exchange later
the exchange took place. Non-repudiation services counter

repudiation is not, in itself, very helpful. This service
iation. It does not prevent any party from repudiating

i i i i i i d. What it does is ensure the
* Creating a “cancel — cash disp g failed” ge from that something occurre :
ATM to bank in the dispense phase, even though the cash has been able evidence to support the speedy resolution of any such
dispensed successfully.

for non-repudiation services is not just the possibility that
may try to cheat each other. It is also a reflection of the
em is perfect, and that circumstances can arise in which two

Deleting all black-list notifications from bank to ATM (used by those
ATMs which sometimes gﬁme in an off-line mode), then making a

withdrawal with a voided (black-listed) card at an off-line time. th different views of something that ed.
e Fdangiati : . . ; some of the problems that can arise in the world of paper
_ Similar to confidentiality, an importan cteristic of a data stions. Paper documents, such as contracts, quotations, bids,
wchee b Is granafanity, Le. o what data tem(e) It 1s.ko Spply, e casey es, and checks play a critical role in the conducting of business

are significant. The first, known as a connection integrity service, applies to all
data transmitted on a connection. The second, known as a connectionless
integrity service, applies to all the data prising one ionless data
item. The third is a selective field integrity service, which applies only to
nominated fields within a data unit.

All data integrity services counter attempts to create or madify data.

s. However, many problems can occur in their handling,

atlost in the mail;
lost by recipient before processing;

However, they do not all counter pts to dupl or delete data nt generated by a person wi!h Iinsnfﬁcianlam_hmizaﬁoq; - j
(which are harder to detect). Duplication can result from a replay attack. identall d within an org; or while in transit
Connectionless and selective field integrity services, which are primarily ! organizations;

concermned with detecting modification of individual pieces of data, may or may : fraudulently modified within an organization or while in transit
not detect replay. A connection integrity service is required to protect against izati
replay of data within a connection. However, there may still be a vulnerability,
as it might be possible for an intruder to replay an entire connection. Detecting
deletion of pieces of data (e.g., one connectionless data unit, one selective
field, or possibly one plete ¢ ion) is at least as difficult as detecting
replay and may require special attention in specifying any data integrity service.

A connection iniegrity service may also offer the option of recovery. If

s0, when an i is d within a ion, the service will

various mech

s, and certified mail. If good business prac?icgs are
will usually be an adequate paper trail to make dispute
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resolution strai ard. If necessary, evidence will be available in the form
of records held by the disputing parties plus third parties such as the Ppost
office, courier agents, and notaries. With the help of such evidence, parties
may be able to resolve their differences themselves or, in some cases, may need
to settle their dispute under arbitration, e.g., in a court of law.

With el ic busi i the probl that can arise are
analogous to those for paper ions. Non-repudiation services provide
the p ive hani: In some resp the probl with el i
transactions are more difficult 1o resolve than those with paper transactions,
There are fewer humans involved in the handling of documents (interrogating
these humans assists greatly in msolvin; paper tranrsactium problems). ALsn_

igi are not il ilable for ref h

Masqueeade

Integrity violation
Masquerade, repudiation
Eavesdropping

Eavesdropping

M de, integrity violation

Eaveu!lwping

3o ok on 7

ginal paper dg g y ey
basis for resolving paper transaction problems). However, in other respects,
problems with el i ions are easier to solve. This results from the
availability of sophisticated technologies such as digital signatures (which are
described in Chapter 4).

mn
In principle, non-repudiation can apply to any of a variety of events
which affect two or more parties. In general, disag relate to whether a
particular event 1, when it d, what parties were involved with
that event, and what information was associated with that event. If we restrict
our concerns (o data networking environments, repudiation scenarios can be
separated into two distinct cases:

g ization violation,
cavesdropping, integrity violation

Repudiation

* Repudiation of origin: There is disag as to whether a particul
party originated a particular data item (and/or disagreement as to the time
this origination occurred).

* Repudiation of delivery: There is disag as to whether a parti
dmitemwasdcliveredloaparﬁmlarpmy(anﬂordisagrmmlas to the
time this delivery occurred).

wviolation

viglation
Meﬁsc:mnos lead to two distin}:t variants of non-repudiation service.

. for p ng P services are discussed in Typical Threats in Particular Application Environments
Application Examples Detection and Security Audit
Chapter | (Table 1-2) identified typical ity i of some i

network application environments. That discussion can now be taken two
steps further — mapping the requirements to threats and identifying security
services which can constitute safeguards. Table 2-3 shows typical threats
associated with the identified requirements (considering only those threats
pertinent to computer communications security). Table 2-4 indicates the
security services used to counter the threats identified in Table 2-3,

is a general term for automated methods which, based on
l]i:nae event t_,t and/or lated records, can alert

ator 1o possible security violations. The main goal of these
detect unusual activity, such as a large number of unsuccessful
s from one terminal or a large number of attempts to access a
 file. The methods used are typically based on
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a iti’ infi i ilcl‘l\. I

policy
N : which of these events cause an audit trail record to be
bi-2ood e cause an alarm to be signaled. Such decisions may be
- usion d ion p d The resp to an event
L such as the time of day, a threshold counter, the event
Authorization violation Access control source. Audit policy further governs the type of posi-
Eavesdropping Confidentiality systematically applied to an audit trail. :
Integrity violation Integrity porting the communications noedsnojl‘emr:‘r;l) audit trail and
Repudiation Non-repudiation addressed in Chapter 15. For further ing on intrusion
Denial of service Authentication, access control, audit see [LUN1, MCA1, SCH1,WIN1].
i gebty i

Table 2-4: Security Services to Counter Typical Threats

' , has four fundamental objectives — confidentiality c:jf
is or, i i i ion i eri ilabili i ion and resources, an
analysis or, increasingly, on rule-based expert systems. Intrusion detection isa rity of data, availability of quoqmuun SSOUrCes,
panz:uIMypowerﬁllseunitytoo]becwseofhsnhiﬁrywcmmamks ! ces. To support these obje LAl : -
insiders who misuse their privileges and attacks resulting from such events as = a security policy, and needs to put in place a range of
lost or stolen passwords or eryptographic keys. ensure that the goals of the security policy are met. A

A security audir is an independent examination and review ol}f system i hi;h-levg] set of milesoz)ufgicaliy applied ac‘{nss I.h:c :ntt :Ir;
i i 7 . 3 ; 3 org :
pcr]ir.')r.s and_ s with “:.c]'u‘:]:mml:si:l;l;\rmg ik ndequf'cy b secun security polje'if governing who may access information or

icy, assisting i lysis of attacks, and gathering evidence for ) ) .
minprl;p:;::il{insmm&cw e | lion of security requirements is based on assessing threats.
A security audit trail is a journal of security-related events collected for =ntal threats follow directly from the above objectives: information

ial use in 1 ion d ion and/or security audits. ' violation, denial of service, and illegitimate use. Primary

A security alarm is a real-ti of a si which suggests hreats, which can directly enable any of the fundamental thlflea!s.
ity violation. i ndi toas her ion (e.g., de, byf or authoriz-
i vml?:?n 8 m.v?rl.: Ss s,! '?éga: aln:lssa.ge planting (e.g., ijan horse or trapdoor). In a given
from a security violation may be minimized, further violati threat can be considered to have underlying threats. Such

prevented, and/or evidence may be gathered for use in ing an attacker. ) vesdropping, intercept/alter, traffic analysis, and repudiation.

None of the above concepts is identified as a security service in the OS] d assets from threats. Safeguards fall into several categories,
Security Archi dard. Hi \ ity audit trail and security alarm ding security and comp T security. .
are recognized as pervasive security mechanisms which sup pl the basic h arena, are described in terms

security services identified in Section 2.3. This distinction is moot. Security . ices. The five basic security services are authentication, access
audit trail and alarm functions provide their own types of service to a system of

ty, data integrity, and non-rep Au
network administrator — services to aid detection of weaknesses in security assurance of the identity of someone or something. Access

‘ : . i : Copar g o
policy, p and and to gather evidence. They also 2ct against unautho access es, b i

safeguard i i ] acting deterre Id-be . Confidentiality services protect against information

mﬂl‘:‘ . i s . ‘ pl‘?]svn;led to people who are not authorized to have it. Data

Security audit trail and alarm functions are driven by intrusion detection Services counter the threat that the value or existence of data might be

with the gnized security policy). Non-

policy and audit policy, which are elements of security policy. A vast range of a way i

security-related events occurs in a system, e.g., every request to establish 2
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er Viruses: Theory and Experiments,” Computers and Security,
1987), pp. 22-35.

\O'Neill, and W. Price, “Risk 2 of Complex N ks”,
the 15th National Computer Security Conference , October I99'2
¢, MD, pp. 544-553.

. Cryptography and Data Security, Addison-Wesley, Reading, MA,

repudiation services protect against a communications user falsely denying thy
an earlier communication exchange took place.

Intrusior: detection denotes a method which, based on the analysis of real.
hme event seq andkx i ini:

A
and review ofsysmn records and procedures. A security alarm is a real-time
indication of a situation which suggests a security violation.

of Defense, Department of Defense Trusted Computer System
DOD 5200.28-STD, National Computer Security Center, Fort
1985.

de for Selecting Automated Risk Analysis Tools, NIST Special
74, US. Depantment of Commerce, National Institute of Standards
1989.

Analysis and Computer Security: Bridging the Cultural Gap,”
the 9th National Computer Security Conference, October 1986,

Exercises

1. List seven threats for which network security services can act as
safeguards. Give a real-life example of each. For each threat identified,
name the security service (or services) which may be used to counter it.

2. Describe:
(a) the differences between entity authentication and data origin authent- IR ET AR LM, Choss, “Computers and Bpidemiology.” 1555
ication; 30, no. 5 (May 1993). pp. 20-26. . .

nated Audit Trail Analysis and Intrusion Detection: A Survey”,
the 11th National Computer Security Conference , October 1988,
Ppp. 65-73.
et al., “Is Your Computer Beins Misused? A Survey of Current
n System Technology,” Proceedings of the Sixth Annual
Applications Conference , IEEE Computer Society Press, Los
Dewmber mo Pp- 260-21'2

(b) the different variations of confidentiality services;
(c) the different variations of data integrity services; and
(d) the relationship between authorization and access control.

3.8 I-based authenticati sysmmmasmnllnelwnrkit
mased hy storing all user d: SErver syslem.
When a user wants to change his password hedoes this through a short
communications session with the paaswoud server. When a host wants £ .ﬁw IFIP Conference, 1984, pp. 307 3|2
to authenticate a user, it does so by obtaining the user’s p: d from 0 carch Council (U.S.), Computers at Risk: Safe Computing in the
the password-server and comparing it with that presented by the user. e, National Academy Press, Washington, DC, 1990,

Identify the primary threats to such a system, and briefly describe how i and D.B. Parker, “A Summary of Computer Misuse Techniques,”
authentication, confidentiality, data integrity, and access control services aof the 12th National Computer Security Conference , October 1989,
might contribute to countering these threats. MD, pp. 396-407.

| , Security in Computing , Prentice Hall International, Inc., Englewood

» 1989

“Network Auditing: Issues and Recommendations,” Proceedings of the

il Computer Security Applications Conference, IEEE Computer

Los Alamitos, CA, December 1991, pp. 66-79.

d, “The Internet Worm: Crisis and Aftermath,” Communications of the

32, n0. 6 (June 1989), pp. 678-687.

“On the Buzzword ‘Security Policy,™ Proceedings of the 1991

Wl}l and Privacy, Oakland, CA, IEEE Computer Society Press,
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- 3 Security in a Layered
- Protocol Architecture

Standards

ISOAEC T498-2:  Information Technology — Open Systems Mmmamnan — Basic

Reference Model — Part 2: Security Archi (Also ITU-T R X.800).
ISOMEC 10181-3: Information Technology — Security Frameworks in Open Systems —
Access Cantrol Fi (Also ITU-TR dation X.812) (Draft). s are “w‘ B O otk
h 1 '- m'ld 1. 1 T toch-
ing is to specifi-

of layering ize the
that separate pieces of the pmtocnfpuule can be
ly and mixed and matched in different ways to glve a
To some extent, this rmdnlanmom can also flow into

in

or hardware products. I;l‘l_l.is chapter addresses the
y re to

h is the d

! to ﬁL into this model. Ot.her plmocol arch.lw:mres
TCP/IP suite, define
tocols at some I.ayers. but ne\rcrthe]ess fit into the same

ding of the OSI archi and

| standards are also identified, and l.helr
Fur rcsdm iring tutom]
ra

1].

. ‘Rxwvera;e of the lmermlpmoool suile, see IOOMII

er also describes the issues underlying mapping of security
ural layers, and prtsenls ground rules for making such
four-level 1 model is duced as a
atic, substitute for the OSI model when focusing on
issues. This four-level model is used throughout the book
er placement of security services.

7
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The chapter is organized into i dd aligned 1SO International Standards and ITU Recommenda-
output of this activity was the OSI Basic Reference
in 1984 by ISO as international standard 7498 and

X.200. Thlsdnl:ume.mdesmbesase\fe.n !ayu

(1) general principles of protocol layering and associated terminology,
introduced in the OSI Basic Reference Model;

(2) the structures, services, and protocols of specific OS] layers;

3) the [ntemel TCP/IP protocol d its rel hi 5 sed as the basis for i
(3) o protocol suite and its relationship to the Qg - o the first s pu P

(4) the amhntﬁctuml placement of security services, including the four-| e ) jn &3 I ate,
1; an
(5) the way management of security services relates to architectural layers,

ys out certain principles for constructing communications

3.1 Protocol Layering — Principles and Terminology multiple layers. Some important concepts are illustrated in

In the real world, ication occurs b rea! systems. For th
purposes of defining p Is, the OSI dards i the r
model of a real system, known as an open system.? The model systcm s
mnmdemd to be structured in layers. This does not necessarily require
of real to be d in the same way — they can

be constructed any way the lmplemenmr chooses provided the resultast
behavior of the ¢ to the behavior defing
using the model. For ¢ example an implementation may merge the functions of
multiple adjacent layers into one piece of software, without interlayer bound-
aries needing to be apparent.

History Figure 3-1: OSI Layering Concepts

er some middle layer, say layer N. Above it is layer N+1 and
there is

Thc 0OSIi mluanve was I.aunchod in ]977 by ISO Technical Committee

cessing S )8 ittee TC97/SC16 (Open Sys- er N-1. In both open sy
I:ms ) was establish d, with the goal of developing a model !sdenowdmc{m-emnylneachapensysmm Thepmrof
identifying PWW standards to support the needs of an unlimited range of g (M)-entities provide a service to (N+1)-entities in their
,, ple underlying 1 media techr e J This service includes carrying data for the (N+1)-entities.
d lhe of the I mal Tel i " of (N)-entities communicate with each other. They use an (N)-
ﬂTU) which develops R used ionally by tel 1 y embraces the syntax (format) and semantics (meaning) of data

cations carriers (um:l April 1993, these were called CCITT Recommendations them, plus rules for procedures to be followed. (N)-
A collaborative arrangement was set up between ISO and the ITU to work $ ed by making use of a service provided by (N-1)-entities.
sent in an (MV)-protocol is known as an (N)-protocol-data-unit

ant principle underlying this layeri is layer ind:

n Lsﬂlgtan (N)- yersmrwe:can hedeﬁ.nedmdca.n then be
tocols for the (N+1)-layer, without any knowledge of the
in providing that service.

7 Note that ISO/IEC 7498-1 applies this specific interpretation to the term 0P
system, as distinct from the term” scommonlmme |
8 The izations and ioned here are described in more detail ®
Appendix A.
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rt Layer (I.ayer 4) provides transparent transfer of data

dEmeE oL ayers ! entities and relieves them from any concern with the
The OSI reference model defines seven layers, as shown in Figure 3.2, ) reliable and u_wst@ffecnw dnmlmsfu is achieved.
Protocols from each of the layers are grouped together into what is known as (Layer 3) provid higher-la !Trf

an OSI layer stack. An OSI layer stack fulfills the communication needs of an from routing and relay considerations.
app!warmn-pmcns. which is the part of a real system which performs case where multiple subnetworks are used in tandem or in
P for a given appli purp invisible to higher layers how underlying communica-
(i.e., data links) are used.

Layer  Open System A Open System B (l.,ayer 2) provides for n'ansfemng data on a point-

ication Protocol for and g point-to-

Application 1 —— L Tt detecs and possibly corrects errors which may

ion Protocol in g Physical Layer.
Presentation il L 1 4 " 1 i e h
Sassion Protocol means (o av:uvame, maintain, and deactivate physu:al
Session il L bit transmission between data-link entities.
Transport Protocol
Transport il i tes the OSI architecture, taking into account the
k Protocol in the Network Layer. It shows how multlple
Network ] L using different i or media technolog
Data Link Protocol 10 support one application communication session.
Data Link il ot
_ Physical Protocol k
Physical ot be A Relay System End System B
fi ] Physical Media i i - — Ay P
Figure 3-2: The Seven OSI Layers . g i
-
The layers and their main functions are as follows: b 2ol
+ The Application Layer (Layer 7) provides a means for the apphcauon- - - il .
Process 1o access the OSI PP yer i i e N
al with ications functi which applyI 1o one X ) i kL i
particular application or a family of applications. 2 B il e il -

+ The Presentation Layer (Layer 6) provides for the rep of - il
information that application layer entities use or refer to in theif Physical Media I Physical Modia |
communication. ; -

+ The Session Layer (Layer 5) provides the means for higher-layer entities e
to organize and synchronize their dialogue and to manage their datd ure 3-3: OSI Layering with Multiple Subnetworks

exchange.
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Upper Layers and Lower Layers Transpont protocol Transport service

From a practical perspective, the OS] layers can be considered in terms of: (Responding end)
(a) application-dependent protocols; |
(b) protocols associated with particular media; and T, et
(c) abridging function between (a) and (b). - i

The application-dependent protocols comprise the Application, Presenta. ‘.——T CONNECT *
tion, and Session Layers — the upper layers. Realizations of these layers an response T
closely tied to the application being supported, and are entirely independent of

the underlying gy or g
The remaining layers, which span categories (b) and (c) above, are
known as the lower layers. The media technology-dependent protocols are i
the Physical and Data Link layers, and the lower ( subnetwork-dependent) sub-
layers of the Network Layer. A

The bridging function is provided by the Transport Layer and the uppes g and Connectionless Services
sublayers of the Network Layer. The upper sublayers of the Network Laye k
enable a consistent network-service interface to be presented to the layer above, maodes of service at any layer:
although the quality-of-service will be variable, dependent o ] g

3-4: Layer Service Facility and

Primitives

subnetwork(s) used. The Transport Layer makes the layers under it trans) 3 ection-oriented mode is based on (N)-connections provided by
to the upper layers. It either obtains network-connections of adequate quality- r. A connection is an association between two (N)-entities,
of-service, or upgrades the quality-of-service as necessary, e.g., by providing ishment phase, transfer phase, and release phase. During
error detection and recovery in the transport protocol if the error performance of = .asqwmufdmunimsomvcyedonbe f of higher-

the Network Layer is inadequate. u service

Layer Services and Facilities

nless mode involves the conveyance of single data units,
requirement to interrelate them. The service may route data
Ll TR

The service provided by any layer is described in terms of service primirives, e delivery in the same order as sent.
which are atomic events at the (abstract) service interface. A layer service

divided into a number of facilities, each of which involves a oo]lmioqﬂf (mmu for the two types of service

of receipt, and does

is that some underlying

related primitives. A facility generally relates to the generation and processing

iented (e.g., packet

of one or more particular protocol-data-units (PDUs). per ) and some are inherently connectionless (e.g., local arca
For example, in the transport service, there is a T-CONNECT facility: bridging function at the Network and Transport Layers
. e ion of F x

which establishes a p It involves four primitives (two a T d upper layers over
the end that les connection establishment and two at the other end) and w0 nications technologies. g
PDUs (one sent in each direction). The relationship b the primitives jon-oriented upper layers, the connections at the individual

PDUs is illustrated in Figure 3-4 as a T.in'n:-saql.l.er;:c diagram.

y to each other. An application-association (which is the

The above :ﬂx of sequence, involving two PDUs and four primitives, i¢ S equivalent of a connection) maps directly to a presentation-

Very common, ai

is known as a confirmed service. Another common cast: ich maps directly to a session-connection. However, at layers

known as an unconfirmed service, involves only one PDU and two primitives: e is not necessarily this one-to-one mapping. For example, a

It is basically the same as the first half of the sequence shown in Figure 3-4. ion can be serially reused for
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and a network-connection may convey several multiplexed transport-conneg,
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tions at the same time.

models and | dures 1o be
in thi

are:

Systems (MHS): This app

3.2 The OSI Layer Structures, Services, and Protocols
Application Layer
mﬁgslicatim Layer can include a wide variety of I"umlions,.which may need

uding interpersonal electronic mail, EDI transfer, and
l?ﬁ-ls was a leading OSI application in incorporating
This application and its security features are discussed

s application provides the basis for interconnecting

potential uses.

fined ifferen 3
m"fmll?:m!zk::i g 3l g : S{:;Ig A mo fctdng - dsymmssnus wpu'q'\}lidealqgkml]‘y integrated but
Application La is descri i ISO/IE: ) ed directory system, with a variety of ! :
ﬁ:ﬁ.ne? P uwyedrt::s‘ nbeg::mm Ef?n L s standand application and its security features are discussed in
plus pts used to describe active relationships b Eh cntilyg

app]iq%g:mmi:ics. J
The most basic building block of an applicati ity i
mpﬁlfon-se_?ice-elemt (ASE). (An ASE c?; I;: ﬁ:gh“:lfa)};: : ;ff:feﬁ
prol specification which can be ientl i i

e b conveniently specified in one s‘la!n

ess, and Management (FTAM): The FTAM application
for reading or writing of files in a remote computer
g components of such files, and/or managing (e.g.,
g) such files. FTAM is defined in ISO/TEC 8571.

an OSI application

sats : I ing component of an apg is
rs a&::lmauon—mceob,m (;\.SOJ, :ﬂ'h_lch is l’“'“. up from ASES and/or other g mmmen];sfmuues also

ation La dards include an imp

The structuring princig to titi
ASOs are discussed further in Chapter 12. » ASEs, aif
wo i t pis describi lationst

h

n tool gled the Remote Operations Service Element

application-entities are: . ~ - : d on a general client-server model, in which one system

T

* Applicati

two ASO-

specified operations in the other system (the server). The
in terms of arguments that accompany the invoca-
d from i

B which g r their"l use of the | ion service QIR acaion that can be

?fr i purp This is the Appli Layer's equivalent

of a connection. It can also be considered the Application Layer view of a

* Application-context: A set of rules shared by two ASO-i ions in ik p
urder.to support an appl ssociation. This is effectively the

plete Apy Layer p in use on an application-association.

which fits this model, use of ROSE can greatly facilitate
ROSE is used in the MHS, Directory, and OSI network
s. The ROSE model, service, and protocol are defined in

Layer deals with how appli

One ASE of special significance is the Association Control Service

ion is rep
‘purposes of transfer. An overview of the operation of this
for the presentation service and protocol are ISO/IEC 8822

O/EC 8825 dealing with

Element (ACSE). This ASE pp ion Chapter
pplication iations, and it is required in all applicati ?s{ : i -
P'“"“’.‘.’“&“’ ACSE is that it defines the Application Layer inf 3 y
yed in the | | exchanges for establishing and terminating presentation- Neor P i dard: i i
arl.ds““""‘ _ The ACSE service is defined in !E: ot .dg_rdx E-g;;.d and 15 EC 8835 deaing with
standard ISO/TEC 8649, and the protocol in ISO/TEC 8650 Qs SO

Several standard OS_I-hasgd‘ applications have been defined. The alike, for

Notation One (ASN.1). ASN.1 is used heavily by OSI and
Jefini lication layer infi jon items and

include specifi App Layer | s, plus support- B e o

PP ayer 1
odings for them. A brief introduction to ASN.1
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is given in Appendix B. Readers unfamiliar with ASN.1 should read thig
appendix before starting Part IT of this book. For a more detailed ASN)
tutorial, see [STE1]. i

features, the Class 4 protocol can operate over a
service, to provide a i iented P

the jonl service is specified in

Session Layer

The Session Layer performs such fi as dialog and
resynchronization, under the direct control of the Application Layer. Dialogug

management supports full-duplex and half-duplex operational modes for wer i one of the more complex OS1 Igyer;.]:ev_;ame it needs to

applications. Resynchronization supp the i ion of hronization - val of e R b ks'of
g Lol h . ‘with the ying

marks in a data stream and the resynchronization back to an earlier mark in the _and it has to deal with the problem of presenting a

event of an error condition. The standards for the session service and Pprotocg] i
i face to the Transport er above. The existence of both
B um:}n‘i nd, ﬁii;fe.cﬁpr;ctlvg{y- will lude that the Session ~and conneclianlcssl':fyles of operation contributes
Layer has virtually no role to play in providing security, hence readers : t:e::;]:: r;fxm.‘kl{:ﬁf'm Network Layer are
amiliar with this layer can safely ignore it. 8648, and ISO/TEC 8348. Figure 3-5 illustrates the
se standards.

Transport Layer

with independ from underlying
ability to nominate a guality-of-service (in terms of such characteri:
throughput, residual error rate, and failure probability). If the quality-of-
service of the available underlying network services is inadequate, the
Transport Layer will upgrade the quality-of-service to the requisite level by
adding value (e.g., error detection! ery) in its own 1. The rt
service has both i i ionless variations,

The Transport [aye;gmﬂouls to support the connection-oriented service
gfl;ao:lﬁad in ISO/IEC 8073. There are five different classes of protocol, as

Class 0 adds no value 1o the network service,

Class I supports error recovery, upon detection of an error by the
Network Layer.

* Class 2 supp ltiplexing of
connection.

Class 3 provides error recovery and multiplexing.

(.;Ia.r_s 4 provides error detection (checksum), error recovery, and multi-
plexing.

P ions on one network-

3-5: General Standards for the Network Layer
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ISO/IEC 8648 introduces some important terms and concepts which may or may not be equivalent to the OSI network

describes how the OSI modeling concepts in this layer ma%'tncr);af netwi
components. The concept of an end system (introduced in the OSI referep, e 4
madel) models a piece of equipment, or a collection of pieces of equipme, important Network Layer ke 3473“ u‘lh‘ehr K
which implement a full seven-layer stack. The concept of an infermedig ( SNFIE)Pdr;?:HI}O:n 1501 g 18! =

stem is introduced in the Network Layer. An intermediate system pe \ P g e
;ynly functions allocated to the lowest three OSI layers. An end system ¢ ISOMEC §4?3_su|3dam also defli:;ho?u this protocol
communicate with another end system either directly or through one or a ser packet or s
of intermediate systems. |

A real sub kisa of equip and physical links used gy Functions

interconnect other real systems, e.g., a public packet-switching network,
local area network (LAN), or an interconnected set of other real subnetworks

operate over a virwally unlimited range of underlying
es. These technologies have their own subnetwork-

An interworking unit is a picce of equipment (or part of a piece of equipmen) ech s .
which realizes a network relay function. The term intermediate system c and SNDCP role) Network Layer ﬁﬂmfw?:;kakr
refer to the abstraction of any of: er protocols. Many standards have

technologies, including:

(a) areal subnetwork; -

: sl I (LANs) — the ISO/IEC 8802 series; .
® :u:::;;n:roﬂms e data networks (PSDNs) — ITU-T Reoomrl;endallon
) a bination of a real sub k and an interworking unit. al standards ISO/TEC 8208, 8878 and 8881;

Many different Network Layer protocols may be defined. The intemns
that suk: rk

structure of the layer takes into Is may or may digital networks (ISDNs); and

not have been designed to specifically support OSI. Hence, the basic protoca i orks (PSTNs).
of a sut ; ﬂgﬁ not ily have 1o all the functions requirs [ Eterhone natvorks (P

by the Network Layer service. If Y, blayers of p 1 c: Is, including bridging functi ahe ail sdered o be
i pmruvnilﬂnyed $bove 4, sbnctyor profocol 1o Provide the "nccessiy layer. X.25 spans two layers. The X.25 packet-level
e ~dependent I\Felwork Layer protocol, while the X.25

In any particular interconnection scenario, a Network Layer protocol Link Layer.
performs one or more of three roles: networks typically span multiple sut k technol-
i ures linked to a specific technology are of limited value.

*  Subnetwork-independent convergence protocol (SNICP): Provides of the psr hi is therefore of lesser rel to this book
functions to support the OS1 network service over a well-defined set 0 Security for LANs and for X.25 packet switched data

underlying capabilities which are not specifically based on any particula® in Chapter 11.

subnetwork. This role commonly ies to an internetworking protocol

used, for ple, to convey addressing and routing information

(TCP/P) Protocol Suite

*  Subnetwork-dependent convergence protocol (SNDCP): Operates over &
protocol providing the SNACP role in order to add capabilities needed by protocols have evolved since the mid-1970s, when the U.S.
a SNICP protocol or needed to provide the full OSI network service. nced Projects Research Agency (DARPA) started funding the
Subnetwork access protocol (SNAcP): A protocol which is inherentlf of packet switched network facilities for mllermnnechnjf
part of a particular type of subnetwork. It provides a subnetwork servict d h insti across the United States.
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tor with the OSI protocol suite. However, it is becoming increasingly app
that both sets of protocols have their strengths and weaknesses, and a great
can be gained by mixing member protocols of both families to provide complegs
networking solutions. Protocol layering makes this possible.

approach as the OSI architecture and, although not all seven layers are app
in the Internet suite, the protocols map readily to the OSI model. There
effectively four Internet layers. For the purposes of this book, we shall ¢z Il
them:

.

Assuming this P
terms equally applicab
Tl g

range of fi
known as the TCP/IP suite, named after two of the most important constit
protocols. These
worldwide, especi
DARPA Internet. ]

suite of p Is has been

ally the
lity as the OSI ref

panning FTP): A which allows users to log into a
model. The protocol suite ( protocol

themselves, list remote directories, and copy files
er Protocol (SMTP): An electronic mail protocol
01]. Internet electronic mail and related security
in 13.

protocols are being

rapidly deployed in many netw,
y the of v

« d networks known as g

The Internet protocol suite is sometimes seen as a head-to-head compe. lanagement Protocol (SNMP): A protocol supporting

at. SNMP and related security features are discussed

ple remote terminal protocol which allows a user at one

h a connection to a login server at another site, passing

The Internet protocol suite can be modeled using the same layering

y Internet Transport Layer protocols:

trol Protocol (TCP): A ]
d for ion over a
ymw:of is comparable to the Class 4 OSI

Application Layer: This layer combines the functionalities of the
Application, Presentation, and Session Layers, i.e., the OSI upper laye
as defined in Section 3.2,
Transport Layer: This layer is functionally equivalent to the OSI
Transport Layer.
Internet Layer: This layer is functionall quivalent to the sub
independent part of the OSI Network Layer. (Unless further qualified,
the term Nerwork Layer used in the remainder of this book should be
taken to include the Internet Layer.)
Interface Layer: This layer is functionally equivalent to the OSI
by k technology functi di  in Section 3.2.

1! rk service
transport

m Protocol (UDP): A connection] ansport
is protocol is comparable to the OSI connectionless transport

.

o k La rotocol is the Internet Protocol (IP),
_Nglwormm():'rtt | [POS4]. This protocol is

e OSI connectionless network protocol (CLNF).

security archi in

@ ihe OST and T y i rity Services
to the OSI and Internet suites. The upper layers Placement of Security Servi

tive, there is no need to separate out the OSI
Ami

there is no need to
constituent layers.

prove , from the security
upper layers into
cation, Presentation, and Session Layers. Similarly, in the lower layers,

out the sub k technology functions into

I i ices in a layered communications architecture
ni gsﬁw;?olocol lja"\eyexing results in data items being
in data items and connections being carried within connections,
multiple layers of nesting. Hence, there are m:njnr:iccnsmng o
he layer(s) at which data-item or protection

Application Layer Protocols RO tard addressing layer assi of security services
There nterne: ity Architecture (ISO/IEC 7498-2), published in 1988. 1(')!131:;
being: op e . S qomo kg oo gmmcd in Chapter 9) provides guidance as to which I
‘ & for providing the various security services. However, 1
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does nwcrmvide all the answers, leaving many options open. Some seryj
may n

some may even need to be provided in multiple layers in the same scen
One reason for the apparent inclusiveness of 1S
taken of trying to assign fourteen security services to seven architectural |
This can be crystallized into a much
model, based on the real security impli

other viaa
of equipment, anywhere in the range from personal computer to

n iputer. One cl ic that can be reason-
system is that, for security purposes, it has one policy
of facilities employing the

chnology, €.¢., a particular local area network (LAN

WAN). Itis also le to assume that, for security
work has one policy authority. However, distinct
 have different security environments and/or different
end system and the subnetwork to which it connects
same policy authority. A typical scenario is an end
LAN on one corporation’s premises, with the LAN
blic WAN. After possibly traversing multiple
ﬂNs, communications pass via another LAN to the

ot
1o be provided in different layers in different application sc

7498-2 is the approay s ool

simpler and more pragmatic four-jeye

plications in real networks. |
Figure 3-6 illustrates how a pair of end systems communicate with eag
ded seri b ks. An end system is usually one

ntroduced in Figure 3-6 is that of an end system
multiple applicati such as el mail,
transfer, for one or more users simultancously.
ion may be network management services for the
i i of these appli often

recognize that security requirements may vary within a
works generally comprise multiple links connecting
s and different links may pass through different
ion of individual links may need to

P

four levels at which distinct requirements for security

that are apf

: Security protocol elements providing protection on an

d-system basis. sig

ch is considered less trusted than other parts

Security protocol elements providing p

over a link which is considered less trusted
ork environment.

ions protocol perspective, these four levels are all

. An approximate mapping of these levels to the
layers is illustrated in Figure 3-7.

overa
of the

ion internal
than other

Figure 3-6: Basic Communications Architecture




o Chapter 3: Security in a Layered Protocol Archite, eni of Security Services 55

1 points: Placing security at a very high level (ie.,
ity to be impl d in every sensitive

Application Level Appl, end system. Placing security at a very low level (ic.,
- i ity to be impl d at the ends of every
Pres, link. Placin, security closer to the middle of the architecture

ubnemwk level) will tend to require security

End-System Level ed at significantly fewer points, which may signifi-

Subnetwork
Level

P ion: Security p ion at higher levels cannot
headers of lower levels which, in at least some environ-
sensitive. This tends to encourage placing security
level.

Some security services, such as data origin
non-repudiation, depend upon associating data with its
This is most effectively achieved at higher levels,

Figure 3-7: The Four Basic Arch al Levels for Security -application level. However, it can sometimes be achieved
it } subject to special ints, e.g., binding of a 2
What are the ramifications of locating security services at higher a 0 ’panﬁ.l end system through the use of trusted hardware

opposed to lower levels? Before discussing each level individuall cs c
identify some general properties that vary between higher and lower lcy\:eﬁ‘s [ '

i e : niat oo # ikl her. it b ap why
T‘rqﬂir:lmxmg. As a result of multiplexing, there is a greater tendency wer to the question of the “best” a:chir.ectm’ufplammem
lower evt]l.'i: to have data items from different source/destination usen 5. In the following subsections, the ch sibica oksarh
m_m‘mf applications mixed in a data stream than at higher levels. els are discussed further, in a service-independent way.
significance of this factor varies with the of security policy. If the di hi al pl of specific security

security policy tends to leave it to individual users and/or applications 1 to these fi 1

specify the protection required for their data, placing secunr;psemg:gl 3 o] e

higher level tends to be better. With security at lower levels, the el Securi

individual users/applications have inadequate control, and there is 4

1o be a cost in unnecessarily protecting some data because of the scnmlz
hand, i

requirements of other data sharing the data stream. On the other architecture, application level security relates to the upper

protocol terms, this means the Application Layer, possibly

the security policy is such that an organization wants 1o ensu io does not contribul
JelIo PUNCY 13 an organiz re that all b ation Layer facilities; the Session Lay

licati traffic is protected to a certain degree, regardless of userof s i Th:Jh'u- '1Df- e et Apolian arI;
application, this is more easily achieved with security services at lower n is addressed in Chapter 12.) v

levels.

: thers N0st security services, it is possible 1o locate the service at the
g?;bﬁ?wfms A Ospecll¥ilay tends to be more knowledge In many cases, luwcr—lg\?el alternatives are also available and
ment wh:lr{, h hnstlcs of different routes and links. In an envirot | advantages (e.g., lower equipment or operational costs).
lower le Suelt characteristics vary significanty, placing security 8 er, there are two situations in which the application level is the enly

ower levels can have effectiveness and efficiency benefits. Appropriate B | ecurity service:
security services can be selected on a subnetwork or direct-link basis i ! :

while el g conis patal 1 s A LAY o . e

ton s unnecessaryf y on or links wher® mzﬁ:{e pplic ‘."}";““‘lﬁc,elﬂlﬁ 5 y or by
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(b) Where services pplication relays. sddress fields and trace fields, are not protected this way, as

need to use, and possibly update, such fields. In such a
services in the end-user to end-user security relationship

g uirement should be dealt with at the
at a lower level, the above factors should be considered
consideration should be given to using lower levels.

Some security requirements are inextricably linked to applicati
semantics. For example, a file transfer application nfay need to de:ﬂﬁviigl:;?n
access control, e.g., r:ac!mg or updating access control lists attached to files
In other cases, the granularity of ¥ p ion is reflected in application
protocol fields. This is very with selective field confid e
selective field integrity, and non-repudiation services. Examples are giving
confidentiality protection to a PIN field in a financial transaction, or digimu:s
signing individual retrieval req in a di Y[ I. In all of th o
cases, the security services must be located at the application level, as ]a;:
independence prevents !ciwer Laygm from having knowledge of the requisite

or the p

s of security requirements point to an end-system level

lImi\ac:l on the assumption that the end systems are trusted,
5 o, k(s) are =

L}

lict by the end-system authority, that are to be enforced
R gardless of the application; and

rh ions (or all traffic thereon), that

lar application, e.g., confidentiality and/or

ction of all traffic on a connection.

such as confidentiality and/or integrity protection of all
an end-system to end-system basis, could potentially be
the application level or the end-system level. In deciding
e are several factors 1o be taken into anomlml. Fa.v_:tors tending

stem level solution over a p P ion level

make ion services T to the appli
i of bulk data p ion services, owing to the ability
on larger data units and to process the data of multiple
a4 COmmOon way,
gement of the security facilities in the hands of one end-
tor, rather than in sep pplications (supp a

Figure 3-8: Application Relay Scenario

The other situation d ding an lication level solution is an i
pplication relay S T Nyl e . ty policy); and I .
end systems, as illustrated in Figure 3-8. Elecuonfclr;nv:ir:)mlﬁmsm::ncl an ::_i_iu fisnool i m?‘\]nw'mmo“ R
A at one end system may pass through multiple p v e

relay s before arri ing at a recipient in another end system. There ma
yste N I ; y
bea requirement to protect the content part of the messageyson an end-user 10
m—uur basis, i.e., the keying relationship rests with the end-user systems,
the relay systems do not know the key(s) used. However, other parts of

rms, end-system level security relates to g‘}tilher‘Tﬂ_iqspo‘ﬂ Layer

ildﬁidem Network Layer p e
s has been the subject of ongoing debate in the standards
years. There has been no real resolution to this debate, in
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that standards have been developed sup

ISO/EC 10736 and ISO/IEC 11577 respectively),
Factors favoring the Transport Layer approach include:

both

* extension of the protection right to the end system, thereby protectiy,
against vulnerabilities in local-access or front-end communicatipy

facilities; and

* the possibility of providing different grades of protection to differeg

transport-connections multiplexed on a network-connection.
Factors favoring the Network Layer approach include:

. &e ability to use the same solution at the end-system and subnetwgo
vels; ]

3

* the ease of transparently inserting security devices at standardi

physical interface points, e.g., X.25 or LAN interfaces; and

* the ability to support any upper-layer architecture, including OS],

Internet, and proprietary architectures.

The irreconcilability of such factors explains why there is no simple resoluti
of this issue. Profiling groups and user communities need 1o make their ow

decisions, based on their own requirements.

Subnetwork Level Security

The difference between end-system level security and subnetwork level security

Chapter 3: Security in a Layered Protocol Archite

af Security Services Cd

ity
o ing direct-link level security are those with
oltin“l:; iﬁ an otherwise-trusted environment. On a
] of tion can be provided at a low equipment cost.
y at this level can be transparent to all higher communica-
# network- s, hence it is not tied tqanﬂcpgmc:?;
B ietary). Security devices
WI‘OSLT?P{! ?T??“‘I?I:l{rfue points,ﬂHowever,
' y igh, because of the need to independently manage
:-by-| h I:I;g:: It is important to realize that direct-link level
ect against vulnerabilities inside subnetwork nodes, e.g.,
cet switches.
-]n;::c direct-link level security usually relates to the
cti 's'pm\ridad al the bit-stream level and is transparent
For le, encryption | es can be applied
ing at any interface point. Protection transmission
spread. hoppi h can
' trum or 1 PHRE 1
il Di:sel:::ljnk level security can potentially relate to the
, if protection is provided at the frame level.

ices i i i i i human user.
urity services involve direct interaction with a !
ns do not fit cleanly into any of the architectural options
is personal authentication. The user

we. The most important case is
is m‘_}%:e latter provides protection across one or more specific subnetworks I nication fac1hl] ah:;'n ?fg;::‘:n";”m 02;&1:“"'0‘5‘;'5““":""
only. TC are IWo very important reasons for distinguishing this leve) from supporti onal 3
Ihe{-nd-system R Ty impo s for distinguishing this leve i Ma:g ffis'smm end system) or they involve protocol

* Itis very common that subnetworks close to end-systems are trusted 10 -ases are:
the same extent as the end-systems themselves, since they are on the samé

premises and administered under the same authorities.

* In any network, the number of end systems usually far exceeds the
number of subnetwork gateways. Therefore, equipment costs and
ity solutions may be much

perational costs for sut k level
lower than those for end-system level solutions.

Subnetwork level security should therefy always be
alternative to end-system level security.,

In OSI, subnetwork level security maps to the Network Layer or, in the

case of LANS, to the Data Link Layer (where LAN protocols are located).

level, or they bine both of the above. Examples

i i That end
user authenticates to his or her local end system. Tt
n authenticates itself to the remote end system, and advises the
Iy, which the remote end system mxpts as authentic. w4
n user authentication information (e.g., @ passwo
local mptr:;:em. which conveys it on to the remote end system
forms the user authentication.

as a possiblé user enters a password 1o his or her local end system, which

i i an on-line
uses to obtain an authentication _cemﬁcat: from
ation or key server. The certificale is passed to the remole end
ich uses if as the basis of authenticating the user.

60 Chapter 3: Security in a Layered Protocol Archite,

Personal authentication is addressed further in Chapter 5.
Figure 3-9 ill the relationship b
protocols and the application level architectural option.

S g Human User |y i
i Application Level

Figure 3-9: Human User Interactions

3.5 Management of Security Services

Security services need the support of management functions, such as:

* key P
(this is discussed in Chapters 4 and 7);

" g a positi
the withdrawal of previously distributed information;

generation;

human user interag tio

2 for cr used in providing a security serviee
distribution of required information to decision-making points, e.g., for
use in making authentication or access control decisions — this includes
inf bli itive decision to be made and notifications of

central accumulation of information for purposes such as archival (for
subsequent non-repudiation purposes) or security audit trail or alamm

operational functions, such as service activation and deactivation; and
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Qi et O )
ith other prima rposes. Exceptions to this level o
-y ]?:ln rymgew ment exchanges are closely linked

ing ai lower layers. The latter issue is taken up in

hitectures allow network designs lo accommodate
mh':rl;wd underlying media technologies, and unlimited
es. The OSI architecture provides a general model on
There are seven layers, which can be separated
lication, Presentation, and Session Layers) and lower
ork, Data Link, and Physical Layers). Other OSI
- services and specific protocols for the seven layers. The
suite defines alternative protocols, which can be
OSI model. Ak
i u;::’m there are significant issues in deciding the
tection should be located. To assist in making these
y architectural levels can be identified — the application
level, the subnetwork level, and the dlltec1-1mk level. The
ves security protocol elements which are application-
ui in upper layers protocols. Certain security
a solution at this level. The end-system level involves
nents providing protection on an end-system to end-
can employ security protocols at either the Transport or
ions are available, and there are various rftagul.?;z

rk level provides protection over particul
the Netw‘:lll: ];.ayer mp(in the case of LANs) the Data Link
level provides protection on a link-by-link basis over

* special security management functions, such as remotely invoking virs : environment; this level relates to the Physical or Daia
scans on network workstations or monitoring sy for illegitimate tions with human users (esp y for
software,

fit fully into the above four levels, and require special

Such management functions usually employ communications capabilities it of security services involves various functions, most of

of the same network they are helping to protect. In this case it is essential that
these management communications be protected to the maximal extent

available. Any vulnerability in security

translate to an equivalent or magnified vulnerability in protected communict

tions generally.

In architectural terms, security f

1y

i are
provided through network applications. These can include ap;Iication!

otected data exists within g equip (sucl
, fouters, or packet switches), this equipment may need to be
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oard, 1981.
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ina i A orin : Protocal, Request
: : _ = sing for Comments (RFC) 791, I A
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4. A large
discretion o; in

corporate proprietary information.

blanket protection to vulnerable parts

discl of i infi ion to i

following configurati H ios, what Foor ol
y C N pp the most i

architectural level for applying a confidentiality service, and w:(;r";mp

(a) The network involves local area networks withi
I 1 es lo within corporal
:ﬁms: with a public wide area network interconnecting these

nation Technology — Open Systems Interconnection — Basic
-T Recommendation X.200).
ormation Technology — Open Systems Interconnection — Basic
¥ rt 2: Security Architecture {Also ITU-T Recommendation X.800).
(b) ;"“ Jnetwork involves local area networks within corporate. Technology — Open Systems Interconnection — Connection
ocations, with a small number of leased lines interconnecting LAN Definition (Also ITU-T Recommendation X.214).
g i, locations. ) : Technology — Open Systems Interconnection — Connection
(c) The network involves a wide variety of communication links Specification (Also ITU-T R ion X.224).
trusted to varying extents, with the end user having no control over Technology — Data Communications — X25 Packet Level
the security of the route used for any communicated item.

ion Technology — Open Systems Interconmection — Basic
Service Definition (Also ITU-T Recommendation X 215).
formation Technology — Open Systems Interconnection — Basic
ification (Also ITU-T Recommendation X 225).
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Specification for the Association Control Service Element (Also ITU-T Recomme
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ISO/EC 8822 Information Technology — Open Systems Interconnection — Connectia in the implemention of all security services. This

Oriented P Service Definition (Also ITU-T R dation X 216). major cryptographic techniques used in securing
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L%(?.VIEL‘ B823: Information Technology — Open Systems Interconnection — Co
Oriented F Protocol Specification (Also ITU-T Recommendation X 226).
ISOMEC 8824: Information Technology — Open Systems Interconnection — Specificarion
of Abstract Syntax Notation One (ASN.1) (Also ITU-T X 680 series Recommendations),
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ISO/EC 8880: Infe ion Technology — Data Ci i
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ISME_C 9072:  Informarion Technology — Open Systems Interconnection — Remote

ing block is called a cryptographic system (or
stem defines a pair of data transformations. The
ied to an ordinary data item, known as plaintext, and
r (unintelligible) data item called ciphertext. The
applied to ciphertext, results in the regeneration of the
two fi i are most ly called
pectively. The ive terms encipherment
also used, and are g Ily preferred in inter 1

sformation uses as input both the plaintext data and an
 known as an encryption key. Similarly, a decryption
decryption key. These keys are seemingly random bit-

Operations.

ISO/EC 9545: Information Technology — Open Systems Interconnection — Application y is for providing confidentiality. The

Layer Structure (Also ITU-T Recommendation X 207). i ponding ciph may be d

ISOMIEC 10736: Information Technology — Te ications and Information Exchange s because, if the cryptosysiem is a good one, it will be

Berween Sysiems — Transport Layer Security Protocol (Also ITU-T Recommendatios to deduce the plai from the ciph without
! ption key. Cryptosystems also have uses other than
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become apparent later in the chapter.

basic types of cryptosystems — symmeiric systems
ivate-key or secret-key systems) and public-key (or
These have distinct characteristics and are used in
security services.

ized into sections addressing

| — s .
eCause “encryption” and * become confused with more
of “burying” and “digging up” in some languages.
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