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A Storage Device Emulator for System Performance Evaluation

MING-JU WU and CHUN-JEN TSAI, National Chiao Tung University

The performance and characteristics of the storage devices used in embedded systems can have a great
influence on the overall end user experience. When building embedded systems or designing new storage
device components, it is important for the designers to be able to evaluate how storage devices of different
characteristics will affect the overall system performance. Storage device emulation enables a system’s
performance to be evaluated with simulated storage devices that are not yet available. In storage device
emulation, the emulated storage device appears to the operating system (OS) as a real storage device and its
service timings are determined by a disk model, which simulates the behavior of the target storage device. In
the conventional storage device emulators, because the OS is running continuously in the real-time domain,
the amount of time that the emulators can spend on processing each I/O request is limited by the service time
of each corresponding I/O request. This timing constraint can make emulating high-speed storage devices
a challenge for the conventional storage device emulators. In this article, we propose an OS state pausing
approach to storage device emulation that can overcome the timing constraints faced by the conventional
storage device emulators. By pausing the state of the OS while the storage device emulator is busy, the
proposed emulator can spend as much time as it needs for processing each I/O request without affecting
the performance of the emulated storage device as perceived by the OS. This allows the proposed storage
device emulator to emulate storage devices that would otherwise be challenging or even impossible for the
conventional storage device emulators. In addition, the main task of storage device emulation is offloaded
to an external computer to minimize the impact of the emulation workload on the target machine. The
proposed storage device emulator is implemented with the Linux OS! on an embedded system development
board. Experimental results show that the full-system performance benchmarks measured with the proposed
storage device emulator are within 2% differences compared to the results of the reference system.

Categories and Subject Descriptors: C.4 [Computer Systems Organization]: Performance of Systems—
Measurement techniques; modeling techniques; D.4.8 [Operating Systems]: Performance—Modeling and
prediction; measurements; simulation

General Terms: Design, Experimentation, Measurement, Performance
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1. INTRODUCTION

NAND flash storage devices are widely used in embedded systems. The research results
from the related fields, such as Chang [2010], Wu [2010], and Chang et al. [2012],
have contributed to the continuous improvement of the design and performance of

IThe complete source code of the proposed storage device emulator will be made available at http:/www.
cs.nctu.edu.tw/~cjtsai/research/nctusde.
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Fig. 1. The behaviors of the OS and application programs should be considered when trying to predict the
overall system performance.

NAND flash storage devices. Other types of nonvolatile storage devices, such as Phase-
Change Memory (PCM) [Zilberberg et al. 2013], Magnetoresistive RAM (MRAM), and
Ferroelectric RAM (FeRAM) [Doh et al. 20071, are also being actively studied. Therefore,
it can be expected that there will be an ever-increasing number of storage devices
to choose from for building embedded systems. The performance and characteristics
of the storage devices used in embedded systems can have a great influence on the
overall end user experience [Kim et al. 2012]. Thus, it is important for the embedded
system designers to be able to evaluate how storage devices of different characteristics
will affect the overall system performance. It is also important for the storage device
designers to be able to predict the overall system performance with simulated storage
devices that are not yet available so that the design tradeoffs can be made with the
overall system behaviors in mind.

While theoretical analysis or simulation using abstract models can provide quick es-
timates on how different storage devices might affect the overall system performance,
the accuracy of these approaches can be rough and can, therefore, lead to design conclu-
sions that are contradictory to the real-world results [Thekkath et al. 1994]. It has been
shown that complex system-level interactions can hide or reduce the predicted effects
of new storage device components [Ganger and Patt 1998; Traeger et al. 2008]. For
another example, researchers from the networking field are also aware of the problems
related to simulating the behaviors of real-world networking subsystems with simpli-
fied models [Wang et al. 2007]. Therefore, as illustrated in Figure 1, it is desirable that
the behaviors of the OS and the real application programs are considered when trying
to predict how storage devices of different performances and characteristics will affect
the overall system performance.

1.1. Complete Machine Simulation

Complete machine simulation is one of the approaches which can allow the overall
system performance to be evaluated with simulated storage devices that are not yet
available. The concept of the complete machine simulation approach is illustrated in
Figure 2. With complete machine simulation, a simulation model of the target ma-
chine hardware, including the storage device of interest, is first constructed. The OS
and application programs are then executed on the simulated machine hardware to
study the overall system performance. An attractive attribute of the complete ma-
chine simulation approach is that it can be used for studying a wide range of system
configurations—anything that can be modeled and simulated can be studied. Because
the entire virtual machine model is simulated in the discrete-time domain, the per-
formances and characteristics of the storage devices that can be simulated will not be
limited by the performance of the simulation host. For example, it is possible to use a
slower conventional hard disk drive for simulating large and faster solid-state drive
(SSD) storage devices.
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Fig. 2. Complete machine simulation.

Unfortunately, one problem with the complete machine simulation approach is that 77
the simulation speed of the complete machine model can be much slower than the speed 78
of the native machine hardware. For example, in the SimOS environment [Rosenblum 79
et al. 1995], simulation using the detailed CPU model can be 3 to 4 orders of magnitude 80
slower than running the same workloads on the native host. 81

Another problem with the complete machine simulation approach is the difficulties 82
and efforts that are involved in constructing accurate complete machine models [Gibson 83
et al. 2000; Gutierrez et al. 2014]. Moreover, the internal design details of commercial 84
SoCs might not be made publically available by its manufactures [Eklov et al. 2011]. 85
In particular, accurate memory subsystem models (including the cache controller, the 86
memory controller, and the DRAM models, etc.) are often not available for commercial 87
embedded SoCs. 88
1.2. Storage Device Emulation 89
Storage device emulation is another approach that can be used for evaluating the 90
overall system performance with simulated storage devices that are not yet available 91
[Griffin et al. 2002]. In storage device emulation, an emulated storage device is made 92
available to the OS that is executing on the real machine hardware. The OS can 93
interact with the emulated storage device similar to with a real storage device. The 94
service timings of the emulated storage device are determined by a disk model that 95
models the behavior of the target storage device. When an I/O request is submitted 96
to the emulated storage device, the storage device emulator will need to carry out the 97
following tasks: 98
1. Compute the response time of the I/O request by simulating the disk model. 99
2. Handle the actual data of the I/O request. If the I/O request is a write request, 100

then the actual data is stored to the backing storage. Otherwise, the actual data is 101
retrieved from the backing storage. 102
3. Reply the I/O response to the OS at the corresponding service time as determined 103
by the disk model. 104

The conventional storage device emulators can conceptually be classified into two 105
types of designs: (i) local virtual storage device emulation and (ii) remote actual stor- 106
age device emulation. These two types of designs will be discussed in the following 107
subsections. 108
1.3. Local Virtual Storage Device Emulation 109
An overview of the local virtual storage device emulation design (which will be referred 110
to as the local emulation design for short for the rest of this article) is illustrated in 111
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Fig. 3. Local virtual storage device emulation.

Figure 3. In the local emulation design, a virtual storage device is presented to the
OS at the device driver level. The service timings of the emulated storage device are
determined by a disk model which is simulated using the target system’s CPU. A portion
of the system memory is reserved and used as the backing storage for persisting the
actual data of the emulated storage device.

While the local emulation design is convenient to implement, it has two notable
limitations:

—The size of the emulated storage device will be limited by the amount of the sys-
tem memory that can be reserved for the backing storage. Embedded systems are
usually configured with no more than a few gigabytes of memory and, therefore, can
greatly limit the size of the benchmark workload that can be used for evaluation.
Furthermore, reducing the amount of the system memory that can be used by the
OS will affect the original behavior of the system. If the remaining system memory
is under a certain threshold, it can also prevent the proper execution of the desired
benchmark workloads.

—Because the disk model is simulated using the target system’s CPU, the emulator
will consume CPU cycles of the target system and, therefore, will affect the original
system behavior. More importantly, if the time that it takes to simulate the disk
model exceeds the targeted service time of the corresponding I/O request, then the
emulator will fail to emulate the intended behavior of the target storage device.

1.4. Remote Actual Storage Device Emulation

An overview of the remote actual storage device emulation design (which will be re-
ferred to as the remote emulation design for short for the rest of this article) is illustrated
in Figure 4. In the remote emulation design, an actual storage device is emulated by
the emulator software running on a separate computer and is presented to the OS at
the actual I/O interface level. For example, if the target system has a Secure Digital
(SD) card reader, then a storage device that is compatible to the SD standard can be
emulated by the storage device emulator and inserted into the SD card reader of the
target system.

Because the emulator software runs on a separate computer, the remote emulation
design can overcome some of the problems faced by the local emulation design. First,
the size of the emulated storage device will not be limited by the size of the system
memory available on the target system. It can be as large as the system memory or
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Fig. 4. Remote actual storage device emulation.

e backing storage available on the separate computer. Second, the CPU usage of the

target system will not be affected by the emulator.

However, there are still some limitations with the remote emulation design:

—In both the local and remote emulation designs, the OS is running continuously in

the real-time domain and the system time that the OS observes is progressing at the
real-time speed. Therefore, in order to properly emulate the intended behavior of the
target storage device, the conventional storage device emulators must be able to
complete the processing of each I/O request in a timely fashion. The amount of time
that is allowed for processing each I/O request is bounded by the service time of the
particular I/O request. For example, if the computed service time of an I/O request is
1ms, then the total amount of time that can be used by the storage device emulator
for simulating the disk model and accessing the backing storage cannot exceed 1ms.
Otherwise, the performance of the emulated storage device will be slower than the
intended target, which will lead to performance evaluation errors

—The latency and bandwidth of the emulated storage device will be limited by the

latency and bandwidth of the actual I/O interface. For example, the UHS-I bus inter-
face defined by the SD standard has a maximum bus speed of 104MB/s; therefore,
storage devices that are faster than 104MB/s cannot be emulated over the UHS-I
interface. This kind of limitation can prevent the emulation of faster storage devices
over existing I/O interfaces.

—The features that can be supported by the emulated storage device will be limited by

the characteristics of the actual I/O interface. For example, because the SD interface
protocol does not support more than one outstanding I/O requests concurrently,
storage devices that have features such as Native Command Queuing (NCQ) cannot
be emulated over the SD interface.

1.5. Proposed OS State Pausing Approach to Storage Device Emulation

In this article, we propose a novel OS state pausing approach to storage device emula-
tion that can overcome many of the problems faced by the conventional storage device
emulation approaches. The key idea of the proposed design is to pause the state of

th

e OS as necessary whenever the storage device emulator is busy processing the I/0

requests. Because of the pausing made to the state of the OS, the system time that is
observed by the OS is no longer hardwired to the real-world time. Instead, the OS is
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modified to observe a virtual time that can be controlled by the storage device emulator.
This allows the proposed storage device emulator to spend as much time as it requires
for processing each I/O request without affecting the perceived service times of the
emulated storage device to the OS. Therefore, in the proposed storage device emulator,
disk models of arbitrary complexity can be used for modeling the target storage devices
and slower backing storages can also be used for emulating faster storage devices.

Gupta et al. [2006] proposed a technique called time dilation to make the OS to
observe a passage of time that is a constant time slower than the real-time clock. From
the OS’s perspective, the physical resources in the external world will appear to be
faster than their original speeds. For example, if the passage of time observed by the
OSis slowed down by 10 times, then data arriving from a network interface at a physical
rate of 1Gbps would appear to the OS as arriving at 10Gbps. They have demonstrated
that time dilation is an effective method for emulating network interfaces of different
speeds to the OS for end-to-end system behavior experimentations.

Although the proposed storage device emulator also makes the OS to observe a pas-
sage of system time that is different than the real-time clock, the goal and mechanisms
are different from those of time dilation:

—In time dilation, the passage of system time is only slowed down by a constant factor
but will never be stopped. In other words, the OS is always executing continuously. In
contrast, in our proposed OS state pausing approach, the execution of the OS will be
paused as necessary whenever the storage device emulator is busy processing the I/O
requests. The goal of time dilation is to trick the OS into believing that the external
resources are faster than what they actually are. On the other hand, the goal of OS
state pausing is to temporarily freeze the execution of the OS so that the storage
device emulator can spend unlimited amount of time on processing the I/O requests.

—The slowing down of the passage of time in time dilation is achieved by reducing the
frequency that the timer interrupts are delivered to the OS and also by appropriately
scaling down the hardware time counter that is used by the OS. For example, to
slow down the passage of time observed by the OS by 10 times, the timer interrupt
frequency is reduced by 10 times and the hardware time counter is also scaled
down by 10 times. In comparison, pausing the state of the OS requires stopping the
hardware time counter and preventing the CPU from doing any work for the OS.

—The design of the proposed storage device emulator can be extended with time dila-
tion. In the proposed emulator design, the OS can be either in the paused state or
in the running state. When in the running state, it is possible to apply time dilation
so that the OS will observe that it is running on a CPU which is faster than the
CPU of the target system. However, in order to keep our focus, we do not apply time
dilation to the proposed storage device emulator in this article.

The remainder of this article is organized as follows. Related work is discussed in
Section 2. The proposed storage device emulator is described in Section 3, and the exper-
imental results are presented in Section 4. Finally, conclusions are given in Section 5.

2. RELATED WORK

Timing-accurate storage emulation has been explored in detail by Griffin et al. [2002].
Their work gives support that storage device emulation is an effective method for
studying the overall system performance with simulated virtual storage devices. In
their remote emulation setup, the emulator is executed on a standalone computer and
connected to the target system over the SCSI interface. The DiskSim simulator [Bucy
et al. 2008] is used for simulating the service times of the Seagate Cheetah X15 hard
disk drive. Experimental results show that the benchmark results measured with the
emulated storage device are close to the results measured with the real storage device.
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VSSIM [Yoo et al. 2013] is a virtual machine (VM)-based SSD simulator that makes 227
emulated SSD devices available to the VM. The emulated SSD device appears to the 228

VM as a storage device connected to the IDE interface. VSSIM runs in real-time and 229
allows the user to measure both the host performance and the SSD behavior under 230
various design choices. The design of VSSIM can conceptually be classified as similar 231
to the remote emulation design. The difference is that the target machine that the 232
emulated storage device is “connected” to is a VM; therefore, VSSIM does not need to 233
emulate the actual electrical signals of the IDE interface. 234

In the work of Maghraoui et al. [2010], a local emulation type storage device emulator 235
is developed to emulate flash based SSD for the AIX OS. The emulator is implemented 236
as a dynamic loadable kernel module and appears to the OS as a disk device. A chunk of 237
system memory is pined for use as the backing storage, and high-resolution nanosecond 238
granularity timers are used for simulating the delays of the I/O operations. Lee et al. 239
[2012] have proposed another local emulation type SSD emulator. The target platform 240
is the Linux OS and it uses a user mode SSD simulation engine for calculating the 241
latencies for the I/O requests. The backing storage used can be either the system 242
memory or some other external DRAM-based storage devices. 243

David [Agrawal et al. 2012] is another local emulation type storage device emulator 244
which is mostly concerned about the required backing storage size for emulating large 245
storage devices. The main idea of David is to reduce the data that needs to be saved to 246
the backing storage so that larger storage devices can be emulated using less storage 247
space. The key idea is that for certain types of benchmark workloads, the actual content 248
in the file system files can be omitted and only file system metadata needs to be 249
persisted onto the backing storage. By not persisting the actual content in the files, 250
David is able to reduce the storage size requirements by orders of magnitude. David 251
has been demonstrated to work with the ext3 and the birfs file systems, and in theory, 252
it can be extended to work with other types of file systems. 253

The SimOS environment [Rosenblum et al. 1995, 1997; Witchel and Rosenblum 1996] 254
is a complete machine simulator that can simulate the hardware of an SGI machine in 255
enough detail to run the Irix OS. SimOS supports switching among a number of hard- 256
ware component models which are different in terms of modeling detail and accuracy. 257
The less-detailed models can run faster and can be used to boot and position the system 258
into a state at which interesting workloads will begin. The simulation can then switch 259
to use a more accurate model for detailed profiling. Griffin et al. [2000] has integrated 260
a MEMS-based storage device simulator into the SimOS environment for studying the 261
performance and characteristics of MEMS-based storage devices. 262

Finally, Canon et al. [1980] extended the standard virtual machine (VM) environment 263
to include virtual time emulation. In contrast to the conventional VM environment, in 264

which the real time of day (RTOD) clock is observed by the VM, the modified VM 265
environment makes the VM to observe a virtual time of day (VTOD) clock. The VTOD 266

clock progresses as program instructions are executed on the virtual CPU of the VM. In 267
the modified VM environment, the system performance is evaluated against the VITOD 268
clock. The VM environment proposed by Canon et al. can be viewed as analogous to the 269
SimOS environment configured with the direct execution model, in which the machine 270
instructions are executed on the native CPU whenever possible and that the internal 271
architecture of the CPU is not modeled. 272
3. PROPOSED STORAGE DEVICE EMULATOR 273
An overview of the proposed storage device emulator is illustrated in Figure 5. The 274
proposed emulator adopts a hybrid local/remote emulation model. Similar to the local 2175
emulation design, a RAMDISK device is emulated by the emulator kernel and pre- 276
sented to the OS at the block device driver level. However, instead of doing all the 277
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Fig. 5. An overview of the proposed storage device emulator.

25

work of emulating the virtual storage device on the target host, an emulator server
running on a separate computer is responsible for carrying out the work of disk model
simulation and data persistency. The emulator kernel and the emulator server com-
municate with each other over a network connection. The key idea of the proposed
storage device emulator is to pause the state of the OS whenever the emulator kernel
is waiting responses from the emulator server. When an I/O request is submitted to
the emulated storage device, the state of the OS will be paused and the emulator ker-
nel will forward the I/O request to the emulator server for processing. The design of
the proposed storage device emulator has several advantages, which are discussed as
follows.

—By pausing the state of the OS as necessary whenever the storage device is being em-
ulated, the proposed storage device emulator can overcome the real-time timing con-
straints faced by emulators that are based on the conventional designs. This allows
the proposed emulator to emulate storage devices that would be challenging or even
impossible for the conventional storage device emulators. For example, the proposed
emulator can allow disk models of arbitrary complexity to be used for simulating
the behavior of the target storage device. Another problem with the conventional
storage device emulation designs is that the backing storage must be faster than
the storage device being emulated. In reality, faster storage devices tend to be more
expensive and smaller in size. With the proposed storage device emulator, because
the state of the OS is paused while the emulator is accessing the backing storage,
slower storage devices can be used as the backing storage for emulating faster stor-
age devices. For example, it is possible to use a slower conventional hard disk drive
as the backing storage for emulating fast SSD devices that would otherwise be too
large to fit into RAM.

—Unlike the complete machine simulation approach, there is no need to construct
a complete machine simulation model for experimentation. Because the OS and
the application programs are run directly on the native machine hardware, the
detailed behaviors of the target machine hardware, such as the memory and cache
hierarchies, the bandwidth and latencies of the system bus interconnects, and the
microarchitecture of the CPU, can automatically be taken into account. Note that
because the emulator kernel is also run on the target system’s CPU, the cache state of
the CPU might be affected. To minimize the disturbances that the proposed emulator
might cause to the target system, the data buffers used by the proposed emulator can
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be allocated from noncached memory regions. It is also worth noting that because 312
of the way that the state of the OS is paused, the proposed storage device emulator 313
also works with multiprocessor systems. 314
—The task of disk model simulation and actual data persistency is done by an emulator 315
server running on a separate computer. This minimizes the interferences that the 316
storage device emulator might cause to the target system. For example, the system 317
memory of the target system does not need to be reserved for use as the backing 318
storage. While it is possible to simulate the disk model directly on the target system 319
while the OS is paused, simulating the disk model on a separate computer can reduce 320
interfering with the cache localities of the target system. 321
—Network connection is used as the communication channel between the emulator 322
kernel and the emulator server. Therefore, the features that can be supported by 323
the emulated storage devices will not be limited by the actual I/O interface available 324
on the target system. Furthermore, because the state of the OS is paused while the 325
communications between the emulator kernel and emulator server are taking place, 326
the reading and writing of the actual data for the emulated storage device can take 327
as long as they are required to be transferred over the network channel. For example, 328
for a read operation, the emulator kernel will complete the reading of the actual data 329
of the I/O response from the emulator server before resuming the OS to the running 330
state. This means that the bandwidth of the emulated storage device as perceived by 331
the OS can exceed the bandwidth of the network channel being used. For example, 332
it is possible to emulate storage devices that have transfer rates of over 100MB/s 333
using a physical 802.11b wireless link, which only has a maximum transfer rate of 334
11Mbps. Moreover, the evaluation results will not be affected by the latencies and 335
jilters of the network communication channel because all data transfers are carried 336
out while the OS is in the paused state. 337
Table I gives a summary of when and how the proposed storage device emulator 338
could be advantageous compared to the other approaches. 339
The proposed storage device emulator will be discussed in the following subsections. 340
In Section 3.1, the concept of OS state pausing is explained. Section 3.2 gives an 341
overview of how OS state pausing is utilized in the proposed storage device emulator. 342
Section 3.3 discusses the emulator server and explains the concept of disk model simu- 343
lation time rollback, which is required for emulating storage devices that can support 344
concurrent I/O request processing and I/O request prioritization. The detailed opera- 345
tion of the proposed storage device emulator is presented in Section 3.4, and finally, 346
the OS independent network subsystem is discussed in Section 3.5. 347
3.1. Operating System State Pausing 348
The state of the OS can be viewed as composed of the combined state of all the processes 349
running in the OS and the current values in the clock counter and the hardware timers 350
used by the OS. By freezing the execution of all the processes in the OS and stopping 351
the clock counter and the hardware timers, the state of the OS can be paused. In the 352
proposed storage device emulator, the state of the OS is paused by the emulator kernel 353
using the following procedure: (i) Stop the clock counter and the hardware timers by 354
programming their control registers. (ii) If the target platform is a symmetric multipro- 355
cessor system, use IPIs (interprocessor interrupts) to interrupt all the other CPUs in 356
the system and schedules a high-priority busy waiting loop on them. The busy waiting 357
loop will prevent the other CPUs from executing any processes that belongs to the OS. 358
The execution of the OS is resumed from the paused state using the following pro- 359
cedure: (i) Resume the counting of the clock counter and the hardware timers. (ii) Ter- 360
minate the busy waiting loops so that all the CPUs will resume to their original work. 361
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Table I. Comparison of the Proposed Approach with the Other Approaches

Compared to

Possible Problems with the Other
Approaches

Advantages of the Proposed
Approach

The speed of the backing storage
might be slower than the desired I/O
response timings.

Complete The fidelity of the complete machine By conducting the experiments using the
machine simulation model might not be a good real hardware of the target system, high
simulation approximation of the target system modeling fidelity and fast simulation

due to lack of exact models for critical speed can be achieved.

SoC components.

The speed of the complete machine

simulation model might be too slow for

conducting large full-system

benchmarks.
Conventional The time needed for simulating the By pausing the state of the OS while the
real-time disk model might be longer than the disk model is being simulated and the
storage device desired I/O response timings. backing storage is being accessed, the
emulation proposed storage device emulator can

spend as long as it requires on preparing
the I/O responses.

Local virtual
storage device
emulation

The main memory available on the
target system might be too small for
emulating larger storage devices.

By offloading the emulation task to a
separate remote server, the size of the
emulated storage device can be as large as
the backing storage available on the
remote server.

Remote actual
storage device
emulation

The physical I/O interface available on
the target system might not be fast
enough (in terms of bandwidth and
latency) for emulating the desired

By pausing the OS and transferring the
actual data over the network links,
storage devices of any speed can be
simulated and made available to the OS.

storage device.

The pausing and resuming of the OS is entirely transparent to the applications
running on the OS, and the OS can still correctly service any system calls requested by
the applications. Therefore, all user space applications can be run unmodified on the
proposed system.

While the OS is in the paused state, the emulator kernel will not be able to utilize
certain OS services such as interrupts or timers. Therefore, a polling-based OS inde-
pendent networking module that does not rely on interrupts or system timers is design
for use by the emulator kernel to communicate with the emulator server. The details
of the OS independent networking module will be further discussed in Section 3.5.

Because of the pausing made to the OS, the system time that the OS observes is no
longer linked to the real-world time. Instead, a virtual system time that is derived from
the value in the clock counter is observed by the OS. To preserve the original system
behavior, all the external events to the OS should be scheduled according to the virtual
system time. In the proposed storage device emulator, the only external events that
need to be considered are the completion signals from the emulated storage device and
the timer interrupts. The design of the proposed storage device emulator makes sure
that the response signals from the emulated storage device are delivered to the OS
according to the virtual system time.

In the ideal case, the state of the OS right before being paused and right after being
resumed should be exactly the same. However, there are three factors that can affect
the deviation of the OS states before and after pausing:

—The first factor is the resolutions of the clock counter and the hardware timers. Each
time that the counting of the clock counter and the hardware timers are paused
and then resumed, the fraction values that are currently accumulated in the digital
circuits will be lost. For example, if the clock counter has a resolution of 1us, then
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any passage of time that is less than 1us will be lost when the clock counter is 387
paused by writing to its control registers. In our experimental environment, the 388
resolutions of the clock counter and the hardware timers used by the Linux OS is 389
approximately 3ns. 390

—The second factor is how fast the other CPUs in the system can be put into the busy 391
waiting loop. In the ideal case, the other CPUs in the system should be switched 392

immediately to execute the busy waiting loop as soon as the clock counter and the 393
hardware timers are paused. However, it is possible that the other CPUs in the sys- 394
tem will have their interrupts disabled when the IPIs are issued. In this case, the 395
busy waiting loop will have to wait until the interrupts are enabled again. During 396
this period of time, the other CPUs would have completed additional tasks that are 397
not supposed to be done when the OS is in the paused state. On systems that can 398

support nonmaskable IPIs, such as the NMI in the x86 processors [Intel 2013] or 399
the FIQ in the ARM processors, the nonmaskable IPIs can be used to immediately 400
put the other CPUs into the busy waiting loop regardless of their interrupt enabling 401
states. In practice, the CPUs in a properly designed system should not be in the 402

interrupt-disabled state for any long periods of time. 403
—The third factor is the effect of the CPU cache disturbance. When the OS is in the 404
paused state, the CPU of the target system will need to execute instructions for 405
handling the communication between the emulator kernel and the emulator server; 406
therefore, the cache state of the CPU will be different before and after OS pausing. To 407
get anideal of the scale of the disturbance that the proposed emulator will have on the 408
target system’s CPU cache states, we used the ftrace [Kernel 2014] function tracer in 409
the Linux kernel to trace the kernel execution path for handling I/O requests. With 410
the proposed emulator emulating a virtual storage device, the sizes of instruction 411
codes executed by the CPU for handling a read or write request from user space is 412
approximately 101KB and 151KB, respectively. Compared to a simple local storage 413
device emulation type emulator, the sizes of instruction codes executed by the CPU 414

for handling a read or write request is approximately 91KB and 140KB, respectively. 415
Since the L2 cache size of the CPU used in our experimental platform is 512KB, the 416
additional cache overhead introduced by the proposed emulator is only less than 2% 417
of the L2 cache. Furthermore, modern embedded processors are likely to have larger 418
caches. For example, the Apple A7 SoC [Wikipedia 2014a] incorporates a 1IMB L2 419
cache and a 4MB L3 cache. The cache disturbance that the proposed emulator will 420
have on those processors would be even less. 421

Even though there could be some slight deviations of the OS states before and 422

after pausing, if the scale of the deviations is small compared to the frequency of 423
its occurrence, then the overall system behavior would still be close enough to the 424
original target system for conducting performance studies. In the proposed emulator, 425
the frequency that the OS state pausing is happening is roughly proportional to the 426
frequency that the I/O requests are processed by the emulated storage device. The scale 427
of the deviation of our experimental platform is at the nanoseconds level, and from the 428
experimental results, we have validated that the proposed OS state pausing approach 429
is effective for emulating storage devices that have service times at the millisecond and 430
microsecond levels. 431
3.2. Operating System State Pausing and Storage Device Emulation 432
This section discusses how OS state pausing is utilized in the proposed storage device 433
emulator. During operation, the OS in the proposed storage device emulator is either 434
in the paused state or in the running state. To avoid having a real-time timing con- 435
straint on the progressing speed of the emulator server and the performance of the 436
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Real-world time T1 T2 T3 T4 T5

Fig. 6. Interactions between the OS, the emulator kernel, and the emulator server.

communication channel between the emulator kernel and the emulator server, the em-
ulator kernel is designed to only make requests to the emulator server when the OS is
in the paused state. The OS will be put into the paused state whenever the emulator
kernel is waiting for the responses from the emulator server for the information that
it needs for emulating the storage device. That is, the OS and the emulator server will
never be in the operating state at the same time. In other words, the synchronization
between the emulator kernel and the emulator server only happens when the OS is in
the paused state.

Before resuming the OS back to the running state, the emulator kernel will need
to have all the information that it needs for emulating the storage device until the
next time point that it will communicate with the emulator server. To achieve this,
the emulator server is designed to simulate the disk model to a future time point at
which the information of the next I/O response can be determined while the OS is in
the paused state.

When the OS is put back to the running state, the emulator kernel will use the
information provided by the emulator server to set a timer interrupt at the completion
time of the next I/O response. Because the timer service provided by the OS is utilized,
the completion times of the I/O responses will automatically be scheduled according to
the virtual system time of the OS. When the emulator kernel is notified by the timer
interrupt, the corresponding I/O response will then be replied to the OS at the desired
completion time as indicated by the disk model.

A sequence diagram is illustrated in Figure 6 to show an example interaction between
the OS, the emulator kernel, and the emulator server. As previously shown in Figure 5,
the emulator kernel is run on the same machine as the OS and the emulator server is
run on a separate computer.

At T1, the OS is running continuously and the emulator server is in the idle mode
waiting for commands from the emulator kernel. At T2, an I/O request, R1, is generated
by the OS. As soon as R1 is received, the emulator kernel will pause the state of the
OS and submit the parameters about R1 to the emulator server. The actual data of R1
is also submitted to or retrieved from the emulator server depending on whether R1 is
a read or a write request.

After submitting the I/O request R1, the information for the next I/O response is
requested by the emulator kernel. The information of an I/O response includes the
ID and the completion time of the I/O response. Because the OS is paused while
the emulator server is processing the commands from the emulator kernel, the time
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between T2 and T3 can be arbitrary long. Before resuming the execution of the OS at 472
T3, the emulator kernel will set a timer event to interrupt itself at the corresponding 473
completion time of the next I/O response. When woken up by the timer interrupt, the 474
emulator kernel can then reply the next I/O response to the OS. 475
Notice that the emulator kernel asks for the information for the “next” I/O response 476
and not specifically for the information for R1, which is the most recently submitted 477
I/0 request. This is because that the next I/O request that will be completed by the 478
emulated storage device might not be R1. For example, if the emulated storage device 479
supports I/O prioritization and that it is currently servicing an I/O request that has 480
a higher priority than R1, then R1 will not be serviced until the previous I/O request 481
has been completed. Another example is that if the emulated storage device supports 482
processing of concurrent I/O requests and that there is an I/O request, for example 483
RO, which is currently being processed, then it is possible that RO will be completed 484
before R1. 485
Please note that as far as the emulator kernel is concerned, it does not need to know 486
the reason of why the “next” I/O response is different from the most recently submitted 487
I/0 request. The important thing is that the interface between the emulator kernel and 488
the emulator server will permit the emulator server to change the answer for the next 489
I/O response due to I/O requests that are later submitted to the emulator server. 490
After the I/O response is replied to the OS at T4, the emulator kernel will communi- 491
cate with the emulator server again to determine if there will be another I/O response 492
that is going to be completed by the emulated storage device. If there is, then the em- 493
ulator kernel will set a timer event to interrupt itself at the corresponding completion 494
time of that next I/O response. On the other hand, if there is no further I/O response 495
from the emulated storage device, then the emulator kernel will leave the OS in the 496
running state until future I/O requests are generated by the OS. 497
3.3. Emulator Server with Disk Model Simulation Time Rollback Support 498
The emulator server is responsible for simulating the disk model and persisting the 499
actual data for the emulated storage device. It is designed to handle four types of 500
commands from the emulator kernel, which are described in Table II. 501
In order to support the get next response command, the emulator server will need 502
to simulate the disk model past the current system time of the OS. When simulating 503
the disk model between the current system time of the OS and until the completion 504
time of the next I/O response, the disk model is simulated under the assumption that 505
the OS will not submit any additional I/O requests to the emulated storage during this 506
period of time. For example, if an I/O request is submitted to the emulator server at 507
V1 and the next I/O response is determined to be completed at V3, then the disk model 508
is simulated under the assumption that the OS will not submit any I/O request to 509
the emulated storage device between V1 and V3. This assumption is required because 510
the disk model is being simulated into the “future” time. However, this assumption 511
might not always be true if the emulated storage device can handle more than one 512

I/O requests from the OS. For example, if another I/O request is generated by the OS 513
between V1 and V3, then the state of the disk model will need to be rolled back to a 514

prior simulation time at which when the new I/O request is generated. The disk model 515
can then be simulated again with the new I/O request being taken into account. 516

An example is illustrated in Figure 7 to show a scenario when disk model simulation 517
time rollback is performed by the emulator server. At virtual time V1, an I/O request, R1 518

is generated by the OS. Assume that R1 is the only I/O request currently submitted to 519
the emulated storage device and that R1 will be completed by V3 if the emulated storage 520
device does not receive any other I/O requests before V3. When the get next response 521
command is issued to the emulator server at V1, the disk model will be simulated to 522
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Table Il. Commands Supported by the Emulator Server
Command Type Parameters Description
Reset Disk size The reset command initializes the state of the emulator

Backing storage

server to prepare for emulating a new storage device. The
disk size parameter specifies the size of the storage device to

0 tio
¢ .nﬁgura ron be emulated. The backing storage configuration is used for
Disk model selecting the backing storage device to use (e.g., RAM or
configuration SSD). The characteristics of the target storage device to be

emulated can be controlled by the disk model configuration.
For example, the disk model in our experimental
implementation can support the configuration of speedup
factor and the number of channels.

The data transfer commands are used for the persistence of
the actual data. The write data transfer command is used to
save the actual data to the backing storage, and the read
data transfer command is used for retrieving the actual data
from the backing storage.

Data Transfer Sector number
Read /write type

Sector data

Submit Request Request time The submit request command is used for submitting I/O
Start sector requests to the emulator server. The emulator server will
keep track of the I/O requests that have been received and it
Sector count will simulate the disk model accordingly.
Read /write type
Get Next Response | OS system time The emulator kernel uses the get next response command to
get the information for the next I/0O response that will be
completed by the emulated storage device. If there are no
I/0 requests being processed by the emulated storage
device, then the return value of this command will indicate
that there will be no next response.
@
§ V2: 1/O request R2 generated at V2 ® O R2 completion time
i}
S Disk model simulation time rollback
©
E V1: 1/0O request R1 generated at V1 ® O R1 completion time
i}

| | | | | | | >
>

[ [ [ [ [ | |
VO Al V2 V3 V4 V5 V6

Virtual Time

Fig. 7. A scenario showing the emulator server performs a disk model simulation time rollback. Solid circles
represent the virtual system time of the OS, and white circles represent the simulation time of the disk model.

523 until time V3, at which it is the time that R1 will be completed. The emulator kernel

524 will use the replied information to set a timer to be expired at V3 so that R1 will be
525 replied to the OS when the system time of the OS reaches V3. After setting the timer,
526 the emulator kernel will put the OS back into the running state. Now, assume that
527 the OS has generated another I/O request, R2, when the system time reaches V2. The
528 emulator kernel will then submit R2 to the emulator server and issue another get next
529 response command. At this time, the simulation time of the disk model will need to be
530 rolled back to V2 so that I/O request R2 can be properly considered by the disk model.
531 For example, if R2 has a higher priority than R1, then after the disk model is rolled
532 back to V2, the disk model will determine that the processing of R1 should be preempted
533 by R2. Therefore, when the emulator kernel issues a get next request command at V2,
534 the emulator server will reply that the next I/O response is R2. For another example,
535 if the emulated storage device supports concurrent I/O request processing and that
536 R2 has a shorter service time than R1, then even that R2 is received after R1, its
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completion time might still be earlier than V3. In this case, even if the processing of R1
is not interrupted by R2, the next I/O request that will be completed by the emulated
storage device will still change to R2.

In the actual implementation of the emulator server and the disk model, the sim-
ulation time of the disk model might not be able to be rolled back to any arbitrary
point of time. To allow the rollback of the disk model to any arbitrary point of time
would require that every state progression of the disk model to be saved, which might
not be practical. A design technique can be used so that the state of the disk model is
only saved at the time point at which the get next response command is received. With
this design technique, the simulation time of the disk model is first rolled back to the
previous state at which the previous get next response command is issued, and the disk
model can then be simulated from there on. Using the scenario illustrated in Figure 7
as an example: when the get next response command is received at V2, the disk model
is rolled back from V3 to V1 and then simulated starting from V1. Between V1 and V2,
the disk model will only consider R1. And from V2 and on, the disk model will consider
both R1 and R2. With this design technique, supporting disk model simulation time
rollback would only require that the emulator server to be able to roll back the disk
model to the states at which the previous get next response commands are received.
This can greatly simplify the design and implementation of the emulator server and
the disk model.

For each rollback operation, the amount of work that is discarded is approximately
equal to the amount of time for simulating one I/O request. For example, if on average
it takes the disk model T units of time to simulate an I/O request, then the cost of
each rollback operation, which equals to the discarded simulation progress of the disk
model, will be approximately T units of time.

The upper bound for the frequency at which the rollback operations will be occurring
during simulation is no more than the number of I/O requests being submitted to the
emulator server. For each I/O request submitted to the emulator server, at most one
rollback operation could be triggered. That is, if the submission time of the I/O request
is earlier than the earliest completion time of the I/O requests already in the disk
model, then one rollback operation will be performed on the disk model. Therefore, for
N I/O requests, the maximum number of rollback operations that could have occurred
will not exceed N.

3.4. Detailed Operation of the Proposed Storage Device Emulator

A more detailed view of the proposed storage device emulator is illustrated in Figure 8.
The emulator kernel is responsible for emulating a virtual storage device to the OS at
the block device driver level and is composed of two primary components: the request
handling function, (described in pseudocode listing 1) and the response replying thread
(described in pseudocode listing 2). The request handling function is part of the block
device driver that is registered to the OS. Whenever the OS generates I/O requests
toward the emulated storage device, it will invoke the request processing function.

The response replying thread is a high-priority background kernel thread used for
replying the I/O responses to the OS. When the completion time of an I/O response
is determined, the emulator kernel will set a timer event, which will wake up the
response replying thread at the corresponding completion time. When the response
replying thread is woken up, it will then reply the I/O response to the OS.

The detailed operation steps of the proposed storage device emulator depicted in
Figure 8 are discussed as follows.

Step 1: Receive I/0O request from the OS. When an I/O request is generated by the
OS, the request handling function in the emulator kernel will be invoked. A set of
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Fig. 8. Detailed operation of the proposed storage device emulator.

noncacheable memory buffers in the emulator kernel are used to simulate the memory
mapped I/O interface of the storage device controller. If the I/O request from the OS
is a write request, then the actual data will be copied to the write buffer (the temp-
WriteBuffer in the pseudocode listings) of the emulator kernel at this time to mimic
the transferring of the actual data to the storage device controller.

Step 2: Pause the state of the OS. The state of the OS will be paused by the emulator
kernel before initiating communication to the emulator server. This allows the emulator
server to take as long as it requires for processing the commands from the emulator
kernel without affecting the behavior of the emulated storage device as perceived by

the OS.

Step 3: Transfer the actual data of the I/0 request. If the I/0 request is a write
request, then the data that was copied to the write buffer (tempWriteBuffer) in step 1
will be transferred to the emulator server for persistence. Otherwise, if the I/O request
is a read request, then the actual data of the I/O request will be retrieved from the
emulator server and stored in the noncacheable read buffer (the tempReadBuffer in
the pseudocode listings) of the emulator kernel. The retrieved actual data is not copied
directly to the I/O response buffers that belong to the OS at this time to mimic the
behavior of real storage devices. For real storage devices, the requested actual data
will not be available until the I/O request is completed. If the actual data is copied
to the I/O response buffers that belong to the OS at this time, then the temporal
cache locality of the actual data will be different from that of the real-world cases. The
retrieved actual data will temporarily wait in the read buffer until the I/O response
is actually going to be replied to the OS in step 7. At that time, the actual data
will then be copied from the read buffer to the I/O response buffers that belong to
the OS.

Step 4: Submit the I/O request to the emulator server. The parameters of the I/0
request, which includes the request time, request type (read or write), start sector, and
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number of sectors, is submitted to the emulator server. This information is used by the 614
disk model to simulate the completion time of the I/O requests. 615
Step 5: Get the information of the next I/0 response. Before resuming the OS from 616
the paused state, the emulator kernel needs to know the completion time of the next 617
I/0 response. A timer event will be set to wake up the response replying thread at the 618
corresponding completion time. If there is a timer event already set for the response 619
replying thread, then the timer event will be updated to the new completion time if it 620
is earlier than the current value set in the timer. 621
Step 6: Resume the OS from the paused state. After the response replying thread 622
is properly set to be woken up at the completion time of the next I/O response, the OS 623
will be resumed from the paused state. The OS then runs continuously until one of the 624
two following scenarios happens: (i) Another I/O request is generated by the OS. In this 625
case, the newly generated I/O request is handled following the same steps beginning 626
from step 1. (ii) The timer event for the response reply thread expires and the response 627
replying thread is woken up. In this case, the processing continues to step 7. 628
Step 7: Reply the 1/O response to the OS. When the system time of the OS has 629
advanced to the completion time of the next I/O response, the response replying thread 630
will be woken up by the timer event. If the I/O response is for a write request, then 631
the response relying thread simply notifies the OS that the write request has been 632
completed. Otherwise, if the I/O response is for a read request, then the actual data in 633

the tempReadBuffer will be first copied to the corresponding I/O response buffers that 634
belong to the OS, and then the OS will be notified about the completion of the read 635
request. 636

PSEUDOCODE 1. Request Handling Function
1 functionrequest_fn

3 Request = get next pending request from OS;
4 if Request is a write request then
5 Copy sector data to Request.tempWriteBuffer;
6 end
7 Pause OS;
8 if Request is a write request then
9 Transfer Request.tempWriteBuffer to emulator server;
10 else
11 Request.tempReadBuffer = Retrieve sector data from emulator server;
12 end
13 Get HasNextResponseTemp, NextResponseTimeTemp, NextResponsesTemp from 637
emulator server;
14 if HasNextResponseTemp == TRUE and
15 ( HasNextResponse == FALSE or
16 NextResponseTimeTemp < NextResponseTime )
17 then
18 HasNextResponse = TRUE;
19 NextResponseTime = NextResponseTimeTemp;
20 NextResponses = NextResponsesTemp;
21 Signal the response replying thread;
22 end
23 Resume OS;
25 end function
Remarks on pseudocode 1: In Linux, the request handling function is invoked by 638
the kernel whenever there are I/0 requests to be submitted to the storage device. 639
Request.tempWriteBuffer is a noncached memory buffer for temporarily storing the 640
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sector data of a write I/O request. Request.tempReadBuffer is a noncached memory
buffer for temporarily storing the sector data of a read I/O request. The temporary
buffers are allocated from a noncached memory address space to simulate what a real
device driver would do. That is, the sector data need to be transferred between the CPU
and the device controller. The HasNextResponseTemp, NextResponseTimeTemp, and
NextResponsesTemp variables store the information regarding the next I/O response
from the emulator server. The if clause in line 14 tests if the completion time of the
new next I/O response will be earlier than the current timer interrupt of the response
replying thread. If true, then the response replying thread will be signaled so that
the timer interrupt can be updated to an earlier time point corresponding to NextRe-
sponseTimeTemp. Note that the request handling function only makes requests to the
emulator server while the OS is being put into the paused state.

PSEUDOCODE 2. Response Replying Thread
1 HasNextResponse = FALSE;
2 repeat

3 if HasNextResponse == FALSE then
4 Sleep until being signaled;
5 end
6 repeat
7 Sleep until NextResponseTime has arrived or being signaled;
8 while thread is woken up because of being signaled by the request handling function;
9 for each Response in NextResponses do
10 if Response is a read response then
11 Copy Response.tempReadBuffer to the response buffers belonging to the OS;
12 end
13 Reply Response to operating system;
14 end
15 Pause OS;
16 Get HasNextResponse, NextResponseTime, NextResponses from emulator server;
17 Resume OS;

18 wuntil Storage emulator is stopped,

Remarks on pseudocode 2: The response replying thread is a high-priority background
kernel thread responsible for replying the I/O responses to the OS. In lines 3 to 5,
if there is currently no I/O response pending to be replied to the OS, the response
replying thread will go into an infinite sleep until being signaled by line 21 of the
request handling function. The while loop between lined 6 and 8 ensures that the timer
interrupt that will wake up the response replying thread is set to the most current value
assigned by the request handling function (line 19 of the request handling function).
Lines 9 to 14 reply the I/O response to the OS when the completion time of the I/O
request has arrived. After the I/O response has been replied to the OS, line 16 gets the
information for the next I/O response from the emulator server. Note that the response
replying thread only makes requests to the emulator server while the OS is put into
the paused state.

3.5. Operating System Independent Networking Module

An OS independent networking module is designed in the proposed storage device em-
ulator to be used by the emulator kernel for communicating with the emulator server.
The OS independent networking module is used instead of the standard networking
stack that comes with the OS because of the following reasons:

—While the OS is in the paused state, the CPUs will have their interrupts disabled.
The network device drivers that come with the OS cannot be used because they
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depend on interrupts for working with the network hardware. In the OS independent 673
networking module, a special polling-based network device driver is implemented for 674
working with the network hardware. The special device driver provides its own set 675
of polling-based APIs for use by the emulator kernel. 676
—To minimize the interference that the OS independent networking module will have 677
to the original system behavior, the packet buffers which are used by the network 678
hardware are not allocated from the OS kernel. Instead, a packet buffer manager is 679
designed for allocating and reclaiming the packet buffers from a noncached memory 680
pool owned by the emulator kernel. 681
—When the OS is in the paused state, the timer service provided by the OS will not 682
function properly because the clock counter and the hardware timers are stopped. 683
This means that the TCP implementation in the standard OS networking stack will 684
not work because the retransmission timers will not be functioning correctly. In the 685
proposed storage device emulator, the emulator kernel communicates with the emu- 686
lator server using the UDP protocol. The UDP packets are assembled and parsed by 687
the emulator kernel without going through the full OS networking stack. To transmit 688
a UDP packet, the UDP packet is assembled by the emulator kernel and handed to 689
the special polling-based device driver in the OS independent networking module 690
directly. To receive the response packet, the emulator kernel uses the polling-based 691
API to poll the network hardware repeatedly until the expected packet has arrived. 692
If the expected response packet is not received after a certain number of polling 693
attempts, the request packet will be retransmitted again by the emulator kernel. 694
4. EXPERIMENTAL RESULTS 695
We have implemented the proposed storage device emulator with the Linux OS. The 696
target hardware platform used is the ZedBoard development board [ZedBoard 2014]. 697
ZedBoard contains a 667MHz dual-core ARM Cortex-A9 MPCore processor and 512MB 698
of DDR3 main memory. The Linux kernel used is based on the kernel version 3.10.0 699
from the Xilinx source repository [Xilinx 2014]. The root file system used is based on the 700
nano build of the Linaro release version 13.11 [Linaro 2014]. The device driver for the 701
ARM global timer [Xilinx 2013] is backported from the mainline kernel [Kernel 2013a], 702
and the Linux kernel is configured to use the ARM global counter as its clocksource 703
and clockevent devices [Stultz et al. 2005; Gleixner and Niehaus 2006; Gleixner and 704
Molnar 2006; Gleixner 2007]. The ARM global timer runs at half the speed of the 705
ARM processor. At 333MHz, it provides the clocksource and clockevent devices a timing 706
resolution of approximately 3ns. In other words, the resolution of the clock counter and 707
hardware timers used by the Linux OS is approximately 3ns. The emulator server is 708
implemented as a user space program on a separate computer running Ubuntu Linux. 709
The host computer for the emulator server is equipped with an Intel Core 15-3210M 710
CPU running at 2.5GHz, 4GB of RAM, and a Seagate Momentus Thin 320GB hard 711
disk drive as the backing storage. ZedBoard is connected to the emulator server using 712
a 1Gbps Ethernet LAN. 713
To measure how much disturbance the operations of the proposed emulator (e.g., OS 714
pausing, OS resuming, network communication) will have to the target system, the 715
simulation results of the proposed emulator are compared to a reference system. 716
The reference system is an unmodified Linux OS, which runs on the same ZedBoard 717
platform, and has a RAMDISK storage device emulated by a local emulation type em- 718
ulator. The parameters of the RAMDISK device are designed so that its performances 719
are comparable to UHS-1 SD cards. The same disk model will be used by both the 720
proposed emulator and the reference system. Ideally, the disturbances caused by the 721
operations of the proposed emulator should be low and the evaluation results from the 722
proposed emulator should match closely to the results from the reference system. 723
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The reasons of why a RAMDISK device, which is emulated by a local emulation type
emulator, instead of a real storage device is used in the reference system are given as
follows:

—The structure of the emulator kernel is very similar to how a local emulation type
emulator would be implemented. The main differences between the proposed em-
ulator and a local emulation type emulator are the extra steps needed for pausing
and resuming the OS and for performing network communications. Using a local
emulation type emulator in the reference system allows us to measure how much
disturbance the extra operations of the proposed emulator has caused to the target
system.

—In our experience, the work needed for accurate modeling of real storage devices
is not trivial. For example, to model the exact behavior of a NAND storage device
that contains a flash translation layer would require that the firmware of the flash
translation layer to be available; otherwise, the exact sector data placement in the
emulated storage device will be different from the real device, and this will lead
to different I/O response timings. If the behaviors of the real storage device are not
modeled exactly, then testing the proposed emulator using an inexact disk model will
mean that we will not be able to tell if the inaccuracies are caused by the disturbances
of the proposed emulator or the inaccuracy of the disk model.

—The physical I/O interface on the target platform might limit the performances or
characteristics of the real storage devices that can be tested. For example, the SD
interface supported by the ZedBoard is at version 2.00, which can only support a
maximum bus speed of 25MB/s. Therefore, it is not possible to validate the proposed
emulator with a real SD device faster than 25MB/s on the ZedBoard platform. With
a local emulation type emulator, we were able to emulate storage devices with the
speeds of over 100MB/s for validating the proposed storage device emulator, which
is not possible if real storage devices are used. Moreover, next generation standards,
such as the JEDEC UFS (Universal Flash Storage) [JEDEC 2013], will support the
command queuing feature and, therefore, cannot be emulated over the SD interface.
By comparing against a local emulation type emulator, we were able to validate the
proposed emulator under concurrent I/O scenarios.

—Besides using different I/O workloads for testing the proposed storage device emu-
lator, we also want to test if the proposed emulator can handle storage devices of
different speeds and concurrency levels. By using a local emulation type emulator
as the comparison target, storage devices of different speeds, and concurrency levels
can easily be modeled for testing.

The random and sequential read/write performances of a Transcend UHS (Ultra
High Speed) Speed Class 1 SD memory card are measured and used to model a hy-
pothetical baseline storage device. The measured performance numbers are shown
in Table III. It is important to note that the baseline storage device is by no means
trying to simulate the actual behavior of the Transcend SD memory card. These per-
formance numbers are used for modeling the baseline storage device so that the perfor-
mance of the baseline storage device is in line with the current top of the line storage
devices.

The characteristics of the baseline storage device can be controlled by two parame-
ters: the speedup factor and the numaber of channels parameters. Both parameters are
varied from x1 to x4 for deriving a total of 16 storage device configurations for vali-
dating the proposed storage device emulator. The storage device configuration CAN-xS
means that the number of channels the storage device has is NV and it has a speedup
factor of S. The number of channels parameter configures the number of concurrent
I/O requests that the storage device can process simultaneously. For example, if four
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Table Ill. Performance Numbers Used for the Baseline Storage Device

Random Workload Sequential Workload
Transfer Size || Read (ms) ‘ Write (ms) | Read (ms) ‘ Write (ms)
512 bytes 0.0051 1.1136 0.0019 0.0092
1KB 0.0053 1.1123 0.0020 0.0095
2KB 0.0054 1.1136 0.0023 0.0099
4KB 0.0057 1.1601 0.0027 0.0115
8KB 0.0063 1.2853 0.0033 0.0136
16KB 0.0071 1.2579 0.0036 0.0035
32KB 0.0096 2.2222 0.0068 0.0070
64KB 0.0151 2.7027 0.0139 0.0137
I/0 requests are submitted to an emulated storage device that has four channels, then 775
all four I/O requests will be processed concurrently. The speedup factor parameter con- 776
figures how much faster the storage device is compared to the baseline storage device. 777
For example, a speedup factor of two means that the response times of the emulated 778
storage device will be half of the baseline storage device. 779

The total amount of memory available on ZedBoard is only 512MB. Therefore, the 780
size of the emulated storage device is set to be 400MB, which leaves 112MB of memory 781
for use by the Linux OS. A 12MB ¢mpfs temporary file storage is created and used for 782

temporarily storing the outputs from the benchmark applications. Note that for the 783
proposed storage emulator, because the actual data is persisted on the remote host, the 784
Linux OS will be able to use the complete 512MB of main memory. However, we still 785
configure the Linux OS to use only 112MB of memory so that the testing conditions 786
are equivalent to the reference system. 787

The benchmarks are executed using the auto-pilot automation framework [Wright 788
et al. 2005; Wright and Zadok 2007]. Each benchmark is run at least 10 times and 789
until the radius of the 95% confident interval is less than 5% of the mean. The cron and 790
rsyslog services in the Linux OS are disabled while the benchmarks are performed to 791
reduce possible interferences. The system is rebooted after each benchmark run. The 792
evaluation results are presented in the following subsections. 793
4.1. Sequential Read Bandwidth 794
In the first test, the sequential read bandwidth of the emulated storage device is mea- 795
sured using the hdparm utility. The I/O scheduler for the emulated storage device 796
is set to the noop scheduler [Wikipedia 2014b]. Setting the noop I/0 scheduler dis- 797

ables the anticipatory I/O scheduling [Iyer and Druschel 2001] that would otherwise 798
be performed by the default I/O scheduler in the Linux kernel. With anticipatory I/O 799

scheduling disabled, the read requests generated by the hdparm utility will be submit- 800
ted to the emulated storage device as soon as they are created. The measured results 801
are as illustrated in Figure 9. All results from the proposed storage device emulator 802
are within 1% differences to the results from the reference system. 803
4.2. Postmark Workload 804
The postmark workload is used as the next set of workloads for validation. The ext3 805
file system is created on the emulated storage device and both scenarios for the noop 806
I/0 scheduler and the Completely Fair Queuing (CFQ) I/O scheduler are tested. To test 807
how the proposed storage emulator works under multithreaded environment, we run 808
8 concurrent postmark threads to generate a total of 100,000 transactions over a set 809
of 10,000 files. Each postmark thread will generate 12,500 transactions. All results 810
from the proposed storage device emulator are within 2% differences to the results 811
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Fig. 10. Elapsed time of the postmark workload. Error bars represent the 95% confidence intervals of the
means.

from the reference system. To save space, only the evaluation results with the CFQ I/O
scheduler are shown in Figure 10.

4.3. Linux Kernel Source Archive Extraction and Word Count

Besides using synthetic workloads, the proposed storage device emulator is also vali-
dated using real application programs. In this test, the ext4 file system is created on
the emulated storage device and both scenarios for the noop I/0 scheduler and the
CFQ I/O scheduler are tested. The Linux kernel source archive (linux-3.10.tar.bz2)
downloaded from kernel.org [Kernel 2013b] is first copied to the ext4 file system and
then extracted in place. Because the total size of the entire working set will be over
400MB, the contents under the Documentation and the drivers directories in the source
archive are omitted. After extraction, the total number of words in the source files is
then counted using the wc utility. The total elapsed time for extracting the kernel
achieve and performing the word count is measured. All results from the proposed
storage device emulator are within 2% differences to the results from the reference
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Fig. 11. Elapsed time of Linux kernel source archive extraction and word count. Error bars represent the
95% confidence intervals of the means.

system. To save space, Figure 11 only illustrates the evaluation results with the CFQ 826
I/0 scheduler. 827

This test scenario highlights a limitation of the reference local emulation type em- 828
ulator: the size of the storage device that can be emulated is limited to the size of the 829
available memory which can be used as the backing storage. In this test, the Docu- 830
mentation and the drivers directories in the kernel source archive need to be omitted 831
so that the total working set will fit into the 400MB storage device. In comparison, the 832
proposed storage device emulator does not have this kind of limitation. The size of the 833
storage device that can be emulated by the proposed storage device emulator can be as 834
large as the backing storage available on the emulator server. Moreover, because the 835
state of the OS is paused while the backing storage is being accessed, the performance 836
evaluation results will not be affected by the speed of the backing storage used. This 837
means that slower backing storages can be used for emulating faster storage devices. 838
In our experiments, the backing storage device used by the proposed storage device em- 839
ulator is a traditional hard disk drive, and the proposed storage device emulator have 840
no problem using it for emulating storage devices that have submillisecond response 841
times. 842
4.4. Video Encoding and Decoding Workload 843
In this test, the ext3 file system is created on the emulated storage device and both 844
scenarios for the noop I/O scheduler and the CFQ I/O scheduler are tested. In the test, 845
the raw CIF resolution foreman video sequence is first copied to the ext3 file system. 846
The raw video sequence is then encoded to the MPEG2 format using the avconv [Libav 847
2014] video encoder. After encoding, the encoded MPEG2 sequence is decoded back to 848
the raw format using the avconv video decoder. The total elapsed time for encoding 849
and decoding the video sequence is measured. All results from the proposed storage 850
device emulator are within 2% differences to the results from the reference system. 851
To save space, only the evaluation results with the CFQ I/O scheduler are shown in 852
Figure 12. 853
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Fig. 12. Elapsed time of MPEG2 encoding and decoding the CIF resolution foreman sequence. Error bars
represent the 95% confidence intervals of the means.

4.5. The Effect of Disk Model Complexity on Conventional Storage Device Emulators

One problem with the conventional storage device emulators is that if the time it
takes to simulate the disk model exceeds the response times of the corresponding I/O
request, then the emulator will fail to emulate the intended behavior of the target
storage device. For example, if it takes the emulator 2ms to simulate the disk model
for an I/O response, then the emulator will inevitably fail to properly emulate I/O
responses that are supposed to be completed faster than 2ms. The faster the storage
device is, the more likely that the emulator will fail to emulate the correct response
timings for the I/O requests. In this section, we evaluate how the amount of time needed
for simulating the disk model can affect the local emulation type emulator used in the
reference system.

To get a sense of how much time that a typical disk model simulator would require
for simulating an I/O request, we ported the DiskSim simulator version 4.0 [Bucy et al.
2008] to ZedBoard and measured its operation speed. In our measurement, it took
DiskSim approximately 37 seconds to simulate 10,000 I/O operations for a disk device.
That is, the amount of time required for simulating each I/O request is about 3.7ms.

To study the effect of disk model complexity on the conventional storage device
emulators, we introduce artificial delays to the disk model used by the reference system
to simulate disk models of different complexity. The timing delays introduced to the
disk model are ranged from 0.25ms to 2ms in 0.25ms increments. The sequential
read bandwidth benchmark described in Section 4.1 is used for testing. The evaluation
results are illustrated in Figure 13. To save space, only the results for the single channel
storage device configurations are shown. From the results, we can see that the faster
the emulated storage device is, the more impact that disk model complexity will have
on the reference system. For example, when emulating faster storage devices, such as
the storage device with the ChI-x4 configuration, even a disk model processing time of
just 1ms can affect the predicted performance by more than 50%.

On the contrary, in the proposed emulator, because the OS is put into the paused state
while the emulator server is simulating the disk model, the evaluation results from
the proposed emulator will not be affected by the complexity of the disk model. This
means that disk models of arbitrary complexity can be used in the proposed emulator
for modeling complex storage device behaviors.
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Fig. 13. In conventional storage device emulators, disk model processing time will affect the behavior of the
emulated storage device and thus cause performance evaluation errors.

5. CONCLUSION 886
This article describes a novel OS state pausing approach to storage device emulation 887
that can overcome many of the limitations faced by the conventional storage device 888
emulators. In the proposed storage device emulator, the OS is made to observe a virtual 889
system time that can be controlled by the storage device emulator. The state of the OS 890
is paused as necessary whenever the emulator is busy processing the I/O requests 891
of the emulated storage device. This allows the proposed storage device emulator to 892
spend as much time as it requires for processing each I/O request without affecting the 893
response times of the emulated storage device as perceived by the OS. Furthermore, 894
the emulator server is run on a remote machine; therefore, the size of the storage 895
device that can be emulated will not be limited by the resources available on the target 896
system. 897
The proposed storage device emulator is implemented with the Linux OS on an 898
embedded system development board. Experimental results show that the perfor- 899
mances measured using the proposed storage device emulator are within 2% differ- 900
ences compared to the results from the reference system. The complete source code 901
of the proposed storage device emulator will be made available to the public domain 902
(http://www.cs.nctu.edu.tw/~cjtsai/research/nctusde) so that the other researchers can 903
duplicate and verify our results. 904
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