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This document describes how you can use the GNU public key encryption tools to encode a
message so that you can email the encrypted message to other people securely. Please follow the
following instructions:

1. Download and install the GnuPG 2.0 binary installation package from the web page:

http://www.gnupg.oreg/download/

Note that, there are binary packages for different OS’s, including Linux, MacOS, and
Microsoft Windows. The following instructions are written for MS Windows. However, since

gpg.exe is a command line program, the instructions are similar for other OS's.

2. Make sure that you have installed the software. Make sure you have added the command path:
C:\Program Files\GNU\GnuPG to your PATH environment variable.

3. You can now initialize your own public and private keys using the following command:
C:\> gpg —--gen-key
Note that it will ask you to type in your name and email address (as part of your user ID),
please type in those information so that when other people try to encrypt a file for you, they

can use your email address to look up your public key.

4. Generate an ASCII text file with your public key so that you can email your public key to
others.

C:\> gpg ——-export ——armor > my_public_key.txt

Whoever has your public key can email you secured messages.

5. After receiving other people's public key, you should import their keys into your system by
the following command:

C:\> gpg ——-import —--armor < others_public_key.txt



6. Now, you can encrypt your message and send it to others using their public keys as follows.

C:\> gpg —--—-encrypt input_file.doc

When gpg ask you for the user ID, just type in the recipient’s email address. A file with the
suffix “.gpg” will be generated and you can email this file to the recipient. By the way, gpg
will keep asking you for the next recipient (and encrypt different files for them) until you

type in an empty line.

7. If you receive other people's encrypted file (encrypted using your public key), you can

decrypt it using the following command:

C:\> gpg —--decrypt input_file.doc.gpg > input_file.doc

8. Finally, if you want to send the TA a secure message, his public key is as follows. You can
copy-and-past the key (start from the “-----BEGIN PGP PUBLIC KEY BLOCK-----" line to
the “-----END PGP PUBLIC KEY BLOCK-----" line) into a text file for import into your

system. The email address (TA’s) registered in this public key is fox.shc@ gmail.com .
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