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I/0O Multiplexing: select and poll

 Introduction

* I/0 models

* select function

* Rewrite str_cli function

» Supporting batch input with shutdown function

e Rewrite concurrent TCP echo server with select

* pselect function: avoiding signal loss 1n race condition

* poll function: polling more specific conditions than select
* Rewrite concurrent TCP echo server with pol/

Some materials in these slides are taken from Prof. Ying-Dar Lin with his permission of usage



Introduction

* |/O multiplexing: to be notified, by kernel, if one or
more |/O conditions are ready.

 Scenarios 1n networking applications:
« a client handling multiple descriptors (stdio/socket)
« a client handling multiple sockets
« a TCP server handling a listening socket and its connected
sockets (@ = F F0p & k)
» a server handling both TCP and UDP
* a server handling multiple services and protocols



/O (4w it (7 ?

- — fLprocessi i E EFI/OLE ™ & 4 0 2 Jf 5 dEsystem callg-
Fkernel¥ |+ i 7 1/0O# i

« hrik ¥ ivm 2 2 TR s Rlprocess ¢ #tblock
* kernel ¢ #+= BI/O% ¥ k- B buffer

copy
| Kernel’s buffer |,

.%%»a;,%awmmgfﬁximmm £ PR o i buffers
#(Copy) Flt» FEPRE o

PR E R AR I/OR ET A L T fAls

wait

I/O Device

Process




Five I/O Models

* blocking I/O: blocked all the way

 nonblocking I/O: if no data in buffer, immediate returns
EWOULDBLOCK

* /O multiplexing (select and poll): blocked separately in wait and

copy

e signal driven I/O (SIGIO): nonblocked in wait but blocked in copy
(signaled when I/0O can be 1nitiated)

« asynchronous I/O (afo_): nonblocked all the way (signaled when

I/0 1s complete)



Comparison of Five I/O Models
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/O Multiplexing: # * select

« &% & A /O Multiplexing(% = #41/0 model): # * select
system call

* select & Jkernel; J RE g aE R B OE R RN SNk T niE R o B
X _Alreturn » F R E F 3 QLR 2R XPF 5 )k (select ¥ #tblock,
maybe forever)

e selectr¥ ¥ 1Y #]Z] TR FapFEE P

* selectw v ¥ 1idg TRIF 7 BIOK R



*i]‘ﬁ;‘j £ % % select

* T iR ¥ select & fokernelR|zE By ~ X B E_F ready for
reading
« & kernel? £ A ¥ Hbuffer? @ 3 4p 5 &2 (7 K *‘I;)mﬁi;f] »F
FLpE s gt % 2 8 ready for reading

* select returnits » d i enfe st p Fef e H ¢ csystem call#-
buffer? 3w &k (+ & Dblocking call » e #742pF i 3 *) o



;JL%J R B % select

e ¥ 11 it * select & Fkernelipl:E % B %J %% ¥ 7 ready for
writing
o kernel ? ¥t £ % cbuffer? ¢ 4 Apg Z (T R LM EE)T
B ) EOR R 0 0t KR T L ready for writing
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select Function

#include <sys/select.h>
#include <sys/time.h>
int select (int maxfdp1, fd_set *readset, fd_set *writeset, fd_set *exceptset,

/eeﬁst struct timeval *timeout);
returns: positive count of ready descriptors, O on timeout, -1 on error

KL struct timeval { (null: wait forever; 0: do not wait)
long tv_sec; /*second */
long tv_usec; /* microsecond */

b

readset, writeset, and exceptset specify the descriptors that we want the
kernel to test for reading, writing, and exception conditions, respectively.

maxfdpl is the maximum descriptor to be tested plus one.



se |l ect Fucntion

OR {

We can call select and tell the kernel to return only
when
 » any descriptor in {1, 4, 5} is ready for reading (buffer® ¢ 3 ¥

7}") Buffe‘rt‘
 any descriptor in {2, 7} is ready for writing A

 any descriptor in {1, 4} has an exception condition pending

« after 10.2 seconds have elapsed
\




Specifying Descriptor Values

* We need to declare variables of data type fd_set and use macros to

manipulate these variables.

fd_set --- implementation dependent

four macros: void FD ZERO(fd_set *fdset);
void FD_SET(int fd, fd_set *fdsel);
void FD_CLR(int fd, fd_set *fdsel);
int FD_ISSET(int fd, fd_set *fdset);

fd_set rset;

FD ZERO(&rset);
FD SET(1, &rset)
FD_SET(4, &rset);
FD SET(5, &rset)

J

maxfdpl = 6

— descriptors 1, 4, and 5

;} Turn on bits for T
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Socket Ready Conditions for select

Condition readable? writeable? Exception?
enough data to read X

read-half closed X

new connection ready X

writing space available X

write-half closed X

pending error X X

TCP out-of-band data X

Low-water mark (enough data/space to read/write in socket receive/send buffer):
default is 1/2048, may be set by SO_RCVLOWAT/SO_SNDLOWAT socket option

Maximum number of descriptors for select?
Redefine FD_SETSIZE and recompile kernel



Ready For Reading %3

 ¥tconnected socketm =

* tt socket is ready for read * % ¥t ¢
* ikernel buffer

2

i

FALEE R PP

o ¥ 1t riread #-F L kernel buffer g~ w

* ¥tlistening socketm =

* tt socket is ready for read * % = 3 Freclient: siE = > B

& complete connection queue

o ¥ 1wl el gccept®w pt Frsocketsifile descriptor

-~



Low-Water Mark (4 -k i)

« ¥tsocket receive bufferm =

« Jrjz F|data® * ¥ low-water mark, socket is not ready for
reading
« Default = 1 byte

* $Fsocket send bufferm =

« 4o * 7 [ (available space) 7 & low-water mark, socket is
not ready for writing

» Default = 2048 byte
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* selectir gstr cli

« F — F enstr_cli* & igsystem calls 4 %] 2~ input
e fgets * >t stdinsnuser input
 readline* **socket input

ciptRiA 3 PEZ R E FS Binputs o F]t § client® &

fgetspF > & /% ¢ = B~ {7 socket inputig &k e % L
« A iz ¥ selectk F pFE F 5 Binputs

} 2 % Blocking 1/0



Ch. 5

3N R NI ST 24

v

D

v v fgetsjE stdinzg B~
€ o>

Ch. 6

no

e rigelectl pFE &
socket 2 stdin

w e Writen gy » 7
jfiﬂ.ﬁz;f] 41 2 socket

socket is
readable
stdin is
readable
¥ v readlinef€_
socketzf B 7 #
!

L

vt v readline fE_
socketzf B~ 7 A

et v fouts #-3 Br e
11,1@?] 41 % stdout

et ed fgets i€ stdinzg B
€ 4 oo

=

o2 e fputs 3 B e
71"@?] 41 % stdout

no

R e \Writen #-gi » F
«},Lﬁ;;] 41 % socket

|

17



Rewrite str_cli Function with select

™) client
g% ' o select for readability
*istdin : :
\ Ldata or EOF on either stdin or socket
f/v socket
A * selecthk pF % Fstdinz
________ == _———— 0 NI ___;H:B»
error EOF socketinput. § =- %%

ready for readingrFselect
[ " € return

TCP
4L

g; select returnpF & Fig § o8
i % % ready for reading® ?

RST data FIN

" FDISSETRIZ S & readset, writeset, §v exceptset-i_{f + % #
v F R £ % § ready ’ ’ -~
(value-result argemnets)
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Rewrite str_cli Function with select

#include "unp.h” select/strcliselect01.c

void
str_cli(FILE *fp, int sockfd)

{

int maxfdp1;
fd_set rset;
char sendline[MAXLINE], recvline[MAXLINE];
FD_ZERO(&rset); ., " fh=iniip
~ sridescriptor no
jO}F (534 . _ % i zEread;
Ioc;;Ptt{ FD_SET(fileno(fp), &rset); may block forever
FD_SET(sockfd, &rset);
Why?  maxfdp1 = max(fileno(fp), sockfd) + 1; /

Select(maxfdp1, &rset, NULL, NULL, NULL);
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* FD_ISSET:#|:#

#H#= 5 E
/* ~ & A7 ready select/strcliselect01.c

if (FD_'ISSET(sockfd, &rset)) { /* socket is readable */
if (Readline(sockfd, recvline, MAXLINE) == 0)
err_quit("str_cli: server terminated prematurely");
Fputs(recvline, stdout);
} * FD_ISSETp|z#
A% £ 7 ready
if (FD_ISSET(fileno(fp), &rset)) { /* input is readable */
if (Fgets(sendline, MAXLINE, fp) == NULL)

return; /* all done */
Writen(sockfd, sendline, strlen(sendline));
} Useri 3
Ctrl+D

20



i * selectnic® o B4sE
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Redirecting Input on UNIX Systems

« Standard |/O - keyboard and screen

* Input Redirection symbol (<)
» for UNIX and DOS
« Example:
sum < input
 Rather than inputting values by hand, read them from a file



Stop-and-Wait (Interactive) Mode

o i KEK A dstr cliss 480 /%@@stdinﬂi;f] » 3 socket%’] ~

ﬁ&@lxvng 1%;{;%5]
%ﬁt% \iftf’r/f@@' Fes gt g *
keym keym keym
client
server
time

AT chstr_cliit § A8 L] o 7% 9~ Areadyir L AL
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Batch Mode (in new version)

« 4% B Frixstr _clii® * input redirection

#stding #
tcpcliod 206.62.226.35 < filel txt | + NleT.ix
. e a )
lines EOF 16 % B 16 ehEOF

¢ it fgets@ w

client L > NULL - str_cli ¢
] 4t return D
main ¢ close#- h
TCP connection
server

HTkserverdy A w
L




Solution: Use shutdown Instead of Close

* In str_cli, close write-half of TCP connection, by
shutdown, while leaving read-half open.

Write-half: 3¢ % %= £ B client 3 server= = &iconnection
Read-half ¥}= 3 3¢ server X client? = chconnection#rps 7 £ B

% FlserversnF okl 2 miE w k{5
£ Rk H-serverZ client? w 0
connection
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Function shutdown

#include <sys/socket.h>
int shutdown(int sockfd, int howto); returns: 0 if OK, -1 on error
howto: SHUT RD, SHUT_WR, SHUT_RDWR

« initiates TCP normal termination regardless of descriptor’s
reference count

* selectively closes one direction of the connection (SHUT _RD or

SHUT_WR)

26
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Rewrite str_cli with select and shutdown

#include "unp.h" select/strcliselect02.c

void
str_cli(FILE *fp, int sockfd)
{

X ¥rclient 3 server= = i

/' BT S SRR

int maxfdp1, stdineof;

fd_set rset;

char sendline[MAXLINE], recvline[MAXLINE];
stdineof = 0;

FD_ZERO(&rset); o e
for (::) { % client 2 server= it %

if (stdineof == 0) A $7pF 4 & test stdin

FD_SET(fileno(fp), &rset);
FD_ SET(sockfd, &rset);
maxfdp1 = max(fileno(fp), sockfd) + 1;
Select(maxfdp1, &rset, NULL, NULL, NULL);
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select/strcliselect02.c
if (FD_ISSET(sockfd, &rset)) { /* socket is readabie 7
if (Readline(sockfd, recvline, MAXLINE) == 0) { «—— No mqgre data

_ if (stdineof == 1) from server
C"e,nti server____——" return; /* normal termination */
Gopaee 8 else

err_quit("str_cli: server terminated prematurely");

)

Fputs(recvline, stdout);
}
if (FD_ISSET(fileno(fp), &rset)) { /* input is readable */
if (Fgets(sendline, MAXLINE, fp) == NULL) {
stdineof = 1;
Shutdown(sockfd, SHUT_WR); /* send FIN */
FD_CLR(fileno(fp), &rset); "\ ¢ client =

OIS server= i i

)

Writen(sockfd, sendline, strlen(sendline));




!

Frakstr clisn)z 42

server host

client host
client client client
stdin app TCP
fgets
EOF
shutdown > FIN m
(SHUT WR)[—F+—7m8787M_|
ack m+1
(may read E:/
other data) data .
FIN 1
I
read [ ack T
0 T T
return
v ¢ v

server server
TCP app
— ) write
— read
return 0
7 close
I
1 gerver
— ch|ldfnds
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Concurrent TCP Echo Server with select

A single server process using se lect to handle any number of

clients (# fork child process)

* Need to keep track of the clients by client[ ] (client descriptor
array) and rset (read descriptor set)

Imaxi

client[ ]
[0]
[1]
[2]

[FD_SETSIZE-1]

i# 13 connected socket descriptor

-1

5

-1

-1

7

not
used

rset

stdin/stdout/stderr |

listening socket

terminated client

existing client

fd0_fd1 fd2 fd3 fd4 fds
olo| o1 |lo]1
maxfd +1 =6

* %> et v gelect
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Rewrite Concurrent TCP Echo Server with select

Initialization

#include "unp.h"
int main(int argc, char **argv)

{

tcpcliserv/tcpservselectO1.c

int I, maxi, maxfd, listenfd, connfd, sockfd;
int nready, client{fFD_SETSIZE];

ssize t n;

fd_set rset, allset;

char line[MAXLINE];

socklen _t clilen;

struct sockaddr_in  cliaddr, servaddr;
listenfd = Socket(AF_INET, SOCK_STREAM, 0);

bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port = htons(SERV_PORT);




tcpcliserv/tcpservselectO1.c

Initialization (cont.)
Bind(listenfd, (SA *) &servaddr, sizeof(servaddr));

Listen(listenfd, LISTENQ);

maxfd = listenfd;/* initialize */
maxi = -1;/* index into client[] array */
for (i=0;i< FD_SETSIZE; i++)
client[i] = -1;/* -1 indicates available entry */
FD ZERO(&allset);
FD_SET(Iist‘enfd, &allset);

\, Bl:#listening socket £_%

ready for reading
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Loop

for (;:){ select# ready: | tcpcliserv/tcpservselectO1.c
rset = allset; /* structure assignment */
(nready>=Select(maxfd+1, &rset, NULL, NULL, NULL);
if (FD_ISSET((listenfd, &rset)) { /* new client connection */
3= I~ ‘clilen’=sizeof(cliaddr); T T To
2 connfd = Accept(listenfd, (SA *) &cliaddr, &clilen); «—  Dlock
g ! for (i=0;i < FD_SETSIZE; i++)
! if (client[i] < 0) {
TN F - B client[i] = connfd; /* save descriptor */
SR CER break;
: }
! if (i == FD_SETSIZE) ‘rigselectk test
! err_quit("too many clients");~~ =’descriptor set
! FD_SET(connfd, &allset); /* add new descriptor to set */
B B ;‘)‘zf H# if (connfd > maxfd)
v readyisn maxfd = connfd; /* for select */

descriplor if (i > maxi)

\ maxi = i; /* max index in client[] array */
if (--nready <= 0)

continue; /* no more readable descriptors */
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Loop (cont.)

tcpcliserv/tcpservselectO1.c

for (i = 0; i <= maxi; i++) { /* check all clients for data */

if ( (sockfd = client[i]) < 0)

continue: } Bt X 3 *xdescriptorshzy

if (FD_ISSET (sockfd, &rset)) {

i b

/* connection closed by client */
Close(sockfd);

Eli[;_rg[:i R(S1O _Ckfd’ sallset); % & testedescriptor
=-1, . ) ‘:J _i K/T
} else —~— % 3% set T
Writen(sockfd, line, n);
if (--nready <= 0)
break; /* no more readable descriptors */

b pl”ﬁ H T readys
descriptor, ¥ 1 #% 5 #F loop
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* select & socket e input buffer 3 FAL ¥ # P& ¢
return ¢+ socket ¢ ready for reading

*Readline MR-~ R FIUFEHFF ~F - 7~ F
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o F oo AL F g I * iIE 33 BRIE (7 I



Denial of Service Attacks

o [ 52 4! . Server4z ;" ¥ s block +tReadline”

e Attack scenario:

« a malicious client sends 1 byte of data (other than a
newline) and sleep

« server hangs until the malicious client either sends a
newline or terminates

e (server & % 7] newline, Readline - s return)



Solutions to the Attack

* When a server is handling multiple clients, the server
can never block in a function call related to a single
client

 Possible solutions:
« Use nonblocking I/O (Ch. 15)
 separate thread/process for each client
* timeout on /O operations (Sec. 13.2)



pol 1 Function: polling more specific
conditions than select

R |7y ﬁ’:/ U

#include <poll.h> 5/
int poll (struct pollfd *fdarray, unsigned long ndfs, int t/meout
returns: count of ready descriptors, 0 on timeout, -1 on error

# i#descriptor& test:ik i E_*|pollfd & 4 k £ 7
izt pollfd /g4 & & & — L7 \

struct pollfd { & ;p|erfile descriptor number; -1 % pt %4 & »«c
ntfd; < H

/* a descriptor to poll */
short events;  /* events of interested fd, value argument */
short revents; /* events that occurred on fd, result argument */
N\

B PR g E Ot R| P enE 2
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pO-I -I ‘ﬁ»,ﬁ'{\ﬂ 2K

4 2 P’f\

BX

* events¥ reventsd T 7|bit flag =

Constant events revents Description

POLLIN X X normal or priority band to read
POLLRDNORM X X normal data to read
POLLRDBAND X X priority band data to read
POLLPRI X X high-priority data to read
POLLOUT X X normal data can be written
POLLWRNORM  x X normal data can be written
POLLWRBAND X X priority band data can be written
POLLERR X an error has occurred
POLLHUP X hang up has occurred
POLLNVAL X descriptor is not an open file

40



ik Z eventse pliarevents

« 2% T events: i * bitwise OR

struct pollfd client [OPEN_MAX];

client [0] .events = POLLRDNORM | POLLRDBAND;

o Bl revents: ¢ * bitwise AND

struct pollfd client [OPEN_MAX];

1f (client[0].revents & POLLRDNORM)

41



Three Classes of Data Identified by pol |

* normal, priority band, and high priority

normal priority band high priority
All regular TCP data  x
All UDP data X
TCP’s out-of-band data X
Half-closed TCP X
Error for TCP x (or POLLERR)
New connection X X
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Concurrent TCP Echo Server with po | |

 When using select, the server maintains array client[ ] and descriptor
set rset. When using poll, the server maintains array client of pollfd

structure.

* Program flow:

e allocate array of pol1fd structures
* initialize (listening socket: first entry in client) (set POLLRDNORM in events)

* call poll; check for new connection (check, in revents, and set, in
events, POLLRDNORM)
» check for data on an existing connection (check POLLRDNORM or

POLLERR in revents)



Rewrite Concurrent TCP Echo Server

with poll
Initialization tcpcliserv/tcpservpoll01.c
#include "unp.h"
#include <limits.h> /* for OPEN_MAX */
int main(int argc, char **argv)
{
int I, maxi, listenfd, connfd, sockfd;
int nready;
ssize_t n; PRTRTED
char line[MAXLINE];
socklen t clilen;
struct pollfd clientfOPEN_MAX];

struct sockaddr_in  cliaddr, servaddr;

listenfd = Socket(AF_INET, SOCK_STREAM, 0);
bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family =AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port = htons(SERV_PORT);
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Initialization (cont.) tcpcliserv/tcpservpoll0l.c

Bind(listenfd, (SA *) &servaddr, sizeof(servaddr));

Listen(listenfd, LISTENQ);

client[0].fd = listenfd; } 506 ~ % 2%
client[0].events = POLLRDNORM,; listening socket
for (i=1;i < OPEN_MAX; i++)

client[i].fd = -1; /* -1 indicates available entry */
maxi = 0; /* max index into client[] array */

45



Loop tcpcliserv/tcpservpoll01.c
for (;;){ :
nready = Poll(client, maxi+1, INFTII\%;\ wait forever
~—— bitwise AND
if (client[0].revents & POLLRDNORM) { /* new client connection */
clilen = sizeof(cliaddr);
connfd = Accept(listenfd, (SA *) &cliaddr, &clilen); «— *# & block
for (i=1;i < OPEN_MAX; i++)
if (client[i].fd < 0) {
R client[i].fd = connfd; /* save descriptor */
Pz R break;

}

if (i == OPEN_MAX)

err_quit("too many cIients"V
client[i].events = POLLRDNORM,;
if (i > maxi)

maxi = i; /* max index in client[] array */
if (--nready <= 0)
continue; /* no more readable descriptors */

for data socket
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tcpcliserv/tcpservpollO1.c

for (i=1; 1 <=maxi; i++) { /* check all clients for qata 7
if ( (sockfd = client][i].fd) < 0)
continue: _— bitwise AND
if (client[i].revents & (POLLRDNORM | POLLERR)) {
if ( (n = readline(sockfd, line, MAXLINE)) < 0) {
if (errno == ECONNRESET) {
/* connection reset by client */

Close(sockfd);
client[i].fd = -1; B
} else T~ AT A

err_sys("readline error");
} else if (n == 0) {
/* connection closed by client */

Close(sockfd);
client[i].fd = -1; B
} else T~ R RITT A

Writen(sockfd, line, n);
if (--nready <= 0)
break; /* no more readable descriptors */




Conclusion

« A7 4 L4r@ * |/O Multiplexing % 2~ i* blocking I/O » 1z
e B & ’éfr'u B enl/OFE R

* |/O Multiplexing® #* selectgipoll Kif =

e = % i * nonblocking I/O¥t ? ﬁ}ﬁ Buffer® X Fils &
= Arreturn®n ..

returnis & wrs? 1




pselect Function

#include <sys/select.h>
#include <signal.h>
#include <time.h>
int pselect (int maxfdp1, fd_set *readset, fd_set *writeset, fd_set *exceptset,
const struct timespec *timeout, const sigset_t *sigmask);
returns: count of ready descriptors, 0 on timeout, -1 on error
struct timespec {
time_t tv_sec; /* seconds */
long tv_nsec; /* nanosecond */ };

* Invented by Posix.1g

« Two changes from the normal select
* Uses timespec instead of t imeval
« adds a 6th argument: a pointer to a signal mask
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The Signal Mask

* Allows a program to
@®Disable the delivery of certain signals

@ Test some global variables that are set by the handler for
these now-disabled signals

®Call pselect, telling it to reset the signal mask
* This Is to avoid signal loss in race condition



pselect Function: Avoiding Signal Loss in Race Condition

sigemptyset (&zeromask);
if (intr_flag) sigemptyset (&newmask);
~ handle_intr();  /* handle signal */ sigaddset (&newmask, SIGINT);
'f((ni:ce(ae(:z'nzSzezleEcltN(T'F'{'))r 01 sigprocmask (SIG_BLOCK, &newmask, &oldmask);
if (intr_flag) if (intr_flag)
handle_intr( ); |:> handle_intr( );
} if ( (nready = pselect ( ..., &zeromask)) < 0) {
if (errno == EINTR) {
} if (intr_flag)
signal lost if select blocks forever handle_intr();
}
o}




