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TCP Client-Server Example

 TCP echo server: main and str_echo
* TCP echo client: main and str _cli

* Normal startup and termination

« POSIX signal handling

« Handling SIGCHILD, interrupted system calls, and preventing
zombies

« Connection abort before accept returns
« Crash of server process

Some materials in these slides are from Prof. Ying-Dar Lin with his permission of usage



« SIGPIPE signal

 Crash, reboot, shutdown of server host
« Summary of TCP example

 Data format: passing string or binary



TCP Echo Server and Client

Socket API

TCP Echo Client TCP Echo Server
el il SR o et I

Stdln TCP readline TCP

|
|
|
|
|
StdOUt< fputs Cllent ¢ read'ine i
|

Writen server

————————————————————————————————————————————

* To expand this example to other applications, just change what the
server does with the client input.

* Many boundary conditions to handle: signal, interrupted system call,
server crash, etc. The first version does not handle them.
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TCP Echo Server: main function

#include "unp.h"
int

tcpcliserv/tcpserv0l.c

PR L S

main(int argc, char **argv)

{

int listenfd, connfd;
pid_t childpid;
socklen_t clilen;

struct sockaddr_in cliaddr, servaddr;
listenfd = Socket(AF_INET, SOCK_STREAM, 0);

bzero(&servaddr, sizeof(servaddr));

servaddr.sin_family = AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
servaddr.sin_port = htons(SERV_PORT);

]

Bind(listenfd, (SA *) &servaddr, sizeof(servaddr));

N —— |

struct sockaddr _in {
uint8 t sin_len;
sa_family t sin_family;
in_port_t sin_port;
struct in_addr sin_addr;
char sin_zero[8];
I

struct in_addr {
in_addr t s _addr;
};




Listen(listenfd, LISTENQ);

ZEE R A
for (;;){
clilen = sizeof(cliaddr);
connfd = Accept(listenfd, (SA *) &cliaddr, &clilen);
if ( (childpid = Fork()) == 0) { /* child process */
Close(listenfd); /* close listening socket */
e = str_echo(connfd);  /* process the request */
[ A e R ? exit(0);
}
Close(connfd); /* parent closes connected socket */
}
} T * #2585 & (exit) pF o TR o en

RN ok G S 8




TCP Echo Server: str_echo function

lib/str_echo.c

#include "unp.h"

void

str_echo(int sockfd)

{
ssize t  n; B w04 ¥ close
char buf[MAXLINE]; connection

again:

while ( (n = read(sockfd, buf, MAXLINE)) > 0)
Writen(sockfd, buf, n);

interrupted
if (n <0 && errno == EINTR) < by a signal
goto again;
else if (n < 0) Mg N g
err_sys("str_echo: read error"); SR e
}




TCP Echo Client: main function

#Td”de TR tepcliserv/tepcliol.c
in
main(int argc, char **argv) struct sockaddr _in {
{ uint8 t sin_len;
int sockfd,; sa_family_t sin_family;
struct sockaddr_in servaddr; in_port_t sin_port;
o L struct in_addr sin_addr;
if (argc != : _
char sin zero[8];
err_quit("usage: tcpcli <IPaddress>"); ) - 8]
sockfd = Socket(AF_INET, SOCK_STREAM, 0); !
bzero(&servaddr, sizeof(servaddr)); struct in_addr {
“servaddr.sin_family = AF_INET, | -i in add_r t s addr:
servaddr.sin_port = htons(SERV_PORT); : 1 - - _ ’
Inet_pton(AF _INET, argv[1], &servaddr.sin_addr); i i
Connect(sockfd, (SA *) &servaddr, sizeof(servaddr)); — e = L
str_cli(stdin, sockfd); /* do it all */ F S dRstdin A LR 0 S Ah
exXit(0); N // % & & v » #include <stdio.h>

fo BEE ~ 2E PR




TCP Echo Client: str c11i function

#include "unp.h"

lib/str_cli.c

void
str_cli(FILE *fp, int sockfd)
{

char sendline[MAXLINE], recvline[MAXLINE];
while (Fgets(sendline, MAXLINE, fp) != NULL) {

Writen(sockfd, sendline, strlen(sendline));

if (Readline(sockfd, recvline, MAXLINE) == 0)
err_quit("str_cli: server terminated prematurely");

Fputs(recvline, stdout);




Flow of str_cli (Version 1)

— v el fgetsjistdingg P~ i¢ * - o

yes
#j » EOF? >@
no

# e dwriten#-fi ~ TR B 1 3 socket

l

vt v readlinej¥socket:f B~ F AL

l

#¥ v fputs #-2f B ek ) 3 stdout

10



Normal Startup (1/3) e

« Start the server in the background j

wsl [unpvl3e/tcpcliserv]$ ./tcpservOl(k ‘
[1] 10163 $——|ProcessID 9

wsl [unpvl3e/tcpcliserv]$

 Verify the state of the server’s listening socket

wsl [unpvl2e/tcpcliserv]$% netstat —-a | grep 9877

TCP: IPv4
Local Address Remote Address Swind Send-Q Rwind Recv-Q State
*.9877 *x 0 0 24576 0 LISTEN

(tA B 4p & 2 i g B dem & o BBk 063 )



Normal Startup (2/3)

« Start the client in the same host

wsl [unpvl2e/tcpcliserv]$% ./tcpeliOl 127.0.0.1

 Verify the connection

wsl [prof/lhyen]$% netstat | grep '9877'
localhost.46570 localhost.9877 32768 0 32768
localhost.9877 localhost.46570 32768 0 32768

0 ESTABLISHED
0 ESTABLISHED

(gt k3Lt F J3Rserver parent » 1 A § 5] )

~

Proto Local Address Foreign Address (state)

tcp 0 0 localhost.9877 localhost.1052 ESTABLISHED (server child)
tcp 0 0 localhost.1052 localhost.9877 ESTABLISHED (client)

tcp 0 0 *:9877 *ox LISTEN (server parent)




Normal Setup (3/3)

» Using ps to show all the processes

N
( Server

wsl [prof/lhyen]% ps —-f —u parent
UID PID PPID C STIME TTY TIME CMD
1hyen Q0163 9963 0 14:50:25 pts/55  0:00 ./tcpservol
lhyen 10255\ 10253 0 14:56:07 pts/32 :00 —-tcsh
lhyen 10249 \9963 0 14:55:50 pts/55 :00 ./tcpcliOl 127.0.0.1
lhyen 10250 0 14:55:50 pts/55 .00 ./tcpserv0l
lhyen 9963 9961 0 14:46:32 pts/55 :00 —tcsh
wsl [prof/lhyen]$%

o O O O

A

(P £ S0 € Pl sta B DS RA ST F)

=
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BA ,r'u’vpsﬁ;f] al

server parent

To check the process status: ps -

pid ppid WCHAN STAT TT TIME COMMAND
19130 19129 wait s pl 0:04.00 -ksh (ksh)

21130 19130 netcon | pl 0:00.06 tcpserv

21131 19130 ttyin |+ pl 0:00.09 tcpcli127.0.0.1
21132 21130 netio | pl 0:00.01 tcpserv

21134 21133 wait Ss p2 0:03.50 -ksh (kshm
21149 21134 - R+ p2 0:00.05 ps -l \

server child

14



Normal Termination (1/2)

wsl [unpvl2e/tcpcliserv]% ./tcpeliOl 127.0.0.1
this is a test

this 1is a test
- /( #-1% ¥ Fgetsi® w NULL ]

S

wsl [unpvl2e/tcpcliserv]%

o Client3 ¥ str_cli = = r"exitdgt F main
 Clientss & pF > #13 ° B frisocket ¢ 4xkernel p & B FF - Clients7TCP ¢ i%
FIN = server » serveriTCP ¢ + ACK.

» client=server childiz - & cconnection® B & - Client socket (TCP) & »
TIME_WAIT state



Normal Termination (2/2)

« % server TCPJz 3|FINp* » server child % Aread > #
read ¢ & w0 - ¥ 3kserver childt/ str_echo® Imain -

» Server child«* s exit € & server =4 HTCPM F ¥ - =
(server child=client) g & (i@ FIN » & FACK) -

» Server childf2 & & & 1 = 5 zombie \

T |




Zombie Process

(zombie server

pid TT STAT TIME COMMAND child process
19130 pl Ss 0:05.08 —ksh (
21130 pl1 I 0:00.06 ./tcpser
21132 pC2)  0:00.00 (tcpse
21167 pl R+ 0:00.10 ps
(¥ - B % ‘imﬁ;f] 1)
wsl [prof/lhyen]% ps
UID PID PPID C STIME TTY TIME CMD
lhyen 10163 9963 0 14:50:25 pts/55 0:00 ./tcpserv0Ol
lhyen 10255 10253 0 14:56:07 pts/32 0:00 -tcsh
lhyen 10250 10163 0 0:00 Cdefunct>
lhyen 9963 9961 0 14:46:32 pts/55 0:00 —-tcsh

wsl [prof/lhyenl%
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Cleaning Up Zombie Processes

* When a child process terminates, it becomes a zombie

* A zombie process i% ¥ child.% & pF ek g 72 % parent®~
(% * wait) > F]et g & * kernelz &

 Therefore, a parent process should wait for child
processes to Kill possible zombie processes



wait and waitpid System Calls

* A process that calls wait or waitpid can

* Block, if all of its children are still running

« Return immediately with the termination status of a child, if a
child has terminated and is waiting for its termination status
to be fetched (the zombie can rest in peace after that)

» Return immediately with an error, if it doesn’t have any child
processes

19



The wait () System Call

#tinclude <sys/wait.h> suspends the calling
pid_t wait (int *statloc); process until one of its
returns: process ID if OK, O, or -1 on error child processes ends

e statloc: pointer to an integer that keeps child status information
(NULL: no status information returns)

e child status information includes
* normal/abnormal termination
* termination cause
* exit status

20



Analyzing Status Information

 status information stored at the location pointed to by stat/oc can be evaluated
with the following macros:

Maco _________|Meaning

WIFEXITED(*statloc)

WEXITSTATUS(*statloc)

WIFSIGNALED(*statloc)

WTERMSIG(*statloc)

evaluates to a nonzero (true) value if the child process terminates
normally.

if the child process terminates normally, this macro evaluates to the
lower 8 bits of the value passed to the exit or _exit function or
returned from main .

evaluates to a nonzero (true) value if the child process terminates
because of an unhandled signal.

if the child process ends by a signal that was not caught, this macro
evaluates to the number of that signal.

21



To Make A Parent Wait For Its Child

* An example to make the parent wait for the termination of the child
process

if (rc < 0) { // fork failed; exit

fprintf (stderr, "fork failed\n");

exit (1);
} else if (rc == 0) { // child (new process)

printf ("hello, I am child (pid:%d)\n", (int) getpid());
} else { // parent goes down this path (main)

int rc_wait = wait (NULL);

printf ("hello, I am parent of %d (rc_wait:%d) (pid:%d)\n", rc, rc_wait,

(int) getpid());

22



Avoid Blocking in wait ()

* A parent process will block if all of its children are still
running

* |f the parent has to call wait () to kill zombie processes

but doesn’t want to block waiting for the termination of
its child processes, how can it do?

 Use signal (software interrupt).



POSIX Signal Handling

» Signal (software interrupt): a notification to a process that an
event has occurred

 sent by one process to another process (or to itself) or by the
kernel to a process (signal£_#2 5 fF cri id > ;%)

« Kernel¥t# B & 2 chsignal 3 g3k 2> ;% o 3 k- signal ¢ 44
kernel &% > 3 t-signal ¢ %yzkernelr‘ ik ﬁ}fp mzﬁ 7 o

c TP EEL AZR VLT AR TR F| LA Fpk e Vg

ZE.o~ A d 2R P f”/f@@— °



Signal Handler

c 4% A5 EH P (7 A2 signal - d »tsignalf kernelst w42 B A
#0153 ke ARSI ﬁz??‘}—-lv ¥ € Jz Flsignal -

o RV K- I Sn#c o fE 5 signal handler 0§ # A4F 45 (catch) &
e J2 e Flensignal o gt S#ic? J AP et A det et > A F o #
d signalfg & # 7 o

 kernel i % #rig 42 & signal handler# 8- B » #1142 B & B &
Lrerrdsigactionwkernel:zf 425 snsignal handler s #ic o



Signal Handler =g 3 34, (=

« Signal handlers jf 2 4 i FF » 2K & A 7

handler’: & & 4 & 5%

# 15 ¢ A7 i% > signal

signal handler

for (;5) {
connfd = Accept (listenfd, ...);

Clos-e. .(connfd) ;

—

void sig_chld(int signo)

{

pid_t pid;
int stat;

pid = wait(&stat);
printf("child %d terminated\n", pid);

__—— return;

}

26




Restarting an interrupted system call

» A process may block in a slow system call (e.g., accept ())
when it catches a signal

* When the signal handler returns, some kernels may
automatically restart some interrupted system calls

* |f an interrupted system call cannot be restarted, it will return an
error of EINTR



Signal Terminology and Semantics (1/2)

« A signal is generated when the event that causes the signal
occurs

» A signal is delivered to a process when the action for the signal
IS taken

A process can block the delivery of a signal

A blocked signal can still be generated but not be delivered to the
process (pending)

 Signal mask defines the set of signals currently blocked from delivery
to a process




Signal Terminology and Semantics (2/2)

« What happens if a blocked signal is generated more than once?

» The signals are queued if the system delivers the signal more than
once

» Most Unix systems do not queue signals

« When happens if more than one signal is ready to be delivered
to a process?

« POSIX.1 does not specify the order in which the signals are delivered
to the process



Disposition of a Signal

* Disposition of a signal
* the action associated with the signal
« We set the disposition of a signal by calling s1gaction
with 3 choices
« catch the signal by a specified signal handler
* SIG_IGN:ignore it (- & &%)
* SIG_DFL: default: terminate or ignore (i * s %L3p k)



Function s1gnal

sigactioni * F fa 5 A4ffe > g iv TL&signal sk
k # Fsi1gaction
exfrisignal S HF @ ~
* signal no (= i#signalzt 3 vi— 5078)
* 45 signal hander 7.3 #cdy #%(2 SIG_IGN, SIG_DFL)

31



struct sigaction

« definition

handle(ﬁﬂ#;] i

ip o signal { SIG_IGN:ignore
_SIG DFL: default

struct sigaction {

void (*sa_handler) (int) ;
void (*sa_sigaction) (int, siginfo_t ¥*,
sigset_t sa_mask;

— Signal mask
int sa_flags;

void (*sa_restorer) (void);

};

void ¥*);

32



Pointer to new
signal handler

signal Function That Enables System Call Restart

#include "unp.h"
Sigfunc *signal(int signo, Sigfunc *func)

{

lib/signal.c

struct sigaction act, oact;

4, {7 #* signal handerF&

— act.sa_handler = func; / T FRChFIEE T
sigemptyset(&act.sa_mask); sighalsng 4

act.sa flags =0;

if (signo == SIGALRM) {
#ifdef SA_INTERRUPT

#endif
} else {
#ifdef SA_RESTART

#endif
Y

act.sa_flags |= SA_INTERRUPT; /* SunOS 4.x */

act.sa_flags |= SA_RESTART, /* SVR4, 44BSD */

FORE ATy A
y 7 . ) Ny
mUnle'ig N ¥4

if (sigaction(signo, &act, &oact) < 0) \’
return(SIG_ERR);

} ,

return(oact.sa_handler); \

K kernel p #*restart
At signal ¥ %7
system call

33



Signal Function That Enables System Call Restart (cont.)

Sigfunc *Signal(int signo, Sigfunc *func) {
Sigfunc *sigfunc;

if ( (sigfunc = signal(signo, func)) == SIG_ERR)
err_sys("signal error"); Signal #_#-signal
return(sigfunc); & A K hd i

}

POSIX signal semantics:
1. Once a signal handler is installed, it remains installed.
2. The signal being delivered is blocked while a signal handler is executing.

3. By default, signals are not queued.




Handling Zombies in Signal Handler

* SIGCHLD: a signal sent by the kernel to the parent when a child

process is terminated

* First, establish a signal handler to cache SIGCHLD

/-> name of the signal handler
. 7 S e T A
Signal (SIGCHLD, sig chld) B L g{;ﬁ% h

« Second, within the handler we call wait. (see next page)

35



Signal Handler for SIGCHLD

childem
process id —

#include "unp.h"
void ( kernel ¢ #-signal no @ »
sig_chld(int signo
{
- c v riwait 1/ 9’0
pid_t pid; % child % 2
I S zombie

wait(&stat);
printf("child %d terminated\n", pid);

tcpcliserv/sigchldwait.c

return;
}
L

#signal handler® v ¢+
printf 2_7 & 3% e

36



Interrupted System Call (in the TCP
Server)

Server Parent 4% Signal handlerid fif & 4 7 % - 425 & ¥ & (block) 5

for (;:){ parent blocks here system call > Bt system call ¢ # @ %7(interrupted) -
connfd =|Accept (listenfd, .. ) +——"
if ((pid =[Fork () j.==0) { server child
Close (listenfd); TBL
doit {connfd); : connfd = Accept (listenfd, ...);
Close (connfd); ) :
. _ if ((pid =Fork () ) ==0) {
exit (0); : : SIGCHLD
} hild Clgse (listenfd);
Close (connfd); Ct — doit (connfd);
} ! EXECUleS  |Close (connfd):;
exit (0),7
} —
Close (connfd); terminates \
}

37



Interrupted System Calls

* % kKernel#t /' SIGCHLD signal# 4#parentdf 5= » parent-f_block
taccept:z Bsystemcall® - ¢t system callstinterrupt2 34 =
handler

* % signal handler returnts - 4= % ¢t interrupted system calliz 3 4%
kernel restart » ¢t system call ¢ & v 45 ;3 (EINTR)

o A% ehsignal Sodicd 3% % restart system call «

. EINTR&:’?&%?@?I—@_T’F*‘F‘{ T_& PAccept B ¥ AR B T ;3
Hog P ok AR S e T

e 4 — Z.work

4)
Y]

NSK



Handling Interrupted System Calls

ﬁaccept ]
« Slow system call: system call that can block forever

« Some kernels automatically restart some interrupted system calls, while
some don't

« We must prepare for slow system calls to yield EINTR
for (;;){ ¥riaccept® %

clilen = sizeof (cliaddr); L w¥riAccept
if ( (connfd = accept (listenfd, (SA) &cliaddr, &clilen)) < 0) {
if (errno == EINTR)

continue; /* back to for () */ \

=\ E 2 D
err_sys (“accept error”); F i p fFrestart accept
} iT 1B system call

else

i e ts R A




Weakness of wait

 Unix signals normally are not queued

» multiple occurrences of the same signal only cause the
handler to be called once

* It's a problem when multiple children terminate at the
same time

» Solution: use waitpid instead of wait in the handler
to kill all zombies



Client terminates all five connections
catching all SIGCHLD signals in server parent

SIGCHLD
SIGCHLD
SIGCHLD
SIGCHLD
SIGCHLD
client server || server || server ||server | |server | |server
43210 parent|| child 1|| child 2||child 3 |child 4| |child 5
FIN ‘
FIN
FIN
FIN

FIN

41



Difference Between wait and waitpid

*wait can block the caller until a child process
terminates, whereas waitpid has an option (WNOHANG)

that prevents it from blocking

*waitpid has a number of options that control which

process it waits for (not necessarily the one that
terminates first)

42



SIGCHLD Handler Using Waitpid

#include "unp.h"

void

sig_chld(int signo)

{
pid_t pid;
int stat;

while ( (pid = waitpid(-1, &stat, WNOHANG)) > 0)
printf("child %d terminated\n", pid);

return;

#include <sys/wait.h>
pid_t waitpid (pid_t pid, int *statloc, int options);
returns: process ID if OK, o, or -1 on error

Wait for the first terminated child

Not block if there are no
/ more terminated children

43




Final (correct) Version of TCP Echo Server
handling SIGCHLD, EINTR from accept, zombies

1
tcpcliserv/tcpserv04.c

#include "unp.h"
int
main(int argc, char **argv)

{

int listenfd, connfd;
pid_t childpid;
socklen_t clilen;

struct sockaddr_in cliaddr, servaddr;
void sig_chld(int);

listenfd = Socket(AF _INET, SOCK_STREAM, 0);

bzero(&servaddr, sizeof(servaddr));
servaddr.sin_family = AF_INET;

= servaddr.sin_addr.s_addr = htonl(INADDR_ANY);
" servaddr.sin_port = htons(SERV_PORT);

Bind(listenfd, (SA *) &servaddr, sizeof(servaddr));
@ Listen(listenfd, LISTENQ);




Final (correct) Version of TCP Echo Server (cont.)

tcpcliserv/tcpserv04.c

Signal(SIGCHLD, sig_chld);  /* must call waitpid() */
for (;;){
clilen = sizeof(cliaddr);
if ( (connfd = accept(listenfd, (SA *) &cliaddr, &clilen)) < 0) {
if (errno == EINTR)
continue; /* back to for() */
else
err_sys("accept error");
}
if ( (childpid = Fork()) == 0) { /* child process */
Close(listenfd); /* close listening socket */
str_echo(connfd);  /* process the request */
exit(0);
}

Close(connfd); /* parent closes connected socket */

} sig_chld#2 ;% 75 @ &1 &p.31
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Connection Abort Before accept Returns
implementation dependent |

client server
socket socket, bind, listen
LISTEN (passive open)

connect (blocks) SYN\’
SYN,ack SYN_RCVD
connect returns

&‘
RST ESTABLISHED

—

accept called,
what happens?

In BSD, kernel handles this. accept does not return.
In SVR4, accept is returned with EPROTO.
In POSIX.1g, accept is returned with ECONNABORTED

The server can ignore the error and just call accept again i



Termination of Server Process

M PFserver T
cliente:g &

| |
Client : Client o Server : Server Server
| TCP T TCP ! Child Parent
| |
blocked | Q'
in fgets I I
W — : SIGCHLD
I I "
user _ l ack |
—p| Wwriten | \’ |
nput readline | :I data :
eturn 0 ! \ 1| Server child ®
— T = e
| |
terminate I
v I
I Client#2 % % I
| e |




a7 ¢ Clientzk 3+ af 48

* Client* = i system calls4 %] 2~ ¥ input
« fgets* *tstdin=huser input
* readline* *tsocket input
 Clientix 3 k3= FFZE Fa Binput - F* § client® wfgetsps »
# 7% Ir PF B~ tF socket inputig k L
* f2;4-7 21 % select pollk FFE F5 Binputs (1118 € 11 %)
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SIGPIPE Signal

* When a process writes to a socket that has received an RST,
the SIGPIPE signal is sent to the process

* The default action of this signal is to terminate the process

« If the process either catches the signal and returns from the
signal handler, or (uses sigaction to) ignore the signal, the

write operation returns negative; errno = EPIPE

49



SIGPIPE Signal Example

|
Client : Client Server
I TCP TCP
writen |
readline ! j data
: \ Server child ¢
[“Teturn 0 ! "k ZA= e
|
: clients call write
writen :‘/u/ after RST Solution:
l Catch the SIGPIPE signal for further
[€ : processing.
SIGPIPE 1 Or ignore the SIGPIPE signal and

¥

N

% :SIGPIPE ¢ ¢ i Client4z
B it (7

handle EPIPE error returned from write.

50



Crash of Server Host (ZE 1)

« Server host shuts down, powers off, or disconnects

* Not acknowledged by the server host, client TCP continuously
retransmits data and timeouts around 9 min

* readline returns negative; errno = ETIMEDOUT or
EHOSTUNREACH

* To quickly detect: timeout on readline, SO _KEEPALIVE socket
option, heartbeat functions



Reboot of Server Host

* The client does not see the server host shutting down
* Client sends data to server after the server reboots

 server TCP responds to client with an RST because it loses all
connection information

e readline returns negative; errno = ECONNRESET



Shutdown of Server Host (by Operator)

e init process sends SIGTERM to all processes

« We can catch this signal and close all open descriptors by ourselves
(gracefully)

* init waits 5-20 sec and sends SIGKILL to all processes
« all open descriptors are closed by kernel



Summary of TCP Example

* From client’s perspective:
* socket and connect specifies server’s port and IP address
 Client’s port and IP address are chosen by TCP and IP respectively

* From server’'s perspective:
» socket and bind specifies server’s local port and IP address
* listen and accept return client’s port and IP address



Data Format: Text Strings

* server process gets two numbers (in a line of text) from client
and returns their sum

* In str_echo: sscanf converts string to long integer,
snprintf converts long back to string



Data Format: Binary Structure

« Passing binary structure between client and server does not
work

» when the client and server are run on hosts with different byte orders
(Intel vs. IBM) or sizes of long integer (32-bit vs. 64-bit)

« Suggestions:

e pass in string only (in this course)

« explicitly define the format of data types (e.g. RPC’s XDR -- external
data representation)




