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Advanced UDP Sockets

* Receiving Flags, Destination IP Address, and Interface
Index

« Datagram Truncation

* When to Use UDP instead of TCP

* Adding Reliability to a UDP Application
* Binding Interface Addresses

» Concurrent UDP Servers
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#include <unp.h>
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recvfrom_flags (int fd, void *ptr, size t nbytes, int *flagsp,
SA *sa, socklen_t *salenptr, struct in_pktinfo *pktp);
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Datagram Truncation
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When to Use UDP Instead of TCP?

*UDP &g gh(&2 TCPAR 1)
e 5L ¥ broadcasting£? multicasting
* No connection setup or teardown
* lower minimum transaction time
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* Positive acknowledgement, retransmission of lost

packets, duplicated detection, and sequencing of
packets reordered by the network

* Windowed flow control
 Slow start and congestion avoidance



« UDP must be used for broadcast or multicast
applications

« I TCP2 £ 32
« UDP can be used for simple request-reply applications
but error detection must then be built into the application
« Tk & > 2 Zf flow controlfrcongestion avoidance
« UDP should not be used for bulk data transfer
«:c* TCPH it # £ 3 &



Adding Reliability to a UDP Application

* We are going to use UDP for a request-reply
application

* \We must add two features to our client

* Timeout and retransmission to handle datagrams that
are discarded

« Sequence numbers so that the client can verify that a
reply is for the appropriate request



UDP R * #2;% & ad? chifm &

» Adding sequence numbers is simple

» Handling timeout and retransmission

» Send a request and wait N seconds

* If no reply was received, retransmit and wait another N
seconds

« After this has happened some number of times, give up

 This is a linear retransmit timer



Linear Retransmit Timer7* 42
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RTO: retransmission timeout
measuredRTT: the actual round-trip time for a packet

srtt: the smoothed RTT estimator
rttvar: the smoothed mean deviation estimator

delta = measuredRTT - srtt g = 1/8 is the gain applied
Srit = srit + g x delta /—» to the RTT estimator
rttvar = rttvar + h(|delta| — rttvar) -—— h = 1/4 is the gain

RTO = srtt + 4 x rttvar applied to the mean
deviation estimator




L delta = measuredRTT - srit

srtt: 2.80 srit = srtt + g x delta

rttvar: 0.60 rttvar = rttvar + h(|delta| — rttvar)
RTO = srtt + 4 x rttvar

J measuredRTT: 3.2

delta: 0.40

srit: 2.80 + 1/8 x 0.40 = 2.85

rttvar = 0.60 + %4 x (0.40 — 0.60) = 0.55
RTO =2.85+4 x 0.55=5.05
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When RTO Expires

* An exponential backoff must be used for the next RTO
(doubling the RTO)

 Actually three possible scenarios are
« The request is lost, or oA A% — B
* The reply is lost, or ¥ = ireply
« The RTO is too small
« 4o % i £ iXrequestis £ e Treply 0 & i A FRE B AR A
B2 B4em ERTTE?




Karn’s Algorihm

* Applies whenever a reply is received for a request that was
retransmitted
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RFC 1323

« it Karn’s algorithm § 5 ¥ etz
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22.6 Binding Interface Addresses

* |P_ RECVDSTADDR socket option ¥ 3% 2\ * {F S I 67
UDP datagram & p iz 4t

ARG AT - 3 F 0 % 17*§’; s enget ifi_info . B
AT ﬁ % lPv4 =yt (7 aliases) - & — {F htbind$] -
®socket » ¥ 5 = i i=afork— i#child process
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22.7 Concurrent UDP Servers

* Most UDP servers are iterative
« & 5 2 Yz 3] enUDP datagrams
* A concurrent UDP server
* T T (T2 R p 7 e clientiig- ok
econcurrent TCP serverix% %2 § it %] 5% -
TCP connectionst 3 & - =isocket pair
« & — Bconnection¥ < d - B+ A2R § F



Two Different Types of UDP Servers

1. A simple UDP sever that reads a client request, sends
a reply, and is then finished
e 7 &k 3t = concurrent UDP server

2. A UDP server that exchanges multiple datagrams with
the client (e.g., TFTP)
« serverk 4ci® & % Fclienti® I 0% — Frequesty? {8 i o
datagramsrz ?
= {¢ § sdatagramsi¢ * 7 & cport



A Concurrent UDP Server

server
(parent)
port 69

client

client
fork

server
(child)
port 2134




