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Ch. 16: Nonblocking I/O

* Nonblocking reads and writes
 Buffers enabling overlapped nonblocking I/O
* Nonblocking connect



Socket Calls That May Block

» By default, sockets are blocking

* Four categories of blocking socket calls

* Input operations (read, readv, recv, recvfrom,
recvmg)

« Qutput operations (write, writev, send, sendto,
sendmsg)

* Accepting incoming connections (accept)
* |nitiating outgoing connections (connect)



¥~ gestr_cli

FD_SET(fileno(fp), &rset); select/strcliselect01.c

FD SET(sockfd, &rset);
maxfdp1 = max(fileno(fp), sockfd) + 1;
Select(maxfdp1, &rset, NULL, NULL, NULL);
if (FD_ISSET(sockfd, &rset)) { /* socket is readable */
if (Readline(sockfd, recvline, MAXLINE) == 0)
err_quit("str_cli: server terminated prematurely");
Fputs(recvline, stdout);
} \ can block if standard output is slow
if (FD_ISSET(fileno(fp), &rset)) { /* input is readable */
if (Fgets(sendline, MAXLINE, fp) == NULL)
return; /* all done */
Writen(sockfd, sendline, strlen(sendline));

N

Ncan block if the socket send buffer is full
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Nonblocking Standard Input/Output

- Standard input? output4 %)z * read®write(k £ 3
fgets& fputs) » fz & select

« * fcntl#blocking descriptor:z = non-blocking

get file status flags
/

“
val = fcnt1(fd, F_GETFL, 0);
fcntl (fd, F_SETFL, val | O_NONBLOCK) ;

c.f. Ch.7.11 /

set it to nonblocking




1/6
#-socket, stdin, stdout:z = nonblocking

void str_cli(FILE *fp, int sockfd) nonblock/strclinonb.c

socket

————————————————————————————————————

stdout.val Fentl(STDOUT_FILENO, F_GETFL, 0);
IFcntI(STDOUT FILENO, F_SETFL, val | O_NONBLOCK);




> Lo 2 2/6
X Zselect 4k nonblock/strclinonb.c

maxfdp1 = max(max(STDIN_FILENO, STDOUT_FILENO), sockfd) + 1;
for (55 ){
FD ZERO(&rset); : " . ek s
FD_ZERO(&ws f&t)'/ clientw * B B 1 serversiig &
if (stdineof == 0“&& toiptr < &to[MAXLINE]) «—_ tow 4 2
FD SET(STDIN_FILENO, &rset);
if (friptr < &fr[MAXLINE]) «_ e AF,
FD_ SET(sockfd, &rset);
if (tooptr != toiptr) «— tOré F‘ﬁ#" A 8 » socket
FD_SET(sockfd, &wset);
if (froptr 1= friptr) «——— fr& 7 T4 A & » stdout
FD SET(STDOUT_ FILENO, &wset);
test:g &« & 4_F ready
Select(maxfdp1, &rset, &wset, NULL, NULL);

T R




3/6

BliEstding_ZE & rea/-\

if (FD_ISSET(STDIN__ FILENO &rset)) { nonblock/strclinonb.c
if ((n=read(STDIN_FILENO, toiptr, &to[MAXLINE] - t0|ptr)) <0){
if (errno != EWOULDBLOCK) = ~~

err_sys("read error on stdin"); .57 £ 3% » cbytedr

} else if (n == 0) { «—— /&stdinz} 7| 7 EOF

fprintf(stderr, "%s: EOF on stdin\n", gf _time());

stdineof = 1; /* all done with stdin */

if (tooptr == t0) «——1t0® & A X 2 FF
Shutdown(sockfd, SHUT_ WR);/* send FIN */

} else {
fprintf(stderr, "%s: read %d bytes from stdin\n", gf_time(), n);
toiptr += n; [* # just read */

FD_ SET(sockfd, &wset); /* try and write to socket below */

} jEstdin® 3 » tochF L& B ~ 3 socket
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B =xsocket®_%F ¥ read 4/6

if (FD_ISSET (sockfd, &rset)) { nonblock/strclinonb.c

if ( (n = read(sockfd, friptr, &fr[MAXLINE] - friptL)) <0){

if (errno != EWOULDBLOCK) \ B 5 A~ crbytedk
err_sys("read error on socket");

} else if (n == 0) { «——— J¥socketz} 7| 7 EOF

fprintf(stderr, "%s: EOF on socket\n", gf time());

if (stdineof) «—— clientz_ = ¢ B B i 7R 1 serverdud &

return; /* normal termination */

else * &
err_quit("str_cli: server terminated prematurely");

} else {

fprintf(stderr, "%s: read %d bytes from socket\n", gf time(), n);

friptr += n; [* # just read */

FD_SET(STDOUT_FILENO, &wset);«—__ /i socket® i » frenz
}} L& 8 » 1 stdout




P Astdout£_F ¥ write ® fre 3 75k 7 & write o/6

if (FD_ISSET(STDOUT_FILENO, &wset) && ( (n = friptr - froptr) > 0)) {
if ( (nwritten = write(STDOUT _FILENO, froptr, n)) < 0) {
if (errno '= EWOULDBLOCK)
err_sys("write error to stdout");

fre 3l hbytedic

} else {
fprintf(stderr, "%s: wrote %d bytes to stdout\n", gf time(),
nwritten);
froptr += nwritten; [* # just written */
if (froptr == friptr)e—___ #fr¢ eopgee »
froptr = friptr = fr; TR H ) 2 stdout
b

#input* outputiy 1% i7 7
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Bl:Esockfd#_Z ¥ riwrite ? to¥ § F

SRR & write o/6

if (FD_ISSET(sockfd, &wset) && ( (n = toiptr - tooptr) > 0)) {
if ( (nwritten = write(sockfd, tooptr, n)) < 0) { \
if (errno = EWOULDBLOCK) to? 3 #labytedic
err_sys("write error to socket"); >0 I & write
} else {
fprintf(stderr, "%s: wrote %d bytes to socket\n",
gf _time(), nwritten);
tooptr += nwritten; /* # just written */
if (tooptr == toiptr) {«——__  Fto" dyle >
toiptr = tooptr = to; #0455 1 2 socket
if (stdineof)
Shutdown(sockfd, SHUT WR);
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A Simpler Version of str_c 11

* [t will be simpler to split the application into processes
or threads

P eJd2to
f " One TCP connection
- full-duplex
stdin — parent ( Plex)

server

J' fork

stdout——— child

\*% F® e J2fr




Two-Process Approach

* The parent and child are sharing the same socket
descriptor

* Each process reads data from one input stream and
writes to one output stream

* no need for nonblocking I/O in each process

* |[f there is no data to read from the input stream, there is
nothing to write to the corresponding output stream

» 27 Bprocesst B d K L EH 2L T RAL



void str_cli(FILE *fp, int sockfd)

{

<

pid t pid;
char sendline[MAXLINE], recvline[MAXLINE];

f ( (pid = Fork()) == 0) { blocking

~ while (Readline(sockfd, recvline, MAXLINE) > 0)

hild Fputs(recvline, stdout);

cnli . )

Y killigetppid(), SIGTERM); servers i @ 3 clients
_ exit(0); T, i % . childi# %parent

~ while (Fgets(sendline, MAXLINE, fp) '= NULL)
Writen(sockfd, sendline, strlen(sendline));
Shutdown(sockfd, SHUT WR); blocking

3 D = OO

pause(); Y
T 2 \ user~ EOF

. .
return; serversnw g
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4ed Parent 7 &+ % % % > Child& 3 3|EOF...

* Parente 7 3 A.pF » getppid()@ + 1 » Frinit process
process id
& parents* = @ child 3 fpF > init¥#-i = 5 child«parent
* % childix 7 superusertg # pF > £ 7 ¥ 2 SIGTERM
initen(iz & £ & shutdown)
* 4r % child3 superuserig # p...



Blocking connect

client server

~ connect called
(blocked)

\_connect returned

incomplete queue

entry moved from
incomplete queue
to complete queue,
Yaccept can return
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Non-blocking connect ()

* Returns without waiting for the completion of the
three-way handshake

* Three uses for a non-blocking connect
 Overlap other process with the three-way handshake
 Establish multiple connections at the same time
» Shorten the timeout for the connect



2k T socket iz non-blockingis » #F e
connectereturnie...

e ¥ sereturn O (= #1)
* % serverfrclientile — S B
* ¥ 5y return -1, errno =EINPROGRESS
« kernel % i& {7three-way handshake#% %
B ARNTF AP FRIFH T 0T
« §¥ & £ Blthree-way handshake#z & = # & %
ereturn -1, ¥ errno s H v &= error



Non-blocking connect #kc 1/3

Int connect_nonb(int sockfd, const SA *saptr, socklen t salen, int nsec)

{
int flags, n, error;
socklen _t len;
fd_set rset, wset;
struct timeval tval; #7 p¥ #-socketzk
#5773 socket p # file status = nonblocking

flags = Fentl(sockfd, F_GETFL, 0): /‘

Fentl(sockfd, F_SETFL, flags | O_ NONBLOCK);

error = 0;

if ( (n = connect(sockfd, (struct sockaddr *) saptr, salen)) < 0)

if (errno != EINPROGRESS) «__ errmo# &
return(-1); EINPROGRESS

: L FFreturn
if (N == 0) «—— Check for immediate completion

goto done; /* connect completed immediately */

22



connect return -1,° errno =
EINPROGRESS o T % ?

o T & H|¥rconnect= # ¥ F 17 X
* When the connection completes successfully, the descriptor
becomes writable
 yr%k servere 5 ix kdata - ¢ socket:® ¢ % = readable
 However, when the connection establishment encounters an
error, the descriptor becomes both readable and writable

o Tt s ¥ 12 socketH_% readable/writable it iz connect&_E
N el AT
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A-zF .conhecti & = #

* socketw A readable/writable = connect & & = #

« T > ¥ P|socket® = readable/writablep¥ (=t F ) > £ i&— % 2| %7
connect#_3% = #

« 11 getsockopt®~w socket error % 2| #7 8 ~ &> & (40T T F A1)

« 72 v vt rigetpeername > & @ w -1 errno = ENOTCONN £
connect= fx

« %3 H v = j*(read, connect again)



Nonblocking connect 2/3

FD ZERO(&rset);

FD SET(sockfd, &rset);
wset = rsef;

tval.tv_sec = nsec;

tval.tv_usec = 0;
select® v 0 £ timeout

if ( (n = Select(sockfd+1, &rset, &wset, NULL, \
nsec ? &tval : NULL)) == 0) {

close(sockfd); [* timeout */
errno = ETIMEDOUT;
return(-1);

}

* selectip|zasocket#_% readable/writable
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done:

if (FD_ISSET(sockfd, &rset) || FD _ISSET(sockfd, &wset)) { 3/3

len = sizeof(error); —— readable # writable
if (getsockopt(sockfd, SOL _SOCKET, SO_ERROR,

(&error) &len) < 0) \ f \
g (02
return(-1); Z B~ w socket error

2T » error

getsockopt = 7
} else

err_quit("select error: sockfd not set");
w 33 /& efile status

Fentl(sockfd, F_SETFL, flags); /* restore file status flags */

if (error) {

close(sockfd); /[* just in case */

eIrno = eITor, « ___error# % 04 connect?

return(-1); NP oo LR e 2R
) AN EE AT ilerrno” iEGE B
return(0);
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Non-blocking connect: Web Client

PP ¥ 5 BURLEE
« I £ ¥ * non-blocking connect= ;' ¢ pFi = § i 5
v AP B PR EBw 7 F m?«/},‘%

o izttt * blocking connect- #URL# - BURLZ B »
PIRBE-FRF 2



Establishing Multiple Connections in
Parallel

time 0T~ :
time 0 time 0
4_‘L
10-F
10-F 10—=
14__1 54; 15JL
in parallel with in parallel with max 3
25-F max 2 connections connections at a time
29—+ at a time

serially



Flow for Web Client

d

y

f‘@g - s R AP S ) )
AL B o A 2 L5Fm |
l 4% connect®d & = 7
* blocking connect » socket#_readable = writable
EIN T vt v getsockopt | ¥rconnect
~ ¥R

v

HaE - By A
connectsH g kv )
non-blocking connect

4% connecte = ¥

¥ socket#_readable
wtedreadBw FR

drread @ w 0P ¢ T ik /2 = &




Non-blocking accept ()

« & * select() » 7 listening socketixselect() v i#readable
B% > serverd =¥ rigaccept

« W5+ b EErt el accept® 7 € Akblock o #12listening socket
= blocking socket+ & #73}

o iz athree-way handshake= = {s > servers & rfrvlaccepts -
client TCP+ &: i¥ 1/RST » # 3 completed connectionjs_
queue® 4%

« ¥ ¢ L 3kservere® rlacceptpFitblock! (Berkeley i 71 Unix)
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[ESE

* Always set a listening socket non-blocking and

* ignore the following errors on the subsequent call to
accept(): EWOULDBLOCK, ECONNABORTED,
EPROTO, and EINTR

a = 3R client aborts the connection before server
accepts it. £ = £ #7ef r'select® T Bip Mg KT E



