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Ch. 14: Advanced I/O Functions

« Socket timeouts

e recv and send functions

e readv and writev functions

« recvmsg and sendmsg functions
* Ancillary data



14.2 Socket Timeouts

« Three ways to place a timeout on an |/O operation
iInvolving a socket

1. Call alarm before calling socket functions. Kernel will
generate SIGALRM when time is up.

2. Block waiting for 1/0O in select which has a time limit built
in (Ch. 6)

3. Set SO_RCVTIMEO and SO_SNDTIMEO socket options by
setsockopt (Ch. 7)



Socket Timeout Examples

e connect with a Timeout Using SIGALRM (pp. 5~6)
« recvfrom with a Timeout Using SIGALRM (p. 7)

« recvfrom with a Timeout Using select (pp. 8~10)

« recvfrom with a Timeout Using SO_RCVTIMEO Socket
Option (pp. 11~12)



connect with a Timeout Using SIGALRM

« alarmcauses the generation of SIGALRM signal after
a specified time has expired

« Steps to connect with a time out

W~

specify a signal handler for the SIGALRM
set alarm before calling connect
call connect

. connect will return negative value (with errno = EINTR)

If the alarm expires before connect succeeds



connect with a Timeout Using SIGALRM

#include "unp.h" lib/connect_timeo.c

int connect_timeo(int sockfd, const SA *saptr, socklen_t salen, int nsec)

{

Sigfunc *sigfunc; static void connect_alarm(int signo)
int n; { return; }

7~ | *sigfunc = Signal(SIGALRM, connect_alarm);

¥g T% RAif (alarm(nsec) = 0) «——— i % chalarm:B &4
shsignal err_msg("connect_timeo: alarm was already set");
handler if ( (n = connect(sockfd, (struct sockaddr *) saptr, salen)) < 0) {

close(sockfd);
if (errno == EINTR) +—— alarm timeout: = # %7
errno = ETIMEDOUT;
}
alarm(0); «——*R # alarm /* turn off the alarm */
Signal(SIGALRM, sigfunc);/* restore previous signal handler */

return(n);
} restore n -£ sfisignal handler




recvfrom with a Timeout Using SIGALRM

advio/dgclitimeod.c

void dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servlen)

{
e g static void sig_alrm(int signo)
charsendline[MAXLINE], recvline[MAXLINE + 1]; { —
Signal(SIGALRM, sig_alrm):; / AR
while (Fgets(sendline, MAXLINE, fp) = NULL) { }
Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servien);
alarm(5); «—z% zalarm i 5%)
if ( (n = recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL)) < 0) {
if (errno == EINTR) «— alarm timeouti = ¢ %7
fprintf(stderr, "socket timeout\n");
else
err_sys("recvfrom error");
} else {
alarm(0); «— i #alarm
recvline[n] =0;  /* null terminate */
Fputs(recvline, stdout);
b1}




recvfrom with a Timeout Using select

select lets us specify the maximal time to wait in
reading

« should prepare arguments before calling select (the read
descriptor set & timeval struct)

we do not call recvfrom until function
readable_timeo tells us that the descriptor is
readable
« Therefore, recvfrom will not block



Function readable_timeo

lib/readable timeo.c

int readable_timeo(int fd, int sec)

{
fd_set rset;

struct timeval tv;

FD_ZERO(&rset) ;
FD_SET(fd, &rset); «——z% % & testfd for readability

Tv.tv_seC = seC; «—— % 7 h % & 5 (F ef) B
tv.tv_usec = 0;

return(select(fd+1l, &rset, NULL, NULL, &tv));
/* > 0 1f descriptor is readable */




dgi_cl1 thatcalls readable_timeo

advio/dgclitimeo1.c

#include "unp.h"

void dg_cli(FILE *fp, int sockfd, const SA *pservaddr, socklen_t servien)

{
int  n;
char sendline[MAXLINE], recvline[MAXLINE + 1];

while (Fgets(sendline, MAXLINE, fp) = NULL) {

Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servien);

do not call recvfrom until function
readable_timeo tells us that the
descriptor is readable

if (Readable_timeo(sockfd, 5) == 0) {
fprintf(stderr, "socket timeout\n");

} else {
n = Recvfrom(sockfd, recvline, MAXLINE, O, NULL, NULL);
recvline[n] = 0; /* null terminate */

Fputs(recvline, stdout);

b1
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recvfrom with a Timeout Using
SO_RCVTIMEO Socket Option

We can set SO_RCVTIMEO option to specity the
timeout value for all read operations on that descriptor

Similarly, SO_SNDTIMEO option applies to all write
operations recvfrom

or sendto

If the 1/O operation times out, the function returns
negative value with errno = EWOULDBLOCK
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recvfrom with a Timeout Using
SO_RCVTIMEO Socket Option

advio/dgclitimeo2.c

tv.tv_sec = 5;
tv.tv_usec = 0;

Setsockopt(sockfd, SOL_SOCKET, SO_R EO, &tv, sizeof(tv));

2% Z_socket option

CVTIM
~—__

while (Fgets(sendline, MAXLINE, fp) = NULL) {
Sendto(sockfd, sendline, strlen(sendline), 0, pservaddr, servien);

n = recvfrom(sockfd, recvline, MAXLINE, 0, NULL, NULL);
if (n < 0) { o E e st
i (ermo == EWOULDBLOCK) { «— + oA 16 & A e 5o
fprintf(stderr, "socket timeout\n");
continue;
} else
err_sys("recvfrom error");
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14.3: recv and send functions:

similar to read and write

#include <sys/socket.h>
ssize trecv (int sockfd, void *buff, size t nbytes, int flags);
ssize_t send (int sockfd, const void *buff, size_t nbytes, int flags);

both return: number of bytes read or written if OK, -1 on error

MSG_WAITALL

flags for 1/0 functions Description recv | send
MSG_DONTROUTE | bypass routing table lookup \Y
MSG_DONTWAIT only this operation is nonblocking \% A"
MSG_OOB send or receive out-of-band data A% \Y%
MSG_PEEK peek at incoming message \Y

wait for all the data \Y

Not return until the requested number of bytes have been read (like readn)

Set 0, a constant, or
logically ORed
constants

not a value-result
argument
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14.4: readv and writev Functions
scatter read and gather write:

#include <sys/uio.h> # I % @bufferss % 41 5 i bufferp %

ssize _t readyv (int filedes, const struct iovec *iov, int iovcnt);

ssize_t writev (int filedes, const struct iovec *iov, int iovcnt);

both return: number of bytes read or written, -1 on error

*iov: a pointer to an arrary of iovec structure

struct iovec {
void *iov_base; /* starting address of buffer */
size t iov_len; /* size of buffer */

I
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Example: %datai 7 Bbuffer

ssize_t readv (int filedes, const struct iovec *iov, int iovcnt);
A

‘ \

3
void *iov_base; - Buffer 1
size t iov_len; ¢

void *iov_base; )
size t iov_len;

v

struct iovec {

—— Buffer 2
void *iov_base; <

size t iov_len;

Buffer 3 J
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14.5: recvmsg and sendmsg: the most
general socket I/O functions e

#include <sys/socket.h> Z ¥ recvertlags B TA A F )
ssize_t recvmsg (int sockfd, struct msghdr *msg, int flags);

ssize_t sendmsg (int sockfd, struct msghdr *msg, int flags);
both return: number of bytes read or written if OK, -1 on error

struct msghdr { used with UDP
void *msg_name; /* protocol address */
socklen t  msg namelen; /* size of protocol address */
struct iovec *msg_iov; /* scatter/gather array */ frreadv/writev k-
size_t msg_iovlen: /* # elements in msg_iov */
void *msg_control;  /* ancillary data; must be aligned for a cmsghdr sjructure */
socklen_t msg_controllen; /* length of ancillary data */ pass per-gatagram
int msg_flags; /* flags returned by recvmsg () */ contl info

}; ~—— /
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Fields in msghdr Structure

7 B used with UDP
msg_namej,a  SOCKel address structure.

msg_namelen&_p* structure 7 size
I = ’ . r / /f\' ® y

msg_1 Ovdp w array of 1Tovec structure =iz § >

msg_iovlenE_tt array  element #Hc P writev

- msg_controldg+ % - iancillary data object i % -

msg_controllen&_#r% ancillary data = byte # p

msg_flags: recvmsg™ it v &« flag (not used by sendmsg) -

el
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Summary of I/O Flags by Various
I/0O Functions

Flag

Examined by: Examined by:
send flags recv flags

sendto flags recofrom flags

sendmsg flags recomsg flags

Returned by:

recvmsg msg_flags

MSG_TRUNC |

— A58 & & abuffer = o))

MSG_CTRUNC ~

MSG_DONTROUTE X

MSG_DONTWAIT X X

MSG_PEEK X

MSG_WAITALL X

MSG_EOR X X

MSG_OOB X X X

MSG_BCAST message truncated (] X

MSG_MCAST X
X
X

~ ancillary datasbuffer = -|:




msghdr after recvmsg returns
(An Example)

sockaddr_in{}
16,AF_INET,2000
198.69.10.2 (7% % sockaddr_in6{})
maghdr{}
msg_name
msg_namalen 16 iovac{} .
[msg_iov +——»! iov_base d—»
imsg_ievlen 3 |  iov_len 100
|msg_control - iov_base  4—wl |
imsg_controllen|20 iov_len |60
|msg_flags e iov_base  +—
iov_len &0

1\'—" cmsg_len 16 ]
1
|

cmsg_level .
IPPROTO._IP Ancillary data
omse_type (See next slide)

IP_RECVDSTADDR
206.62.226.35 |




Comparison of
Functions

Five Groups of I/0

Functions Any Only socket Single Scatter Optional | Optional Optional
descriptor | descriptor buffer buffer flags peer address | control info.

read, write Y Y

readv, writev Y Y

recv, send Y Y v

recvfrom, sendto Y Y v v

recvmsg, v v v v v

sendmsg




14.6 Ancillary Data

» Ancillary data consists of one or more ancillary data objects,
each one beginning with a cmsghdr structure (i¢ & 3 data)

3
T~~~

struct msghdr msg

/ N

structure cmsghdr

, Ancillary data
data object 1

void *msg_control; <

D
socklen_t msg_controllen; (in bytes) structure cmsghdr

Ancillary data

data object 2
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cmsghdr Structure

Ancillary
data object

K

<

structure cmsghdr

data

header# dataz
@ ¥ i 7 padding

#t 3" ancillary data
eE & (in bytes) »

}s;

B WO 7 3+ E = spadding
“— 4 padding /’
structure cmsghdr { /////
socklen_t cmsg_len;
int cmsg_level; } .
. cmsq.type: (See next slide)

/* followed by unsigned char cmsg_data[] *
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Ancillary Data (Control Info)

Uses of Ancillary data in our text We can get source
addr. viamsg_name
Protocollcmsg level cmsg type Description
IPvd IPPROTO IP [P RECVDSTADDR receive dest addr with UDP data —|_ /

[P_RECVIF receive interface index with TDP
[Pvé  IPPROTO_IPVé6 IPV6 _DSTOPTS specify/receive dest options
[PV6_HOPLIMIT  specify/recetve hop limit
[PV6_HOPOPTS specify/recetve hop-by-hop optiong
[PV6_NEXTHOP specify next-hop addr
[PV6 PKTINFO specify/receive packet info
[P¥6 RTHDR specify/recetve routing header
Unix domain SOL_SOCKET SCM_RIGHTS  send/receive descriptors
SCM_CREDS sendfrecetve user credentials
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g2 Ancillary Datasnz i E & (Macros)

include <sys/socket.h> and <sys/param.h>

» struct cmsghdr *CMSG_FIRSTHDR(struct msghdr *mhdrptr) o = % - &
cmsghdr iz H i 1

« struct cmsghdr *CMSG_NXTHDR(struct msghdr *mhdrptr, struct cmsghdr
*cmsgptn) 45 = T - Bomsghdrig i chdg T(NULLA 25 & - B 1)

» unsigned char "CMSG_DATA(struct cmsghdr “cmsgrptr) 45 7 cmsgptrip i
2 %t edata=first byte

. unS|gned int CMSG_LEN(unsigned int length) J& 5 *< f.cmsg_len§ i
(# % datak = srpadding)

 unsigned int CMSG_SPACE(unsigned int length) = i data objects& & (2
data & = srpadding)
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Ancillary Data Containing Two Ancillary
Data Objects

CMSG_FIRSTHDR(msg)
Xﬁf

struct msghdr msg

*msg_control;
msg_controllen;

nsg_controllen |

(

msg control

cmag__len

cmsg__lewel

A cmsg_lén

cmsg Jevel

CruEg__type

e

o pad e

}c;;;;}l ]

? G kD

padding

1 cmaghdr { )
J

4

<

[

ancillary
data object
CMSG_SPACE (]

2

# aedr ik * bytedice
E # (% & :4padding)

ancillary
data object
CMSC_SPACE ()
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Macros Used to Handle Ancillary Data

struct msghdr msg;
struct cmsghdr *cmsghdr;

/* fill in msg structure and call recvmsg () */
for (cmsghdr = CMSG_FIRSTHDR(&msg); cmsghdr = NULL;
cmsghdr = CMSG_NXTHDR(&msg, cmsghdr)) {

If (cmsghdr->cmsg_level == ... && cmsghdr->cmsg_type == ...

u_char *ptr;

ptr = CMSG_DATA(cmsgptr);
/* process data pointed to by ptr */

}




14.7 How Much Data is Queued?

« Examine the data but still leave it on the receiving
queue
« Use the MSG_PEEK flag (p. 18)

 But not sure whether data is ready to be read (and we
don’t want to block in this)
« Combine MSG_PEEK with a non-blocking socket, or
* ORed with the MSG_DONTWATIT flag (p. 18)




The Amount of Data

* For TCP, the amount of data on the receive queue can
change between two successive calls to recv (% - =
PEEK » % = =x & 1 3 Bv)

« More data can be received by TCP between the two calls

 For UDP, the return values from both calls will be the
same



14.8 Socket and Standard I/0O

« We have used Unix I/O, normally implemented as system calls
within Unix
* read, write, recyv, send, ...
« Standard I/0O library specified by ANSI C standard provides
portability
« fgets, fputs, fseek, rewind, ...

fdopen

descriptor ~— T File pointer
(Unix 1/0O) ~__ /(Standard |/O stream)

fileno




Example: str_echo Using Standard 1/0

advio/str_echo_stdio02.c

#include "unp.h"

void

str_echo(int sockfd)

{
char line[MAXLINE];
FILE *fpin, *fpout;

fpin = Fdopen(sockfd, "r"); -
fpout = Fdopen(sockfd, "w"); HEEVIZEAE/O

while (Fgets(line, MAXLINE, fpin) != NULL

) } TS A e
Fputs(line, fpout); (s FAZEAEI /ORE 55




The Full-Duplex Issue

« TCP and UDP are full-duplex (> 1)

 Standard |/O streams can also be full-duplex (open the
stream with a type of r+)
« &3 3F 5 U > dereadis F o E fRwrite 0 ¢ P F B IR 7 fseek,
fsetpos, & rewind
o iz functions .socket_ t 7 7 i
» #-socket# = standard I/O stream= & iF3Ffull-duplex|+ & %
-2 Hm



Using Standard I/O on a Full-Duplex
Socket

* Open two standard |/O streams for a given socket
* One for reading and one for writing

FILE *fpin, *fpout;

fpin = Fdopen(sockfd, “r’);
fpout = Fdopen(sockfd, “w”);

fgets(line, MAXLINE, fpin);

fputs(line, fpout);




The Buffering Problem

« Standard 1/O is fully buffered

* /O takes place only when the buffer is full (unless the
process call fflush)

» Causes problems in typical network applications

e Solutions

* Force the output stream to be line buffered by calling
setvbuf

* Or call fflush after each call to fputs



