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Introduction

« A Simple Daytime Client

« A Simple Daytime Server

 Error handling: wrapper functions

* Types of Networking APls

« BSD networking history

 Discover details of your local network



Client-Server Model

Client Server

Machine A Machine B

e \Web browser and server
e FTP client and server
e Telnet client and server
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Sockets

- process sends/receives messages ~ ©'eM Server

to/from its socket
controlled by

& app devel
* socket analogous to door orocess ) PP developer process
: _ 4
* sending process shoves message e ocket socket
out door - i
TCP with mm TCP with
- transport infrastructure brings buffers, | ,| Pufters,
o variables variables
message to the door at receiving
process
controlled
by OS

Socket API: (1) choice of transport protocol; (2) ability to fix many parameters.



A Daytime client/server using socket API
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How Daytime Client and Server Processes
Interact?

client server
1 4
soclket soclket

v v

l (connection) l

(date & time)




Five Steps to Create a Simple Daytime Client

1. Create TCP socket: get a file descriptor

2. Prepare server address structure: fill-in IP address and port
number

3. Connect to the server: bind the file descriptor with the remote
server

4. Read/write from/to server
5. Close socket



TCP client/server connection sequence

” Server
Client Program socke1( Program
bind()
socket() 1
! listen()
connect() ¢—— 3-way
| handshake »| accept()
J write() | Server’s
\_\W kernel 3
Client’s : » read()
kernel :
v data Wl"l're()
read() |¢
¥ 4-way ) v EOF
I > >
c Ose() L handshake J r'ead() ClOSe() ;




Three-Way Handshake of TCP (done by

kernels)

rf v connect()

client& * 423\

@

(seq=100 ctl =SYN)

connect()
returns

\@®

Client’s kernel

Server’s kernel

¥ =

Send SYN

SYN received
Established

(seq=101 ack=301

cti=ack)

/

SYN received

Send SYN, ACK @
(seq=300 ack=101
ctl=syn,ack)

\ accept()

returns
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intro/daytimetcpcli.c (1/2)

#include "unp.h"

int main(int argc, char **argv)

{

int sockfd, n;
char recvline[MAXLINE + 1];
struct sockaddr_in servaddr;

if (argc !=2)
err_quit("usage: a.out <IPaddress>");

if ( (sockfd = socket(AF_INET, SOCK_STREAM, 0)) < 0)
err_sys("socket error");




Command-Line Arguments

int main(int argc, char *argvl[])

 1nt argc \

« Number of arguments passed \
B **argv
« char *argv[]
 Array of strings

» Has names of arguments in order
- argv[ 0 ]is first argument

« Example: $ mycopy input output

« argc: 3

« argv[ 0 ]: “mycopy"
« argv[ 1 ]: "input”
« argv[ 2 ]: "output"”
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Step 1: Create A Socket

int sockfd;

sockfd = socket (AF_INET, SOCK_STREAM, O0);

« Call to the function socket () creates a transport control block (hidden
in kernel), and returns a reference to it (integer used as index)

(OS) ) [CONtrof bioc

P [CONtrol BIOCK




Parameters of the socket Call

int socket(int domain, int type, int protocol);

returns a socket descriptor (or negative value on errors)

domain

predefined
constant

type
predefined
constant

protocol

{
{

family Description
AF _INET IPv4 protocols
AF _INET6 IPv6 protocols
type Description
SOCK_STREAM stream socket (TCP)
SOCK_DGRAM datagram socket (UDP)
protocol Description

Normally set to 0
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intro/daytimetcpcli.c (2/2)

bzero(&servaddr, sizeof(servaddr));

servaddr.sin_family = AF_INET;

servaddr.sin_port = htons(13); /* daytime server */

if (inet_pton(AF_INET, argv[1], &servaddr.sin_addr) <= 0)
err_quit("inet_pton error for %s", argv[1]);

if (connect(sockfd, (SA *) &servaddr, sizeof(servaddr)) < 0)
err_sys("connect error");

while ( (n = read(sockfd, recvline, MAXLINE)) > 0) {
recvline[n] = 0; /* null terminate */
if (fputs(recvline, stdout) == EOF)

err_sys("fputs error");

}

if (n<0)
err_sys("read error");

exit(0);




How to identify clients to accept, and servers to
contact?

* Machine??

* by its IP address (e.g., 140.127.234.180)
 Application/service/program??

by (IP address and) port number

 standard applications have own, “well-known” port numbers
« SSH: 22
* Mail: 25
« Web: 80
» Look in /etc/services for more (for Unix OS)



Using Ports to Identify Services

Server host 134.173.42.2

: Service request for
Cl h
i IentOSt 1 341 7342280

Kernel

: . (i.e., the Web server)
@5 i
Echo server

). 4

Service request for
......................... 1341734227 V\I(:t;rstesr(\;)er
i (i.e., the echo server) i
@ (_Kernel

) 4



Specifying Server’s IPv4 Address and Port
Number

* Filling in structure sockaddr_in
struct sockaddr _in {
uint8_t sin_len; /* length of structure */
sa_family_t sin_family; /* AF_INET */
in_port_t sin_port; /* 16-bit port#, network byte order */
in_addr; /* 32-bit IPv4 address, network byte order */
char / sin_zero[8]; /* unused */
I

l

struct in_addr {
in_addr_t s_addr; /* 32-bit IPv4 address, network byte order */

I




Data Types Required by Posix.1g

Data type Description Header

int8_t signed 8-bit integer <sys/types.h>
uint8_t unsigned 8-bit integer <sys/types.h>
int16_t signed 16-bit integer <sys/types.h>
uint16_t unsigned 16-bit integer <sys/types.h>
int32_t signed 32-bit integer <sys/types.h>
-sa_family t | address family of socket addr struct | <sys/types.h>
socklen_t length of socket addr struct, uint32_t | <sys/types.h>
in_addr_t IPv4 address, normally uint32_t <sys/types.h>
in_port_t TCP or UDP port, normally uint16_t | <sys/types.h>

l

B35 2 1 IPv4 a3k A

B T Cmak i HE AR W] (AF_INET, AF_INET6, AF_LOCAL, ...) h3 #3]
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sockaddr_iné6

: For IPv6

struct sockaddr_in6 {

|5

uint8_t sin6_len; /* length of this struct [24] */
sa_family t sin6_family; /* AF_INET6 */

in_port_t sin6_port; /* port#, network byte order */
uint32_t sin6_flowinfo;  /* flow label and priority */

r /* IPv6 address, network byte order */

/

struct in6_addr {
uint8_t s6_addr[16];

I

/* 128-bit IPv6 address, network byte order */

21



Step 2-1: Clear the Structure

struct sockaddr in  servaddr;

bzero(&servaddr, sizeof(servaddr));

* bzero &=kt &servaddr ¥ 4 #-sizeof(servaddr) i+ = i 0
&5 = 0
e AF i F LB R T I \memsetst H v 32

memset(&servaddr,0x0,sizeof(servaddr));




Step 2-2: Set IP Addr And Port

servaddr.sin_family = AF_INET,;

servaddr.sin_port = htons(13); /* port no. = daytime server */

if (inet_pton(AF_INET, argv[1], &servaddr.sin_addr) <= 0)
err_quit("inet_pton error for %s", argv[1]);

 htons#-# #ci& = network byte order
«inet_pton#-i= 4t F B e 2 A IR FRN(Bw § B A EE L T
“197.15.22.131” = 1100010...011 = (network byte order)



Network-byte Ordering

Two ways to store 16-bit/32-bit integers in an 8/16-bit computer

« Little-endian byte order (e.g. Intel)

High-order byte Low-order byte
Address A+1 Address A

* Big-endian byte order (E.g. Sparc)

High-order byte Low-order byte
Address A Address A+1




Byte Order: |IP address example

* |IPv4 host address: represents a 32-bit address

 written on paper ("dotted decimal notation”):
129.240.71.213

* binary in bits: 10000001 01000111 10001011
* hexadecimal in bytes: 0x81 0Oxf0 0x47 0x8b

e Little-endian:

« one 4 byte int on x86, StrongARM, XScale, ...: @1 47@
* Big-endian:

» one 4 byte int on PowerPC, POWER, Sparc, ...: 0x8b47{081
* in network byte order: 0x§ :
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Network-byte ordering (cont.)

* How do two machines with different byte-orders communicate?
 Using network byte-order
» Network byte-order = big-endian order

« Conversion macros (<netinet/in.h>)
* uint16_t htons (uint16_t n) 7 host to network conversion
* uint32_t htonl (uint32_t n) j (s: short; I: long)
* uint16_t ntohs (uint16_t n) 1 network to host conversion
» uint32_t ntohl (uint32_t n) | (s:short; I: long)

26



Function inet_pton ()

* inet_pton () is new for IPv6 and may not exist yet (3 &
Linux_F i< ¥ £7).
* Oldest:

serveraddr.sin addr.s addr =
inet_ _addr (“129.240.65.193");
 Newer:

inet_aton(“129.240.65.193",
/' &§serveraddr.sin_ addr) ;

\’ Linet_pton’® - B $-%c(% — BAF_INET)



Step 3: Connect to the Server

int connect(int sockfd,
struct sockaddr *serv_addr, socklen_t addrlen);

e used by TCP client only

* Sockfd - socket descriptor (returned from socket())

e Serv_addr: pointer to struct sockaddr (see next page)
 addrlen = sizeof(struct sockaddr)

e B f iE &g aE T 2 pr(drserver? ¥ )



sockaddr: Generic (i * ) Socket Address
Structure

struct sockaddr { /* only used to cast pointers */
uint8 t sa_len;
sa_family t sa_family; /* address family: AF_xxx value */
char sa_data[14]; /* protocol-specific address */

I

In unp.h

#define SA struct sockaddr




Casting The Pointer

int connect(int sockfd,
struct sockaddr *serv_addr, socklen_t addrlen);

/_-

Ve

7 * struct sockaddr_in #% struct sockaddr_in6%_% 7 i
connect™ [r PF i * T IPVAS PV iz bt g

B et g d o il & 4p v struct sockaddr_in #* struct
sockaddr_in6edg 3% o ¢ 3 15 F A5 417 i 48 % (cast) = 4
@ struct sockaddrﬁ{ﬁ\%%

connect(sockfd((SA *))&servaddr, sizeof(servaddr)




Step 4: Read/Write from/to Server

while ( (n = read(sockfd, recvline, MAXLINE)) > 0) {
recvline[n] = 0; /* null terminate */
if (fputs(recvline, stdout) == EOF)
err_sys("fputs error");
}
if (n <0)
err_sys("read error");

* & * readz %4@erverﬁj kehffl > ©% fputsiy 1 3 F F
(2t zclient®: X 3 i 7L F|server)



read Function

int read(int sockfd, char *buf, int maxlen);

esockfd - socket descriptor (returned from socket())
e buf: buffer (in your program) to store received data

emaxlen: maximum number of bytes to receive

eReturns: # of bytes received (< maxlen) if OK,
0 if connection has been gracefully closed,
negative number on error

(The received data are not null-terminated.)

32



B3 readif B~F R

o j¥serverix 1§ X endataf_-k 3x At

kernel=risocket receive buffer user pt

o client/& * #2.7\ =¥ v''read() #-4* buffer
AL B At g AR5 mbuffer
recvline

» 4rsocket receive buffer? X3 7L
Rlread+* ¥ ¢ 4 block (frps & iz
return)

application

application
buffer

socket receive
buffer

A

input queue

datalink




TCP Is Stream-Based

« TCP provides no record markers

* |f two records of data arrive after the last read, the read () may
return one block of data

followed by
another

—’/‘read()

> Application itself delineates
the ends of records

socket receive buffer [ This is a test J

1st record

This is a testJ —

2nd record |followed by another

7




fputs ¥ err_sys

e fputs ¥ Ceik & B 5 S8 # 5 %3 ¢ strg 7file pointer
*stream ¥

int fputs( const char *str, FILE *stream );

e X F@w g EdcE ; E R @ v EOF

* stdout.: File pointer for standard output stream. Automatically opened
when program execution begins.

*err_sysHA{T¥ p {7 Lk chZ#(F *Linclude “unp.h” = 7 i * )



Test the Program

s HGRARRE T T R A AR R A
R ATRE T AP RRAE K T R AR
cFV MM NTARGFHE TR T

- ——

______

Sat Sep 1 15:36:27 2023 K i
wsl [unpvl2e/intro]% \\

v
#2 ;% ehoutput
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« Daytime servererfz ;5N B s /1 %



intro/daytimetcpclive.c (1/2)

(for IPv6)
#include "unp.h"
int main(int argc, char **argv)
{
int sockfd, n;

recvline[MAXLINE + 1];

char
struct(sockaddr_in6 ) servaddr;

if (argc !=2)
err_quit("usage: a.out <IPaddress>");

if ( (sockfd = sockeOCK_STREAM, 0)) < 0)
err_sys("socketerror);
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intro/daytimetcpclivé.c (2/2)

bzero(&servaddr, sizeof(servaddr));

servaddr.sin6_family = AF_INET6;

servaddr.sin6_port = htons(13);/* daytime server */

if (inet_pton(AF_INET6, argv[1], &servaddr.sin6_addr) <= 0)
err_quit("inet_pton error for %s", argv[1]);

if (connect(sockfd, (SA *) &servaddr, sizeof(servaddr)) < 0)
err_sys("connect error");

while ( (n = read(sockfd, recvline, MAXLINE)) > 0) {
recvline[n] = 0; /* null terminate */
if (fputs(recvline, stdout) == EOF)

err_sys("fputs error");

}

if (n<0)
err_sys("read error");

exit(0);




A Simple Daytime Server

» Create TCP socket: get a file descriptor

* Bind the socket with its local port

* Listen: convert the socket to a listening descriptor
» Accept blocks to sleep

« Accept returns a connected descriptor

« Read/write

* Close socket



Error Handling: Wrappers

/* include Socket */ lib/wrapsock.c
int
%t(int family, int type, int protocol) s e e
< B whe K=
(o S
int n; e
if ( (n = socket(family, type, protocol)) < 0)
err_sys("socket error");
return(n);
}
/* end Socket */




intro/daytimetcpsrv.c (1/2)

#include"unp.h"
#include<time.h>

int
main(int argc, char **argv)
{
int listenfd, connfd;
struct sockaddr _in servaddr;
char buff[MAXLINE];
time_t Lz ticks;
P

listenfd =(Sbcket(AF_INET, SOCK_STREAM, 0);




intro/daytimetcpsrv.c

bzero(&servaddr, sizeof(servaddr));

servaddr.sin_family= AF_INET;
servaddr.sin_addr.s_addr = htonl(INADDR_ANY);

servaddr.sin_port= htons(13); /* daytime server */

@ d(listenfd, (SA *) &servaddr, sizeof(servaddr));

<7
@E:\(listenfd, LISTENQ);
< B
for (;;){
connfd =(A¢cept(listenfd, (SA *) NULL, NULL);

=B
ticks = time(NULL);
snprintf(buff, sizeof(buff), "%.24s\r\n", ctime(&ticks));
Write(connfd, buff, strlen(buff));
se(connfd);
} <~ 5




bind Function

int bind(int sockfd, const struct sockaddr *myadar,
socklen_t addrlen);

 sockfd:. Descriptor identifying an unbound socket. (returned by
the socket function.)

* myaddr. A pointer to a protocol-specific address structure

« addrlen: Length of the value in the myaddr parameter, in bytes.

 returns: 0 if OK, negative number on error
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listen Function

int listen(int sockfd, int backlog);

* sockfd:. Descriptor identifying a bound socket. (returned
by the socket function.)

» backlog: how many connections we want to queue

45



Problems with the the Simple Server

* Protocol dependency on IPv4

* [terative server: no overlap of service times of different
clients (- = ¥ s FR3%— igclient)

* Need for concurrent server: fork, pre-fork, or thread
* Need for daemon: background, unattached to a terminal



Types of Networking APIs

* TCP socket
« UDP socket
* raw socket over IP (bypass TCP/UDP)

» datalink (bypass IP)
« BPF (BSD Packet Filter)
« DLPI (SVR4 Data Link Provider Interface)



BSD Networking History

 BSD releases:

* Licensed: 4.2 BSD with TCP/IP and socket APIs(1983), 4.3 BSD (1986),
4.3 BSD Tahoe (1988), 4.3 Reno (1990), 4.4 BSD (1993)

« Non-licensed: Net/1 (Tahoe) (1989), Net/2 (Reno) (1991), 4.4 BSD-Lite
(Net/3) (1994), 4.4 BSD-Lite2 (1995) ---> BSD/OS, FreeBSD, NetBSD,

OpenBSD
« System V Release 4: Solaris and Linux
« UNIX Standards: POSIX and The Open Group



Discovering Details of Your Local Network

* No longer preinstalled in Linux, should manually install
* sudo apt install net-tools (Ubuntu)
* sudo dnf install net-tools (Red Hat)

e To find out interfaces: netstat -ni

* To find out routing table: netstat -rn

* To find out details of an interface: ifconfig

» To discover hosts on a LAN: ping



