Sockets Introduction

« Socket address structures
» Value-result arguments
» Byte ordering and manipulation functions

« Address conversion functions: inet_aton,
inet_addr, inet_ntoa, inet_pton, inet_ntop,
sock_ntop

« Stream socket I/O functions: readn, writen,

readline

* File descriptor testing function: isfdtype
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Some materials in these slides are taken from Prof. Ying-Dar Lin with his permission of usage

Comparison of Various Socket Address Structures
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Datatypes Required by Posix.1g

Datatype Description Header
int8_t signed 8-bit integer <sys/types.h>
uint8_t unsigned 8-bit integer <sys/types.h>
intl6 t signed 16-bit integer <sys/types.h>
uintlé_t unsigned 16-bit integer <sys/types.h>
int32_t signed 32-bit integer <sys/types.h>
rsa_family t | address family of socket addr struct | <sys/types.h>
socklen_t length of socket addr struct, uint32_t | <sys/types.h>
in_addr_t IPv4 address, normally uint32_t <sysl/types.h>
in_port_t TCP or UDP port, normally uintlé_t | <sys/types.h>
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IPv4 Socket Address Structure

struct sockaddr_in {

uint8_t sin_len; [* length of structure */
sa_family t sin_family; /* AF_INET */
in_port_t sin_port; /* 16-bit port#, network byte order */
dDsin_addr; [* 32-bit IPv4 address, network byte order */
char sin_zero[8]; /* unused */
It j/
struct in_addr {
S_addr; [* 32-bit IPv4 address, network byte order */

in_addr_t
I




IPv6 Socket Address Structure

struct sockaddr_in6 {

uint8_t sin6_len; * length of this struct [24] */
sa_family t sin6_family; [* AF_INET6 */

in_port_t sin6_port; [* port#, network byte order */
uint32_t sin6_flowinfo; /* flow label and priority */

in6_addr;  /* IPv6 address, network byte order */
b

struct in6_addr {
unit8_t s6_addr[16]; /* 128-bit IPv6 address, network byte order */

I

Generic (;£ * ) Socket Address
Structure

struct sockaddr { /* only used to cast pointers */
uint8_t sa_len;
sa_family t sa_family;  /* address family: AF_xxx value */
char sa_data[14]; /* protocol-specific address */
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Socket Address Structures: |Pv4, Generic, |IPv6

struct in_addr {

in_addr_t S addr; /* 32-bit IPv4 address, network byte order */ }
struct sockaddr_in{

uint8_t sin_len; /* length of structure */

sa_family _t sin_family; /* AF_INET */

in_port_t sin_port; [* 16-bit port#, network byte order */

struct in_addr|{ sin_addr; [* 32-bit IPv4 address, network byte order */

char sin_zero[8]; /* unused */ };
Struct sockadar § 77only Used to cast pointers */

uint8_t sa len;

sa_family sa_family; /* address family: AF_xxx value */

char sa_data[14]; [* protocol-specific address */ };
struct in6_addr {

unit8_t \ s6_addr[16]; /* 128-bit IPv6 address, network byte order */ };
struct sockaddr_iné {

uint8_t sin6_len; /* length of this struct [24] */

sa_family sin6_family; /* AF_INET6 */

in_port_t sin6_port; [* port#, network byte order */

uint32_t sin6_flowinfo; /* flow label and priority */

struct in6 addr sin6 addr; /* |Pv6 adress, network byte order */  };

Why the Generic Socket Address

Structure?

» Socket functions are defined to take a pointer
to the generic socket address structure, e.g.,

int bind(int, struct sockaddr *, socklen_t);

» Any calls to these functions must do casting

For IPv4:

struct sockaddr_in serv; /* IPv4 socket address structure */

bind(sockfd, (struct sockaddr *) &serv, sizeof(serv));

—~
casting




Value-Result Argument
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Byte Ordering Functions:
converting between the host byte order to the network byte order

address A+1

little-endian byte order: high-order byte low-order byte

address A

big-endian byte order:
(for a 16-bit integer)

high-order byte
address A

low-order byte
address A+1

Some machines use the little-endian host byte order while the others
use the big-endian. The Internet protocols use the big-endian network
byte order. Hence, conversion functions should be added in all cases.

#include <netinet/in.h>

uintl6_t htons(uintl6_t hostl6bitvalue); returns: value in network byte order
uint32_t htonl(uint32_t host32bitvalue); returns: value in network byte order
uintl6_t ntohs(uintl6_t netl6bitvalue); returns: value in host byte order
uint32_t ntohl(uint32_t net32bitvalue); returns: value in host byte order
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Byte Manipulation Functions:
operating on multibyte fields

From 4.2BSD:
#include <strings.h>
void bzero (void *dest, size_t nbytes);
void bcopy (const void *src, void *dest, size_t nbytes);
int bcmp (const void *ptrl, const void *ptr2, size_t nbytes);
returns: 0 if equal, nonzero if unequal

From ANSI C:

#include <string.h>

void *memset (void *dest, int c, size_t len);

void *memcpy (void *dest, const void *src, size_t nbytes);

int memcmp (const void *ptrl, const void *ptr2, size_t nbytes);
returns: 0 if equal, nonzero if unequal
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Address Conversion Functions
for IPv4 Only

* ascii and numeric

Minclude <arpafineth> /\ dotted-decimal string (¥-“140.127.6.3")

int inet_aton (const char *strptr, struct in_addr *addrptr);

\‘ F P = -8  returns: 1 if string is valid, O on error
o xR

in_addr_t inet_addr (const char *strptr); Oxffif

returns: 32-bit binary IPv4 addr, INADDR_NONE if error
FEHEL BB

char *inet_ntoa (struct in_addr inaddr); ——— - iz =@ A% g @ w

returns: pointer to dotted-decimal string




Address Conversion Functions
for Both IPv4 and IPv6

» presentation and numeric (newer)

#include <arpa/inet-h>/vAF_lNET or AF_INET6__»dotted-decimal or hex string

int inet_pton (int family, const char *strptr, void *addrptr);
\ returns: 1 if OK, 0 if invalid presentation, -1 on error
FPEI DR B
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const char *inet_ntop (int family, const void *addrptr char *strptr size_t len);

returns: pointer to result if OK, NULL on error
INET_ADDRSTRLEN = 16 (for IPv4 dotted-decimal),
INET6_ADDRSTRLEN = 46 (for IPv6 hex string)

sock_ntop Functions (i * )

Instead of using

struct sockaddr_in addr;

inet_ntop(AF_INET, &addr.sin_addr, str, sizeof(str));
and

struct sockaddr_in6 addr6;

inet_ntop(AF_INET6, &addr6.sin6_addr, str, sizeof(str));

for IPv4

for IPv6

the author defined » generic socket address structure

#include “unp.h”
char *sock_ntop (const struct sockaddr *sockaddr, socklen_t addrlen);
returns: non-null pointer if OK, NULL on error

which makes the code protocol-independent.
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Other sock _ Functions

#include “unp.h”
int sock_bind_wild (int sockfd, int family);

sock _cmp_addr, sock_cmp_port, sock _get port,
sock ntop_host, sock set addr, sock_set_port,

sock_set wild, etc.
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Short Count Problem with r ead
orwite

« Aread orw it e on a stream socket
(TCP) might input or output fewer bytes
than requested => short count

— Because buffer limit might be reached for
the socket in the kernel

— The caller needs to invoke the r ead or
wr i t e function again for the remaining
bytes
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readn, writen, and readline

 defined by the author to handle short
count (i%# 3 & bytedk)
#include “unp.h”
ssize_t readn (int filedes, void *buff, size_t nbytes);
returns: #bytes read, -1 on error
ssize_t writen (int filedes, const void *buff, size_t nbytes);

returns: #bytes written, -1 on error
ssize_t readline (int filedes, void *buff, size_t maxlen);
returns: #bytes read, -1 on error
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File Descriptor Testing Function:
testing a descriptor of a specific type

i¢ * Unixshopen a8 fcdfh %k & 2 v £ ¥ 77 € return file descriptor

to testa
socket: fdtype

#include <sys/stat.h> (_is S_IFSOCK J
int isfdtype (int sockfd, int fdtype);
returns: 1 if descriptor of specified type, O if not, -1 on error

isfdtype is implemented by calling fstat and testing the
returned st_mode value using the S_IFMT macro.
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